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1 MidfER
FERBENBRERSFRERST (B 45 U0S™ ) FEALIRTE.

1.1 =

FIERSB[IRERAR—NET Linux ARZNZEMEZNRS[RZIER
9o SIEIRSH[IRERAFAARFIMBRTIERE: Web 0 FTP b EIE,
fagit. METFRIMYAYER DT, RE . bugfix. TEEEST 78, X
HeF, KERSHSRFRAGHARAGESSTIFZHET. BERTET
GERRSSFRERER, THELENZEM Linux X,

1.2 GNU/Linux

Linux @—MITBHUIRIERS, B—RIBEILESHENH#HITREREHIE
THERRRFNRER.

BERSHZMEMEFER. I ETENTUS BR#TRRHIESE
2, REEUBESRE S NER. BEITE, THRENER, UMKRETHEHE
B, BRERAREEMNAMIBD EMNZ. 7 GNU/Linux RFH, Linux B2
WiZA M, MZRAKHNERBDEERH GNU TEHRENIRENIZFHK.
AEIRA Linux RIZFREER A— Nl LUE R TERIRIER S, BRI TE MG
B “GNU/Linux” —JARZEXATEEFMREA “Linux” o

Linux LA Unix AEREBIEN, Btz HiE, EMEIgITR—MZES.
ZRPFHNRS. XERSE Linux R2FRTFEHEEZIRERS. XL, Linux
ELICRERBREIM TS, FIELZ A GNU/Linux RFMFF A TEBT 1984 &,
Ui, BEERGESSTRIALHETA GNU BB RS Unix I21ER S

GNU IfERA 7T AKERTF Unix™H B ERE TR Unix I2ERS, HIa0
Linux, XETREFRAFERITMEERSE (FIINEFIFMERH) FipielE

(BB E M RIFIZF XS SHEEHITALNRIELE) NEMES,

BATFZALHNAZST Linux WERBRIEH T &, EREHRGEES
RARRANENTIRE . MR NNENET LAES7E Linux RERAMIA, ©
A Linux FERME TNt &t

Linux ARV EREHZ1E 1991 &, HES, #7 Linus Torvalds B35 =it
BHRIZRFETE Usenet FiEIZH comp.os.minix _£& % T —F Minix R R
BHEREHRRRA, (EBTTEIRE Linux International BIHEXHAE) -

Linux RD=EER, EEER—NEEITZMER, MAELLKSEIRIERSA
BARE, BTXLEMRDE, Linux RATERSSETI LI KRIRIZERS., &
R, EERFBEREND AP P TEHRERT.
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1.3 RERSHR(FRR

RoERSSFRIERFENTF 57551, GNU TAELK. Linux Rtx, UKk
HWEEMEBERAEGE—R, MRRIRS R ZITRIR NS SRS S5 1E(F
RYL ZRITHRREAEMREBEAR, RITHRPNS M RGEEE S THITXH.
A, SOEFMEEEER.

SERSHFFRFEIESR. REMRE, AIUALEMEZNARISMG
A, MEEIRBASEEIARSS s R F TR, EE SRR SR80 7] AR REE,

SEIRSHFIRFAFBAEEENNHEEERY XET AL THERSES
BERGHNAKEEANZEI ARG LNNAHENT 2T, ERESENRMA
BMBEMNARBEMRERT. TMIRAEEA URRIPREALR, BEEATUSF
BEEREAZPERGE B CHENURENFIRERIRIIX RO

ATRE “FRFEART” MEMESRG, BFtRIPENRS, SiERS
ERERRSRUAEIRS FIRERGIVEMAEIR A ST LA R 55K
SEIRERAFNARARBRFFERUREN A RBERGE. KERGERS
SRERANRE Z EIMAT, R2EHALUEIEERMNBE FHNZE,

ALUBESRERERABRAR (B “RERHE" ) EANMEH “HRRE
" TTEREEAASGEKRAI, UFREARZHR .

14 &R

SIERSRRERKBMGE, TFHTRIRERAAFIZBRER,; BUFnig
BER, RARINZFEE SSH A REAEEEFInERIIRS . NEiZRS
BNRERSFF[IRERFHITNE, B FImNRERSFRZERS, AT
EERABSUT:
[uos-server@localhost ~]# ssh vos-server@192.168.100.20
UOS Server 20 1070e
uos-server@192.168.100.20's password:
Welcome to UOS Server 20

Upgradable packages: 52
Upgrade command line: yum upgrade

Activate the web console with: systemctl enable --now cockpit.socket
Last login: Mon Nov 2 09:45:29 2020 from 192.168.100.6

Welcome to 4.19.140-2009.4.0.0048.upl.uel20.aarch64
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System information as of time: Sat Jul 4 16:52:20 CST 2020

System load: 0.01
Processes: 176
Memory used: 15.0%
Swap used: 0.5%
Usage On: 44%
IP address: 192.168.100.20
Usersonline: 4
To run a command as administrator(user "root"),use "sudo <command>".
[uos-server@localhost ~]#
) 285
B vos-server WL FERE 25 LHIETEG 7, i ERUFBEHNERFBHIZN, IilEd
&, AERTIEIRS £
W FX# 192.168.100.20 #7 192.168.100.6 4L K74 (FIE)
B YIRFZEIREHIEIERTGA LT SSH (BINEZEE SSH) , FE/LLHE SSH, HTH A lan <
EO, AKX TFaSEIaTE SSH #9%#,

[uos-server@localhost ~]$ sudo dnf install openssh

BIMEEEEEMRAREESBE TR T HEEEFI,
BERREIFX=7:

#1) EE5I| ABIRFA.
#2) WARERER (FERMXE) o
#3) AR, FEEK.

[sudo] uos-server FIZZRG:
1.5 ¥
logout L ENLAFRE RS, FTHAZRmGLTEL, H1T logout &5, AN
A EEIRAF,
1.6 XM
B 551&=: shutdown £ [B#] [B%K]
B ERiEm

SIERHRABRAE © WRFE £ 3!



FWQ20240201T_RLO1-4fEARSZ2RIR(ER S V20 (1070) EIEFMH

% 1.1 shutdown & %I
XM HaR
-k HASENX, ARRBESNEEELFEERAE,
-r FKIEEFF

-h FXTF--poweroff, BRIEIEE 7 --halt,

P --poweroff: XFIH 28R

-H -—-halt: =4l

-C BCH BRI EE#HITHRIXMENE,

--help | BREBER.

—no-wall | fFHl/XH/ERRRKEERES.

B TG
& shutdown -h now //3LBP & Ao
4 shutdown -h 10 /[3ERE 10 D EXMNo
@ shutdown -r now //iZEIJEF'i'I'§m0

& shutdown -r +3 /B =ZDHEERITEN, HRETHEE
4 shutdown c //HXEIET‘ TR R MIR
1.7 R

B 55318 =: reboot [OPTIONS...] [ARG]
B = HiEm
7 1.2 reboot & LI
110 g
-p EHo

W REEV/XEN/ER, (UBIEREAN “/var/log/wtmp” X4,

-d THEIEREAN “/var/log/wtmp” X1

-f sl 3L BMEHL/ R/ BB

--halt | {Z1EM128.

—-no-wall | FH/XH/ERFIFRIEETHER.

R 3285: RHLERE R ETEETTERIER S, TRl o

B 1170 RighiTe< sudo reboot EF RS,
[uos-server@localhost ~]S$ sudo reboot
BIEEEEEM ?@'MEEE%ET%ET HEFEE,
BEERTHIFX=R:

SIERHRABRAE © WRFE £ 4]



FWQ20240201T_RLO1-4fEARSZ2RIR(ER S V20 (1070) EIEFMH

#1) EE5IABIRFA.
#2) BARIERE EB(ERMXE).
#3) WK, SFEBK.

[sudo] uos-server BYZ5HS

1.8 ETRAR#A
whoami sa AT ERHFIAFL B, HIAFTHITiId-un <,
B <18 whoami [B#(]
B = Hixm
% 1.3 whoami & B3%Em
210 iR
--help | BREHER.

--version | BTRERAER,

B HITRA
[uos-server@localhost ~]S whoami
uos-server

1.9 YIRAR

sumLATURAR, BRAFIFERBF 2 root 4, HtAFUBIRNEEE
PN EN Il SRR
W a8 su R [] [<AP> <5
W = HiEm

x 1.4 su BREmM
A0} iR
-g BEFEA, BT root BFE A,

-h ETREBER.

-V ETRRAER.

-m TESMR, FTETEHRRTE,

w | FEBEENEE
| ERPERES shell i,
< | Bshell feme,

B HITRA
@ root TJIRE uos-server,
[root@localhost ~]# whoami [|BREFIRAF
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root
[root@localhost ~]# su - vos-server
[uos-server@localhost ~]$ whoami
uos-server

@ uos-server YR E root,
[uos-server@localhost ~]S su - root
AN
[root@localhost ~]# whoami
root

2 RifcE

/[t E uos-server

[[BEWEHRIAR, HIAHRAL

AETFIR®B LY root AR BINERARFHITIRME.

2.1 BYiEiAEE

RERSB[BIREAFZPEETREN B SEHNEIRMIR. EHEIEIRIE
BIOS A RYETiE], #FJ9 RTC B¥ial, AJLAAIT hwclock i S REB NG BB
Ble REBTEIRZ Linux RZM—EB5), HER 2SR, &8 1970 £ 1 A
1 B 00:00:00 UTC LUREYFVER (HEEIEMIN, 28 1969 UTC LUKREIFLERD) o
B BIH1T date as S EF B, MNRFERD ] LUITT chrony RSB[R S izin

AR 55 23 AYRSE],

2.1.1 hwclock
B <518 hwclock [ThEE] [I%EIR...]
B A%

& 2.1 hwclock & AED

-r AIE.IL/—_I_T RTC ET_I-[E—I_IO

L P

-h ETREBER.

-V ETRRAER.

-W RESRZHEIRE N RTC B8,

f fEFE/dev/rtc0 FAXMHIRE rtc BYE]

-S ¥ RTC B EIR B A RGERTE,

B HITRA
[root@localhost ~]# hwclock -s
[root@localhost ~]# hwclock -w

SIERHRABRAE © WRFE




FWQ20240201T_RLO1-4fEARSZ2RIR(ER S V20 (1070) EIEFMH

2.1.2 date
B 318 date BEIR]... [+18R]
B = Hixm
& 2.2 date ERIER
210 iR
--help | BREHER.

--version | BTRRAE R,

-u IR UTC (At RE) ERaig&ERtE.,

-S YRR TE 715 SR iR RYBY IR 1% EBY 8],

-r EriEEX AN REEREE,

B HITR6
[root@localhost home]# touch test.file
[root@localhost home]# date
2020 % 07 B 04 B EHA7< 19:10:15CST
[root@localhost home]# date -r test.file
2020 % 07 B 04 H EHis< 19:10:12 CST
[root@localhost home]#

2.1.3 chrony

1 BITW TS, B “/etc/chrony.conf’ X&FRNNATIEIES BRSS 285K,
echo “server ntp.ntsc.ac.cn iburst">> /etc/chrony.conf

2 T TS, ERE chrony RS,
systemctl restart c/ronyd

3 BEENTP RS ILIERSLER,
chronyc sources

2.1 FIIEIE)AY NTP ARS5 885K

2.1.4 tzselect
KU root AR BMERRSE, ERKFHE, HIT tzselect sp SIFENX,
B 5558 tzselect [3%I0]
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B %D
3* 2.3 tzselect & AL
I fik
MEx K &izE it IE4 45 COORD i & BIBY X 1Tk +E,
COORD RifEFE 1SO 6709 &R~E. BHIAIEZRRY'-c +4852+00220'
(UEMPHRR, IEF&R) , H'-c-35-058' RRHEIEHHIF
Hr (E#. M et
-n fEA-c ETY 2Rex% LIMIT MIE (LIMIT 2ZAAMER 10)
--version | ERMAEE,
—-help | EREBER
B HITRHG
tzselect
tzselect -c +4852+00220
B 3788 #1775 tzselect <, BIRTIHIMFLAIE T Bk BEXIBLMBE, LB TS
XTZHIETX, 81T export FIIEIFFIZELEFHFIETELN, FERALEN, FEEFIXT
BENNIF profile #o BRI T IEZ BRI 25 E1TEH, LT HMEL

2.2 BFER
APEEEANIMEEE: FNAF. EXEF. BHREF. BRER, &
mAmA. EmrA. WiREFA.

2.2.1 FMAR

useradd s FAREIZAFER.
B 5918 useradd [EIR] <&%k>
B = Hixm

%+ 2.4 useradd &£

30} {373

-c | comment: AFARRMNE T,
home_dir: 7 HOME BRIEE— 1 BF (MRFEHAERZENEE
REWIE) o
-m | BIEAF/ HOME BR.
-M | FEEZAF HOME BR (HEAMKERIEECIEN, BT .
-N | REIESBRER/A,

-r | QIBRSAKS (BEASKFER, XANFPAKRP) .

-p | passwd: AP KFIEEIAZREE,
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30} HR

-s | shell: $EEEBINEREY shell,
-u | uid: AKPIEE—TM—R UID,
-U | --user-group: BIESHAFRIBMA, HEHAARMEIAFR,

B HITRG
& 17 useradd testuserl €55, M testuserl,
& H17 useradd -m testuser2 &<, SIBBAFPEEH.
& 17 useradd -s /bin/bash testuser3 6%, IEERFEREFERAN

shell,
& 17 useradd -U testuser4 5%, QIE—MIAFPRIRZMNA, FHERP
AINENZAH,
LLIPL:E

B 11T less fetc/passwd @<, AIUEEMEMAFRNER.
B %77 cat /etc/shells <, BIUZEERAZTE THL shell

2.2.2 {ERXAR
usermod @< B] FSREEA A P K S B UL E .
B <18 usermod [IEIN] <S>
B = Hixm
#* 2.5 usermod & %M
210 iR
-a | -—-append: BEFEFEMEIFLAR, X5-C —FFER.
--home: BF B HOME BR. MNREIIER-m £, MEH
-d | B HOME B RHABH%shEIFH HOME BR, WNEH HOME BER
REE, WG,
| --login: APBBRE= MNER P BFHMECLFHE P &R,
--groups GROUP1[,GROUP2,...[,GROUPN]]]: FFEFHIKII0AS!
&, AZEMERESIRH, RETH.
-u |--uid UID: IRERF ID B EE,
B TG
& H1T “usermod -aG testuser4, testuserl” #5%, 8 testuserl FBF M
A testuserd 4B, RILIT id testuserl &<, BERERTHRINEINEIZAE,
@ 17 usermod -| testusers testuserl &<, 1824 testuserl P& R
testuser5,

@ 1T usermod -d /home/testuserd -m testuserl <, &K testuserl
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FAF# HOME B ®/3/home/testuser4 ,
@ H1T usermod -u 10002 testuserl 5%, {ERFF testuserl B9 UID 9
EAER

2.2.3 HpRAR
B <5 userdel (£ <&%k>
B EAiEm
+ 2.6 userdel &M%
88 fik
h | ~help: BREHES,
--remove: FAF HOME BRPHIXHFMEAF HOME BRMAFR
R —EMbR, FHEXGRAPHIXEZTEFhERHMER.
-Z --selinux-user: AP MBRFTAR SELinux F P BRET,
B TG
@ 117 userdel testuserl <, RMIBR testuserl HXRBIHE P EIBEXXH,
g0 /etc/passwd. /etc/group. /etc/shadow F&BEHMIER, BERHIBR
home BR X314,
& 117 userdel -r testuserl &%, MBRAF HOME BRREEHEXXH,

home B RRS ISR,
A EE: BRERSREr 88, EAENFEFHRNGEFENXAER. NEAFERTE
EEHIXLE, TICEIFEEE

2.2.4 BinERE
B 518X passwd ] <S>
B = Hixm

3+ 2.7 passwd ¥ FHiER

110 fig
-l BIEZRS, BIEZAKS,
-u FREIIEE A P RVZ RS,
-d BERAAZE, XEZRA—MHAPEZBHIES .
B TG
[root@localhost ~]# passwd test #EIR test XN B P BIERE,

EXAF test W ,
ey =45
BRI 255
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passwd: FIERNS RIS EESMINE .

[root@localhost ~]# passwd -| test HOIE test XN,
BERAF test HZHL ,

passwd: 2{ERIH

[root@localhost ~]# passwd -u test #ERS test X TMNEF,
RREIAF test BYZRRL,

passwd: 2{ERIH
BB 385 passwd JEEEAIFIESRS “fetc/pam.d/system-auth” 7] “Jetc/pam.d/password-auth”

HFRIEXIIEEHR, LEIFEEER “BHEFNE” EFHL ‘pam_pwquality.so” #l

‘pam_deepin_pw_check.so”

2.2.5 FMABPRA
W &< groupadd [EI] <&%k>
B ERIED
& 2.8 groupadd & RN
i3] filiR
-0 --non-unique: RAFEIEBEE GID B,
g GID: fEEFAFPANEAIRIRS,
-r --system: SIE—1MRFEBF A,
B 1756
& 17 groupadd testgrp 5<%, FINAFH testgrpo
& 1T groupadd -r testgrp2 &%, SIB—NRFERFA,
& 17 groupadd -g 1110 testgrp3 &<, MARAKPEIM— I A
testgrp3, FEFEEFMAMNAIRIRSZE 1110,
€ 17 useradd -m -g testgrp testuser6 ©5<, QI testuser6 Hif
INZE| testgrp £Ho
L7z
B 2B HAEIZAFET, BRI B .
B %77 less /etc/group <, A BB LB S HNE o

2.2.6 &P

B <R groupmod [EI] <S>
B = AiEm

% 2.9 groupmod & FiEIN
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i3] {3
g | GID: NEPBIEEHIAIRAE,
-n (EEGE R R
B HITR6
& 17 groupmod -n newgrp testgrp 5%, A 4H testgrp BB FRMEDK
% newgrpo
& 17 groupmod -g 111111 newgrp &%, 1EXBF A newgrp B
¢ 1D 79111111,

2.2.7 kRBP4
W 518 groupdel (&) B3k
B E %D
210 g

-R chroot FIFYE R,

-P Jetc/* XHFRENTIZER.

-f 5 il At B
B H1TREI: 1T groupdel testgrp &5, MIBRAF4A testgrp,
BN 3285 428 B F B F i s B AT R I ZAERT, TaUNRZE A, BEER

FEITBEM 128 7 Ao

2.3 XHEHE

SERSSFREARTHEX G RAENREEXHSEREE MESX
HFRFEE. XHNREE. XHNEESHTEEES. ANEENREAXMG
EEAXBS,

2.3.1 cd S
B 51K od PER] [B%K]
B E/iEm

% 2.10 cd ¥R
i R
P | ERHEARE, MIERERE (ink) B
ERYIE B REMTARIERT S k. 32 .. Za1#HT DIR BhaY

TS,
. NREAT-P 2, BEFREEMRINHELI TEE R, REFFER
R[ElE,
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EXFHHRBMENRS L, B— M EXERMENXASFEXHEM
BER.

B HTRE
& HBiTcd A%, NIRTIEER,
¢ HiTcd. B, PRI LERER,
&® FEERRET, 1T cd /fhomesS, FEREITRZTIRE home BR.
& T “[root” BIZT, 1T cd./Downloads/@m<, ERBENRZRIIRE
Downloads B -
¢ HiTcd &<, TIREHEFAFNRATEER
B 3285 RGBT E AT IR, HTIESIEM (IRER)FFLE, AEIEERFENE R, X1
EM H 51 B RA4E-

2.3.2 pwd ¥
pwd L HF ERNELBREZNT (MIEER) EANERE. 2FER
A/ (R 2fR. F—N/RTEER, RE—TEREZFER.
B 541838 pwd A
B %D

% 2.11 pwd EBiEm

&I [
-P TENSMBVYIERE, TFEEANFTSHEE,
R 3205: 7Lk RE, 177 manpwd %S, TEERMESSHREEN,
B RITRA 1T pwd <, EEBRITERR,

2.3.3 id ¢
id AN ERETEMHAA ID (UID) A4 ID (GID) o UID 2%—4
BAME—SHTR, GID W24 UID,
B 518 id (ET] [B85%)
B 5%

#*2.12 id BAEm

&I fik

8 --group: ZRAFFREEFLAR ID,

-G --groups: ZRFFFTEMINE$ERY 1D,
-u --user: ERAF ID,

W HITRA
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¢ hiTid @<, ERYpAFPMNARSA. UID MizBAFFREIFE4H,

& H1T7id testuserl ©5<, BRAF testuserl WAFRA. UID FliZzBFFR
EBrIFrE 4R,

& H1T7id -g testuserl ©5%, BRAF testuserl FREHILA ID,

2.3.4 Isd

s L REEANGSZ— IsHTRE list WES, BRIIEXENBERE,
URENHEXBER, HlanxxHX/I FrENRFEELETE), WREHFEREIEN,
1T s s RYNHBRIBERPESHXY, HEFHINFEIE1#1THR,
B 5S8R s HER] [B3]
=3zl

*2.13 |s EAEmM
%N R
-a ETFBEXGRER (MEHIHUFALNEEXXS)

s, XOHES KR #FE. XHEXNEFFATIH.

P ¥ 7 ERaHmEIEREME.
t R EHE, &HEIEREIH.

-r U EiHF AT RIFHF.

-S REXHXNHEF, SABERIIH.

-h LS Fiispg Ui XA/ (a0 1K, 234M. 2G &)

W HITRA
¢ 1T ls-Irt &%, EREYRER TEXHHNMEER, HIREENHE
EIFH .
€ HiTls-p <, HKBWHNBERAM /7 o
€ 17 Is-l--color=auto @5, LAH1IT s L BEHHBAINXHRRMNEE,
® MiTls-lrt fetcdn<, BF “letc” BRTABXHMABEER, HRRE
(EECHIBE RS

2.3.5 mkdir %<
mkdir 45, & make directories WAEE, ATEIEWMBR, FIERAFPH
B LB <,
B &SR mkdir (£ (B3]
B = Hixm
% 2.14 mkdir B

1T L P
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eI fik
-m B2 B RV B E B AR,
-p EFEIZER.
B TG
& 17 mkdir testdirl &%, BIE—1TEBR testdirl,
@ 117 mkdir -p testdir2/dir2 @<, SQIEZEBF testdir2/dir2,
@ 117 mkdir -m 777 testdir3 &<, QI B R testdir3 HEEENRA 777,

2.3.6 rm&<¥

rm e8 LATFREEXHHE R, BREILUA rm s SRR ENXHEE
Fo ZHBLHEAMNEG—TERPHN—IHSIXAHER, EHALUEED
BR&ETHRE X4 RFBRIMER. 33 FHEEX A (Linux 38X windows
THURES I, FAEEBEETER) , IBMATHEE, EXHREFE,
W A tEI rm [EH] XHSRBER
W E A%

7 2.15 rm B RIEm
eI ik
-f | --force: FiE force WER, BEAFENXMH, FEMEEER.
-i | -—-interactive: #ITRXEXMIFR, EHFREI=RERESSHER.
-r | -R, --recursive: EAMBFIIHHNEBERATFE R,
B TG
€ MITrm-i “logw<, BFRHUFIERT U log EENAIEXH, HEM
bREIARE S MBR.
& HITrm A file, SRHIMIBRSIH
& 1T rm-rf testl, MBS testl BRRFERFIEX .

2.3.7 cp ¥
cp MLATFR—IHZNEXHHEREFEEENXHHER. BRIU
BENMNEXGEFIR—MEEXHFRBHNATHNX G — M ELEFENERT,
B SR cp (&M [BE] (B3]
B = Hixm

®2.16 cp FFAEM
i HaR
-f RITEFIXAHER, MEBNXAHERESEFT,

i EBiXH (destination) BLFER, EBEEBHRXH a4
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3T R
BT, BRAFRIARESES, BFEy HERXXARHRES.

-l AEFRIXH, RIREMEEX M,

P ERXANBM—EERTE, MIEERRIAEML.

-r EARFRER, BTERNERITH.

B TG

@ 1T cp froot/anaconda-ks.cfg <, EFIXXH anaconda-ks.cfg X
HEES

& H 1T cp jroot/anaconda-ks.cfg /home & <% , £ # X &
anaconda-ks.cfg ZIE#RE o

@ 1T cp -r froot/testdirl/* /root/testdir2/f5< , Bl testdirl FFAAX
R E testdir2 BRo

@ 1T cp -r -i froot/testdirl/* /root/testdir2 /<, Bl testdirl TFRE
X AR HFE testdir2 BR, MRXGHEREE, 2L HNEEES.

2.3.8 mvie
mv 88 % move M4ES , BILIARBoIXHEEZ R XM
B G918 my (&R (B8] (B3]
B =A%
+® 2.17 mv BREm
&M R
-f BHENER, MRENMXGELEE, FANMEEES.

-i EENMXAEZFEN, MBS,

-u IRTEREX AL ARSI S B AR XX NIRRT, AT BhiRME.

B TG
@& H1T mv testfilel] testfile2 &%, &2 testfilel FIBFRA testfile2,
& 1T mv -i testfile /root/testdir/f5<, %5 testfile BIBARER, MR
XHEEE, SRErAEEGEH.

2.3.9 cat <
cat HETBARBEETHRS. IR, SHHMBNXERNES,
BEXHENBAM T E—THAETRE.
B 551 cat [EF] B4
W 3 E %R
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* 2.18 cat EHEM

IR 1323
-b -number-nonblank: #-n 8, RAINF=THITAES,

-n -number: B 1 FEXFRERENITRES,

-squeeze-blank: HBEHBELERITULNZTRHIT, MABA—1T
M= B1T,

v | FIH—EERHREEHRTF .

W RiTRA
@ 1T cat /fetc/host.confi%, &E host.conf RS
& 17 cat-n fetc/host.confis<, M 1 FFE43T host.conf FREHIEITHRS

2.3.10 more #

more L EMUTF cat @<, AL cat mLINEETRKR. EUERENA IR
RERNAEXHNAR, ZHvi PRXBEFEMIRE.
B <18 more (£ [B51]
B = Hixm

% 2.19 more &L
110 g
-d EREE, MARME.

-f ST ZETHNAER=E1TH

-p RERR, BRABRTXZ

-C Zziﬁﬁa E/__]__\S(ZK#FEEE??EO

-u B T X4k

-S BENETEEN—1T.

<HF> | EESRETNTS.

r<MT> | NERTFHARRX M.

/<R | AT R BN E TR R R X

B [REEHE
7 2.20 more HRIR;ER
RE iR
space {E z | A TFENDL
b m)_EEADI,
Enter | & 117,
= ERIEITTS,
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R{E fid
v FA vi i A HEIN S,
d M & K1T, 2RIAK=11,
q iBH more,
h ERIREEREERD,

B H1TR50: 197 more +100 testfilet5<, M 100 {TFIBE R testfile RB.

2.3.11 less ¢

less TEHEXNXHHEEREHAITAIETNIR, EEEXHFRABTHI
B, IhEEtRE5R K, less BIFALLEE more EINHIE#14, EFH more BIBTHE,
N gEMEREEE, ReeFEEE, BE[EA less, BRI LUER “pageup”
M “pagedown” HIZBEARHEEMEXY, ERZEEXHHAR. Kt
256, 1E less BRI LUABEZMIEERINGE, FAUEATUATE, talliE g,
B 3R less HER][&%#K]
B = Hixm

% 2.21 less &M
eI fik
-e HXHETRERRGE, BBEH.

-f SRIEFT AN, BlanSEIRENRS. BRMTHBISF

-i BRI RN ANE,

-m EREM more S SHE DL
-N ETRETNTS,
W REsE

= 2.22 less EAIRGER

R(E R

[FfE | AR FRET K6
PERE | MR FHET A6

n BER—MER (5/FEX) .

N REAESEFI—MER (5/8FX) .

b [[/E8—I

d m/5E 01,

h EREENARE,

q B less &5,

u BETRENF o
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R{E R
y [ABRE—1T0

TRE | R—TG

[EZFEE | R—1T

pagedown | [a F&EAGI—Dl,
pageup | M LEEEI—3

o

B BT RAG
@ 17 less -N testfiletr<, &E testfile, HERITS,
& 17 less testfile 5%, BE testfile XERB.
@ 11T ps-ef | less i<, ps EEHZEEHET less BTLER-

2.3.12 head %%
head ST AHFEEXENARIEERENFFR, FIAERXXENGE 10
17, MRAETENXXHARLE—, WEERNENXERIEII— X 4B iR,
B <18 head EI] [BE]
=3zl
% 2.23 head & A%k

i R

-C —-bytes=[-INUM: ERENXHHE NUM MFTE
il ~-lines=[-]NUM: TED#T NUM 17,

-q --quiet, --silent: REREEHBEXMHBBINXH K,
-V -verbose: BRETESHEXMFRIIXI k.

B HITRA
€ 117 head -n 5 testfile @<, B7R testfile B981 5 1T,
& 17 head -c 20 testfile §5<, B testfile BIET 20 NFET,
& 1T head -n -6 testfile <, BR testfile BT R/E 6 {THEBAR,
@ H1T head -v-n 3testfile <, BT testfile 8981 317, HETRXHER,

2.3.13 tail ¥

tail S8 LA TFHRBERFIEEXHNREH I BEIITERE, BEEL
i, BAWFK, MBIEE MEEXHNRE/NTERIRR L, RIRZEEEE
#, tail B EEIRIF, BEREEIRMIEERS,
B SR tail A [S#]
B =A%
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® 2.24 tail FREIMN
110 iR
-f | BESCHRIE K BN i AT ERAE
¢ | EEXHRE K NFETHAS. IRXGPERX, AJeEwmER.
-n | BRRE KITHRE.
B TG
@ W17 tail f testfile i<, BN testfile IAR,
@ 17 tail -n 15 testfile i85, EEXMH testfile &G 15 1THIARR.
@ 1T tail -c 100 testfile 5% , EEXMF testfile &5 100 M FHHAR,

2.3.14 file %%

ZA S ERIAGIX AR, Al AR — X HRDBER. CREBEE
B XSk RS BORIRENK KB, Tk BB, SSFTERRE: Jusr/bin/file
B 518 file BET) [B%]
=gz A

& 2.25 file B &M
3T HaR
WEXAPHRERN, R HRMo
FARTESHITIE, BTHEIOHIEFRITRIER.
FIH X5 R AFRFIZEFRIRE,
i Witk MIME SEEIMF1F
-z BEEREEXFRE

1 1 !
-~ O |T

-V --version, EBRIRAEE,

W HITReA
@& 11T file testfile 5<%, &EF testfile XHFHIFEEL,
& 1T file -i bbb.doc &%, &E bbb.doc X+ MIME B F AT,
& HiTfile -z test.targz @<, EBREMHFIZEE,

2.3.15 chmod @

XHRABRERA=%. XHIREE. BfA. Hith, £ chmod sm<$mILL
EHISX s AFrARE. chmod s ERMAZE, —THEESFIIRE
FREANNXFIZEZE, F—HEREENFHRFIKE L.

X4 ERNIFRNREE=H, TAFH-RTALENE. r RRANE, w RT
A5, x ®RnaAHiT,. EATERFETNE, 0 RAENE. 1 RAAHIT. 2
KAAE. 4 RAE, AEREMENENAREFAEN. HFEMNEXZ
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3M 0BT RY\EGIER, EIFEXXHREE (u) 4 (g) MEM (o) -
B <RI chmod [IED] R3] [S5#4]
B =A%
7 2.26 chmod % &I
HaR
RA-v &, BB B #HITIRS.

(3
=

FETASHEIRER.

HWHE BRI AFRYIZEE R,

BB B Ko

user: FRTEXHHRAEE,

group: RAS5ZXHHIREERTFTE—EHE (group) MIA

other: RREAM A,

FnEHE ugo =&,

EHRITa <R, IRERF 4 ID,

PREUBIBRAR S EREMEL (linux 5 54AXPR)o

+ |+ |00 | O |0 |C |0 (< |~ |0O

R IR,

FTREUHER

RTME—ILTENR,

r %ﬁﬂi@zo

w %‘%/—J_TEJEO

X ‘?EZI_TE_H;W?O

X REXHEERHIEABRLERFPIRITNRN A HIT/A2F.

B HITRHB

€ 117 chmod a+x testfile 55, 3 testfilet IR AFAE A BERIHIT,

& 17 chmod ug+w,o-w testfile testfilel &5 <, 3§ X testfile 5
testfilel IR AZXHHEE. SEMER—E#AFETE, EtMARTE,

@ 17 chmod 777 testfile %, XX testfile iIRAFFBAME. AE.
CIE K

& 117 chmod ug-wx,0-rwx testfile®< , BUE X testfile I A .
FRIER—EHAE R S HITHNIR, BUEEMARIE, AI5. AIHATH
M PRo

2.3.16 find
find (s S NMERAMEXLILIRENGS, BEEARIFEERET, EHAEEE
MUFIERIX S, ZpSHEWEZHFERIZEIZESR and. or. not KRR
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and: Z1B5, EaTHA a7 "R, BRHAMRBAVAT, RRREZHMR
MPFRAERER, FHFHTREHE,

or: Zi8EL, EMLHA “0° RT. REBEEMNRTFAANFGFE—NE
R, SHFHAERE.

not: Zi83E, EMLHA 7 TR, REENRTENNHERAFMFR

XfFo

B <SRN find R (B[54

B = AEm

& 2.27 find BA%ED

30} fik
-print | FEIXENB XA IR ER L.
-amin | n: 73X n SFRIRBLT RIS
-anewer | file: Eb>Xf¥ file EEEHISEGT B4
-atime | n: iR E n RAIEEBUE RIS,
-cmin | n: EEE n SHRRESGE RIS,
-cnewer | file: EbXXf¥ file BRTBIXH,
-ctime | n: TEEE n RABEBHGT RIS,
-prune | ZEEEMNER
-perm | EHITNPREREK.
-empty | XEATHEAREMXGHBER
-ipath | p, -path p: BREZBMAS p XK, ipath =BEEKNE,
name, -iname name: X#HZ#fFE name BIXH, iname =72
-name
BEARNNE,
, n: XHANE n BUBXH, b KT 512 UcAMXIR, ¢ ®R
-size _ _ _
F7ti, k&= kilo bytes, w 2 =Mt
C: XHEBZE cHIXH. NdRRER. c RRFEEEXH. b
type | RAXREEXMH. p RARAEBS. f RE—BXH. | RTFS
ELE. s & socket. -pid n R/ process id & n B9,

B HITRG
& 17 find /etc-name 'host*'-print 65<, &E/etc BRTHIZN host
B9t
& #17 find /usr-name "out*”-prune -o -name "*xt”-print 8%, 7
usr BRKRFERTH, EHRAE out FFLH.txt LR
& H17find.-perm 755-print <, HLUREBRKFERH, EXEEXAH
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BEEHT. HEBERITINRAIX M4,

& #17 find / -size +100M-type f -print 5%, &EHKBE 100M. XA
H— ISR

& H#117 find . -mtime +2-type f-name "*tra*'-print @<, & 2 XEiH
BRI, HEEH tra FRHHOXMH.

2.3.17 stat <
stat s AT UXFHEILETR inode AR,
B &N stat (R[S
B %D
% 2.28 stat EHEM

3T R
f AETRXHEENER, ERXHREXHRFEIER,
-L B S#EE.
C SRR
t BERI, RETEEER.

B TR
& 1T stat -f /tmp/testfile &<, BRXHFREXERFHNER.
& 17 stat /tmp/testfile i8S, BRXEREAREE,
@ 1T stat-c "%a” fetc/passwd t5, BRXHENRR, %a TR/ \FHEIHE
I AR PR

2.3.18 tar &<
SERS|IRFRARATRERNITEERFME tar 7, £ tar EFITHK
NERITET A tar €, BEEU.tar EEMN. £/ tar 85, MAIUAHEEDN
ERFRHITESE,
B <SR tar (EI] (B3]
B =A%
& 2.29 tar BAI%Em

i L P
-A WG EEX I EFERESEE
-B IREBRK N,

-C BILBIESEX o
-d IERXHFRIES,
-r [ E48 I XA REEBINX o
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eI fid
-u BEHRESE B PRI
X MIEFERI X PIREN 4,
-t EREEXHFNAR,
-z S gzip Xt
¥ bzip2 Xt

¥ compress X5

ErEEdiE

SREREE RIS EMITENMER,

R REE A BB ERBY il

g
VA
v
l
-k REBEREXHTES,
m
-W

HIAESs XX RYIERE,

-f fE RSB TT.

B HITRA
@ 17 tar -cvf homebak.tar /home @<, & home BENRFEREHER
tar 3=
@ 1T tar -xvf homebak.tar 5<%, ¥ homebak.tar XH#E.
& 17 tar -zcvf homebak.tar.gz /home &<, ¥ home BRRFERE
48R gzip 1830
@& 17 tar -xzvf homebak.targzw<, & homebak.tar.gz g%

2.3.19 gzip &%
gzip BMERI TR, XHECERTE, HEHEEL S M g
B RS,
B SO gzip BET] (B8]
B = Bi%Em

% 2.30 gzip EAEM

I iR
. --stdout 3¢--to-stdout: IBEHEEHNX 4 ENERTEIKE, A5
T ohRIAX 5,

-d | --decompress Z----uncompress: fRFFEEX o

-r | --recursive: ZE/FIE, FiEEBR THAMEXHRFER—HAE,

—force: SRITEAEX . NESXGRMMHEERRSHFEURIZX
HFRENTSERE,
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3T HaR
| list: FIHESEXAFRIEXRES.

-n | --no-name: [EZEXMHE, RMREEFERRIXGZ IR EEIS,

-N | --name: EZEXMAHE, REERXAZMRERIC,

-q |--quiet: FEREHEE.

-S| —-suffix: BEREEFEFR SR,

-t | --test: MIXEEXH BB EHRTIR

-v | --verbose: ERIESTHITEE
-V | --version: BTRRAES,

-L | --license: BRIRASHRINE S,

BIEENHEF num BEEENEE., -1 3-fast RRRRESE (K
[E48Lt) , -9 W--best R-HIEESE (BIELELL) , RAEREEN 6

-num

B HITReA
& 1T gzip /tmp/testfile 5%, i testfile [E48RK testfile.gzo
& 1T gzip -dv testfile.gz 8%, RIE testfile.gz 314,
& H1T gzip -rv test <, BAEHEE R
@ T gzip -drv test® S, BIAREE T,

2.4 HEEE

2.4.1 df ¥
df &S ATt BIHRER S LS R AR S AR E RS .
B SR df PRI [B5%]
B = Bi%Em
3+ 2.31 df ER%Em
301 R
a | --all: BIEH. EE. FElibRSXHERS.

-B --block-size={SIZE}. fER{SIZE}:X/\8Y Blocks,

--human-readable: R AEXMIEMNE FUKERAMX NS
1) o

-H --si: 1Rf-h, B2 1000 AEAIMAER 1024,

i —-inodes: E7Rinodes 58, MIFRFERE,

-k | --kilobytes: #ifRZE--block-size=1024,

-l —-local: REREHIXERS,

-P | --portability: fEF POSIX jaHi& =,
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i3] filiR
--sync | TEIRERERE R Z A1 sync 5<%, MAEFERRES HIEERE,
-t --type=TYPE: RER TYPE REMXH RS,
-T | —-print-type: BRXHERFAENF
B HITA
& T df-h &<, ErEFEETERMERBE .
€ niTdf-ia @<, FIHEXHRFEN i HTRFERBER.

2.4.2 du s
du S ETFETRERITAMNAN. du 2 BRIEEMN B R &5 R
RE S,
B 5518 du (S| [55]
B = Bi%Em

% 2.32 du EREm

210 fig

-a -all: B RERPNBIXHRIAN,

-bytes: ERBERIHMAR/NET, LA byte A1,

--total: BRT ERMFIBERIXEA/NIS, RNBERAEER
B X 4RV S,

{XBHS | 21T R S 55,

--human-readable: LA K. M. G AEfi, REE2AIEM,
EXMF--dereference-args.

EMTF--block-size=1ko

--count-links: BEEI+EBEHIEZIIXH.

25| FFRE 71 S k%,

EMTF--block-size=1M,

--summarize: XERETTA.

--separate-dirs: R MaIBRNANE, HAEEHFERNK
o
--one-file-xystem: U—HFIE BN G RFENERNE, B8
FHERRNXHRZNE RN,

X --exclude-from=<3Xf4>: E<XH>1EE B RHIXH-

--exclude | --exclude=<BHRHXH>: BEIIEERERIHF
B TG

RENIEES R E AE RIS

-X
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@ 17 du /tmp/testfile] /tmp/testfile? &%, BRZ NSRRI,
@ 17 du-h /tmp/testfile]l <, B testfile SXHRIA /N
¢ HiTdu-sm%<, ERYFIERTENIAKR.

2.4.3 fdisk &<
fdisk @—MEIZMEIF DX RIIER, BTHEAN. M. BROXF,
B T fdisk [E] [S#4]
B = AEm
% 2.33 fdisk B MM

i3] g

-l FIHPRE 2 XK,

-u ERENAL, “cylinders” #@EZ “sectors” BKX.
-s BEBXZRENEFE K.

7= 2.34 fdisk #1E@<
Lok [:p%
m ETRXBENERER,
a A Xinie/51$59 X,
d
l

MBR D X
B KR,

n mEIX,

p ETRPKER.
ol BHAREF
t

v

w

REDXS,
BT XKEE,
RIFIER
X VR, 256,
B HITR6G
& 17 fdisk -l 7<%, EFEHFPXBE R,
@ 17 fdisk /dev/sdabtr<, RIERBIRMERBHITIE(E, WA m, 7
SIRTAEBHMER, WA d, MRS X,
AAE: YRS REE)D, BEFSREFS. WREHE T BA X, 1 RBHXZ FEEES X
S, ATLUEER —E B i HIRHEHCIRIEE T, EBEFER G, A q FRFEL,
FIHFREFA w tRiFIBEL,
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2.5 ESEE

BRERAREENES 2 —EFERAP A ERNFBARARR, SRAERR
E—EHERNERT, FERNRITEZIER, aXHERESZES,

HIZ. (R, EZAERRERAFANEERESZ—, AT EFENRBEEREX
HEBR®<, 81 ps. kill. fg/bg. nohup. crontab. EEMA%.

2.5.1 pss¥

ExHIEHTIRNAES], BAgNETHRAFENER, UMEEEE
BLHRIHIZ, ps TOMERRELNHREETEN S, FRZGBISAURTEE WL
HRETEETUNMEITHRS. #EREER. HIERELTEFS. Wt#Hz
HETEZENEREF, 22, KBoEEEHMEILUBENITZHHSEE, ps &
SRHEMBHARS, HADSTNER; REN 2T IR SR %
top 8%, AIERSZB[IRERAPHIEBUT 5 MRS USRS
1517 (R) : EEETHESEITIAIIRER
2 Fhlir (S) : REEHR, ZEHEFFENFHFNERBIEREIES,
3 Rajdrity (D) : WKEIES AMRENAANEIT, #IEMNFFEIEPMELE,
4 =1k (T) : UgZI SIGSTOP. SIGSTP. SIGTIN. SIGTOU {&S/BfE1EIE T
5 8%t (2) : #EELXLL, EHEEATKRAEE, HBIRHZHEA waitd()

4, BAREER.

W a8 ps [ED]
W EAET

R 2.35 ps B %D

3T HaR
-A FREREEYETREER, 5-¢ AEEFRNA,

-a ERITERRI FRFREHE, SFEMAPHE,

-u URAF A ERHERS,

-e ERPIE#HIE, 5-A 18R,

X BES5-a ISR —EEA, AFHRERER,

l K. BIFARRFrER PID ISR FIH,

j Tt (jobs format) .

f UeBERll, 8iEm<iT.

B BTG
& HiTps-ef <, BRFAIEHENEREURKITHG ST,
@ H1T ps-u rootdss, BRAF root WHIEEER,
& 1T ps-ef | grep java i<, BRHETR java HIENER.
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2.5.2 kil &%

kill 2E#IBRIZESHHS, MBEREEES, MK SIGTERM(15)& 1L
IEEHIZ; MRTEEESLIZHZ, AIAERIES L% SKILLO)ES, &E
SRR TR,
B 591 kill BET] [B%)]

B EAES
& 2.36 kill Z¥05tER
i 5% iR
0 EXIT EFIRHKENZIER,
) HUP EEBELANAmERNEREES, XTMESHIEN
REHEERBRUENER TERTEK.
5 INT RTERERE, BHTIERGMEN, FAK “Ctri+C”
RERAHMEIXES
QUIT IR,
KILL RICHIE, RIS RHER
11 SEGV EZEIR.
15 TERM | [EBER#HE, B kill ssBONRIZRIES,

B HITRG
¢ nITkill-9 123458, EBIRFLHFES N 12345 B0EiL,
€ AT kill -KILL 1234585, SRFIZRIEHIZS H 12345 MUHTE,
€ HiTkil-l &<, ERESHIR.

2.5.3 fg/bg &
FRIERSIRERFIRMET fg M bg &<, L BIERBEMEE EEEITIME
%, fg mLAUREETNGIAZREHRLIETT, NREEREEZIHT,
B] LA fg %jobnumber $iEHFRar <AL, bg LRI LK — 1 e & & FrIE
LM EHNIT, NREESFFEEZ 1, AILA bg %jobnumber #iEHRY
LI H,
RIZFIAETH— M EFEER KNG, ERFENIEEMIIERE, AT
EBETRE LR “Ctri+z” REBRE, KitiERER, AEUUEIRART.
W i SBI: fg<fRlkS>; bg <fFlkS>
B HITR6G
1 $117 jobs #p<%, EHEHHILETHITHIES.
[root@localhost ~]#jobs
[1] B1T% tar cvf homebak.tar /home &
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2 T bg 188<, BEWSH 1 BEGEEENGRS, THYASHNIT.
3ITfg Ia<, KRS 1IBRERIS, HERTT,
MR 385 #4177 tar cvf homebak.tar /home 1E5561, WIBHEE(Z, FLERE “Ctritz” 1%1%i2,

2.5.4 nohup %%

nohup ®< A FiEfTH Command SEFERIEXE Arg BEIEET
<, RBEFREERT (SIGHUP) {55, ARG, EfA nohup <E1TH
hEiERE, FAHAM& (/R “and” BIFTS) EmSHEDR,.
B 5<1&=: nohup Command [Arg -+ ][&]
B HITRA:

1 117 nohup start.sh &<, FHAEFEEEFREF—BEETKS.

2 FEERIRARGE, BRERAY,

3 117 ps -ef | grep start.sh@<, BRHA#E—BEHEETH.

2.5.5 crontab %%

crontab < AT ERRRITIER
B <518 crontab [IEI] [23K]
B = Hixm

o> s

& 2.37 crontab F %R
%I L]
user: AFXIEGEFEMNEHFH crontab RZ, 510"-u demo"RRiIg

- #& demo AR crontab fRSS, LttEEH—F%H root AP FRIE1T,
. wERENFEFN crontab XIHERT, RAEERF, NRTRImiE

LFTAFM crontab X145,

ERFERFPH crontab XHRB. WIRAIEERF, WRRERY
TR B crontab XHRB.

M “Ivar/spool/cron” MIBREFF# crontab X, SNRFIEE
R, MEIARBRHEIAF B crontab X4,

-i TEMIFRA P BY crontab BT, BHEIART.

B FAEXEE
£ 2.38 crontab Ba]E X i%BA

g $i8A HECE
F—N | —NEEHPWELSH (minute) 0~59
BT —XREHPEJL/NE (hour) 0~23
BH=A —MNAEHPNELK (day) 1~31
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A | iR HiEER
oM | —FI3PE/LTA (month) 1~12
FHEN —RBEEPHNERR/L (week) 0~7 (0#1 7 #MAKEHH)

B 5% S
£+ 2.39 crontab 3% SRR

Be 1388
| REEEERE. B — R — e R —
(ES) |, . -
/AE"J,§\E§\0
ige) | ETERHEEL LI'08,12,16 B4 HREESKE 8
P S 04 125043, 16 £ 0 HERIT—RE S,
gy | (RESNREERL 005" 16 99", REER I

NHRES5 2 0 DHITEH L

RERERBZARIT R tban" /1078 <", AKRSMR 10 9

[ O | s

B TG

€@ 1T crontab -e &5< /5, A 55* * 2 /sbin/shutdown -r now, &%
SEBAZWERS5 = 05 DEBR—K,

¢ N7EEA 1H. 10 H. 15 HHAZR 3 | 30 2 MENNITHE SR
autobak.sh, N # 47 crontab -e < &, #H A 30 3 1,10,15 * *
/root/sh/autobak.sho

€ 1T crontab -| %%, TEEENTS.

€ 17 crontab -r 5%, BIBRENES

2.5.6 EEM
B &5
#*2.40 ETEENIRE
EEEER UL
cmd > file IR EE E I — NS,

cmd >> file EinEREEERZ—IXHHR GEM)

cmd 1> file EinEREHETERE — X HH,

cmd>file2>&1 | iR ERENFERR—EEE@DE — I XHF,

cmd 2 > file EinERIRETE R — X HH,

cmd2>>file | IBREBIRBHEE@E—MXHEFR (EM) .

cmd >>file2>& 1 | #BfRERBEAERIR—EEE R E— N XHR(EEM).

cmd <file >file2 | cmd d8< LA file XEERTN, LA file2 XHEIERTHH,
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EEMER WiAe
cmd < file cmd #% LA file SXEEREEIN.
cmd & m e EE M EISCAERRF m A,
B TG
& WiT s - fusr/> Is.txt &%, BENERTREX 4R E RNFIREREE
— N XA,
€ W7 Is-l fusr/>> [s.txt 5%, RENBERTBEXHKRERNFIRIENM
Bl — XA,
BB 3785: B> TN EE A FBEEAEAE, EEXHFEENAE,
& 17 Is /var/log/messages2 > Iserr.txt 55, BinABIREEETEHE
Xt Iserr.txt B,
& 17 Is /var/log/messgaes > /dev/null2 > /dev/null &<, EFEiEH
HIZESHAER, FiEFEREtnESEREEERE/dev/null,

2.6 HAER
SERSH/IFFRAR— N ZAPRERS. S8 TAPERIRSE,
HB N ERANEITHE. B8 T NHAFRIANITREEEEREN, AFH
U EEHETIMEHEITEEX, EAZEMZEBIENNARIFRTE, KTE
NEEFRRERY D, SERSF/IFFRALTERN DN
B kAR REEBHEEXH, TEXAEXK.
B IREYRY: £ export s AERARNR], TLEEXHA shell B¥EK,
SEIRSHFIRMERFETEANIFIREES PATH. HOME. LOGNAME %,
B PATH: :EENZMLTRIEREREZ,
B HOME: EEMNZHAMAFRNERER.
B LOGNAME: EENRIHRMAFNERR,
BB 388 B 7 LU B IEIIFET AR, EFH R TR th A S AR T A G, 13l Java (&
JEHIIF BT ER JAVA_ HOME 7] CLASSPATH %, RBEIFETEGUBT “env &S export
w. &/ etc/profile” 3 FAto

2.6.1 env &
FIERSRIRERSD, HiTenv HSTUETYNAANIFETE, T
AR E I E T B FRITE S S,
B 518 env BEF][B5]
A
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& 2.41 env & REM
I iR
-0 UEFRMmIEFITRAERS T,

-i FE— TR T &,

-u MEFHERHE - EE

B TG
® HiTenvsd, ETFIEHETE,
& 17 env-i PATH=/root/testdir ./test. sh &<, IR BT test.sh Hiz<ht
HIfIEEE,
& 1T env | egrep -i "user|mail|pwd"®<, BEHTE,
BN 3785 577 echo SHOME 7, AT Z4E,

2.6.2 export ¥

export (R HAFIRERXERIFIRLE, 7 shell FITIERE, 12{Et—HIF
IRTE, export ATLUFTIE. BoATBBRIMRELE, HELMITHERER.

HIT export L ENXLTEG, ZLTERTEHFIAY shell(BASH)HE F
shell(BASH) F@EXMM, shell xHAT, TEWMKRM T, BITFHH shell BIHL
REXITLE, REFANEERZFEENE N,
B 5S8R export [(EIR] [B3K]
B = fiEm

3+ 2.42 export &%
110 iR
f RREEZIRR BT,

MEFEENEE. TELRFEHRNER, REFASBHEIESES
BHATIFIR o

P FIHFAER shell Il FEZFRIFIETE,

B AT
& HiT export-p %, BWFRENKEBETE,
@ 17 export PATH=/usr/local/nginx/bin:SPATH &%, EIFIET &,
Boh5ERfa, 1T echo SPATH i<, BEENIREERTIKEM W,

2.6.3 BdE/etc/profile

IT Vi SR TEXH “letc/profile” XHHIEINTE, ZTERSIRAER
SHRIRERANMBERFREN, #ER “XAR . BRIELBUOT:
1 ERHERITIN <,
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Vi /etc/profile

2 EXHHRRBRISEEZRENIMETE, NACE java MRTE,
export
PATH=SJAVA_HOME/bin:SJAVA_HOME/jre/bin:SPATH:SHOMR/bin

3 1117 source /etc/profile i<, ILBIEN. BN, EEEBRIERS,
BN 388 IEEEMNFBEL BRI LG ER, TURTVI S HELEFZERTH
“bash_profile” X1,

2.7 MEER

2.7.1 RERS
AR ERSHFEZERAS, —RATEENSEZEONSGSSITIAGRE:
ifconfig. ifup. ifdown,

2.7.2 ifconfig i
BEERAFALUER ifconfig SEBMEILETREER, URIMLEEND
HITECE,
W 518 ifconfig [MAILE] (B3]
ey zbrian

& 2.43 ifconfig & BN

1210 fig
add <> B MG E IP ik,
del <ihit> MIBRIILR I &Y IP ik,

down KAEEHIMELIE -
netmask <FMI#BIE> | KB MLEILE I F WL,

B HITRG
& 17 ifconfig <, ETMEKZIREER.
& 17 ifconfig ethl down &%, FHEMLKIED ethl,
& #17 ifconfig-a <, ERHFIAERNEHEOGE.

2.7.3 ifup #¥
ERGAPALUER ifup s BUE—MEEIMLZIEO, a0, $H1Tifup
ethl <, AIAUEMLEIEO ethl,

2.7.4 ifdown &%
EEGABAFALUER ifdown G5 XFA—NMEEMLIEO, Flad, H1T
ifdown ethl e5<, PIXHFIMNLEIEO ethl,
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2.7.5 nmcli &
B ETRMEEERNEBMERS.
nmcli general status
B E5FNE
nmcli general hostname
B gEFNE
nmcli general hostname new_name
B EEFRBEMBER.
nmcli connection show
B EEEEEOGES.
nmcli connection show ens33
B S RPBEDhERZ.
nmcli connection show --active
B EENKIEHFRS.
nmcli device status
B 25 IP #tRIN &R,
nmcli connection add type ethernet con-name ens37ifname ens37
LLIpZzR
W connection add: FIIFTEIERE,
B con-name. FEE,
B ype. BELA,
W /fname. ¥EOE,
B SIEEE IP iR -RiERE,
nmcli connection add type ethernetcon-name ens37ifname ens37
ipv4.addresses 192.168.38.142/24 ipv4.gateway 192.168.38.2
ipv4.method manual
B SHEEXHELEE K.
nmcli connection reload
B S50 ens37 W+,
nmcli connection up ens37
B =1k ens37 W+,
nmcli device disconnect ens37
B %5 ens37 M-R70N DNS,
nmcli connection modify “static”"ipv4.dns "202.131.124.4
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202.131.124.5"
B0 2785 static KriEtES.,
W AIFRRI R,
nmcli connection show
nmcli connection delete -EZ#7
RS S [pzieha] 8
nmcli connection modify ens37ipv4.addresses 192.168.38.161/24
R 3585 ens37 Xpg-EE
B EELERVEE X,
cat /etc/sysconfig/network-scripts/ifcfg-ethernet-ens37
B BUERERT,
nmcli connection modify ethernet-ens37 con-name ens37
B 2/ ZIERV BB
nmcli connection modify enp2s0connection.autoconnect yes
nmcli connection modify enp2s0connection.autoconnect no
W Z5R-RIE00 IP el sE MIFRERSMY IP itk
nmcli connection modify ens37+ipv4.addresses 192.168.38.161/24
nmcli connection modify ens37-ipv4.addresses 192.168.38.161/24
B 55N,
nmcli connection reload
systemctl restart NetworkManager

2.7.6 E18 IP }bht
FIERSZ[IBZERAP, —RKRBATERE IPHUMNGHLSITIEEE: ip.
dhclient. route,

ip®<

ip 88 AR EREIRME Linux EVIRVEEEH. MKZigE. REEHRAMRE,
E Linux TRERRITHEER KRS ECE T H,

FERipHm<T, RFE—1 o<, EREREMIMITLENKZEERES, H
I F ifconfig, ip AL THEEER K,

SIEIRESBIRERABETNET iproute RS (R ip &%) , AURE
MAREIE IP #hil,
B G918 ip [EIW] [B8K]...

K 2.44 ip WRi%EA
W& el
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W& WiEH
link M%iﬁ%o

address | 1&& LAY (IP 3¢ IPv6) bk,

addrlabel | i\ HLERMREALE,

route | BRHAEREB,

rule | BREASRBREXIE AT,

W = AEIR A
3 2.45 ip BREIUREA

110 $i8A

-V Version: ERIRAEEE.

-s -stats, statistics: HHIFMES

-h -human, -human-readable: &t ARTIENSAITHE SFMER.
-0 -oneline: BEFIERHFHE—1T, B \ FHRABBRITR.

B HITRA
& #1T7 ip addr show 5% ip address show &%, B RN+ RECERIMLLE,
& H1Tip addr add 192.168.100.20/24 dev eth0 &%, I&E IP #thlk, 24
RIAFMBIENKER 24 i, RER+#HGIZE 255.255.255.0,
@ H1Tip addrdel 192.168.100.20/24 dev eth0 <, MR IP ik,
& HiTiplink set ethOup &%, BRBMZAMNME etho,
& 1T ip link set ethOdown <, ZEAM-E eth0,
€ HiTip-slink list &%, BRFMANIGERER.
€ HiTip route list &<, ERZOEEBAR,
dhclient %%
dhclient a3 B FohZSIREXTRENR IP ik,
B 518X dhclient XD [B%K]
B = AEm
% 2.46 dhclient & %I

i ] iEA
-p 187 DHCP B iR EITIROS,
‘d E,'\% Lxméﬁﬁié??*igo

-r TR IP bk,
-4/-6 | % IPv4 & IPV6,
B TR
& 117 dhclient -4 eth0 %, FEEZFF IPv4 thilo

SIERHRABRAE © WRFE g 3T !




FWQ20240201T_RLO1-4fEARSZ2RIR(ER S V20 (1070) EIEFMH

& 117 dhclient -r 5%, FHH IP ik,

route B¢
route 83T ERFIRIE IP BER, EXIMA P AREANFHZERVREE,
FE—QEERITMBNEREEE, HERULTFRNBHIMKELI,
BB 3285 BT route BSTTIEBE, TERAGRRE, YM+EBRENHRESZE, ZEHRE
HT. BT ‘fetcsre.local” F7] route 55 SHKIREBHKRA EiLo

B 5518 route (£ [B3K]
B %D
% 2.47 route BAER
8% g
-n --numeric: REETREF,
-v --verbose: ERIFHAIIEEE,
-F ~fib: ERKREER.
-C --cache: ERERHEER.
add A IN— SRS,
del fBR— % E& Ho

-net BRIt R — WL,
-host Birthit @ — 1 EN.
netmask | HHRM—1MKEAN, EEFERNLESE,
metric | IRE AL
gw BEEEETIMX, 5, TIEENMXUAEEE LR,
B HITRA

& 17 route add -net 192.168.100.0 netmask 255.255.255.0 dev eth0
Y, AIN—%FX 192.168.100.0 MEWEH, IEEMKBHE A
255.255.255.0, #iEEIEEMLLIED etho,

& i 17 route add -net 192.168.100.0 netmask 255.255.255.0 gw
192.168.100.1 €%, FIN—%FiX 192.168.100.0 MAZHKRE, FEEWN
4815 255.255.255.0, #IEEEEM X 192.168.100.1,

& 17 route add -host 192.168.100.20 gw 192.168.100.1 %%, FiE %
F 192.168.100.20 EHHIFIEE L EM X 192.168.100.1,

€ 17 route add default gw 192.168.100.1 %<, HFINI—%EIAMX, Fr
BEIBREISW R & F 192.168.100.1,

€ 77 route add -net 224.0.0.0 netmask 240.0.0.0dev eth0 &<, 7N
HIZE MK,
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@ 77 route del -net 192.168.100.0 netmask 255.255.255.055%, Hik&
BHIZF.

2.7.7 MRicHh

ping %
ping S BB ANMEHR <, WEF—MEEMIN, 2 TCP/IP thilpy—3F
53, 1EF ping S LRI LI EBENERE S EE, sefEBNEIE R 7 FAHIE MLEHIE,
1T ping S =FERA ICMP FHthi A HERBINNESR, EiXimENVARY
MEINEE R, MEENZER, HmMEHZENSEES. ICMP HilE
Internet I=HIRX N, =& TCP/IP thilFREY—NF I, FATF7E IP ENAER
2 ZiEfEEIEHEIE S,
W a8 ping BRI [BEK]
B ERIED

& 2.48 ping &L

IR iR
-d fEF8 Socket #9 SO_DEBUG IhaE,

-C <FERRE> IRE TR EKEINARE.

-f R PR

-i <iE)fEtbE>1 FEREWAIE S BEREE,

| <WERE>. FEREENMSEOELEER,

-1 <BBEHEA>. RETEHEREBZA, FTAHAHEER,

-n Riah(E,

P <SEAEIV . KEIRBHREEREAEL

-q AETELHRITIR, FAMERENEXESRIN

-r ZB&EI@AY Routing Table, BIFHiEEAEEmiHEEN L,

-R ICREHEIE.

-S <gEEX/I> IREBIEENK.

-t <fFEEE> REFEHRETIL X/,

B BTG
& 1T ping 192.168.100.20 6%, BEAHHMERS,
& H1T ping -i 3-s 1024 www.baidu.com #5%, BB R FEREME AR/,
& H1T ping -c 2 www.baidu.com &<, WEIFXEFENEE,
& H17 ping-i 0.5-c 10 www.baidu.com &%, & 0.5 & FE—RMLELEH
HEHEHILIE 10 R,
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traceroute ¥

BT traceroute i<, FETAILUFIEERMNERITENEI BN S —imH
FNEENTARRER. HA, SREEHRE—RFENHAZS (source) FX
E—E##NERM (destination) EMRRIFRIRERA—E, BRZSHINMEFRE
HIE& BB 2 AEE Y.

traceroute TERA T EERENKZHIECNKAER, RIANBIEEKRKNE
40Bytes, FAFRIBE XK/,
A EE CHERESIBIERGT, Bl FER traceroute, EH7T dnfinstall traceroute 7S L%,
W <18 traceroute [IEIN] [B%4]
W = HiEm

+ 2.49 traceroute & i

A0} iR

£ Socket BRRIHFEETNEE,

d
f | BBE—RNBIERMTEERE TTL BIA/.
F | REEL,
g

|

[

WEXRBRREAMK, RZAEE 8 1
ERIEEHIME R mE LR,
R ICMP [BIRZEX{L UDP ZFHREHEE.

-m IRERNBIEENRAFERE TTL K/,
-n iR IP titmiEEN BT,
P
r

IR E UDP LHthip@Em .
B E1EAY Routing Table, HEFHIERIXEEImEEN L.

-S B AR ENIEHEGEERY IP ik,
-t RERNEHIEER TOS #E.
W IR B EHnis E VLR E,
B HITRA
& 17 traceroute www. baidu.com &<, B R EX BRI A EIE B ER B,
@ 1T traceroute -m 4 www.baidu.com &<, BREAE NSRS
BRE, IREHIRTEEREN 4

2.7.8 HREE
TERERSSF[IRFERGT, —RATEEHBZBLSITIAEE host.
nslookup.
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host ¥

host @— & AR DNS TH, £EAREWRE. RENZ TS ER.
B $1EI0: host &I] [BEK] (B3]
B E Ak

& 2.50 host = FEm

i HaR
-a BWFERIES.
-C REEHRE,

-C EIBTEM SOA iER,
d|v | BRiEmEE,
| HIIRIET,
-t EFEEZIEE . CNAME NS SOA SIG KEY AXFR,
-W KA ERFo
W 1% BB,
B #1756 $1T host -a www.baidu.com, EBEHZMAAIFMER,

nslookup &%
nslookup 2—MNAT &I Internet 15215 B 812 B DNS ARS8 A9 T
B, TERFZHEE RANEMER,
B 518X nslookup [EI] [£3K]
W HITRE
& 17 nslookup www.baidu.com <, EEMILHZES,
& 17 nslookup -g=mx mail.qg.com &<, EEMERSBHER,

2.7.9 netstat %<$

ERERSZSRERAT, —fRBET netstat S KEEFEMEIEIZRS, &
REAERSSUE, TUETRNEEZIRE. BBAR. BORS. TREEN
ZERR, BB TFEEE RS EEIET.
B 58 netstat [EIR] [Z5K]
B Ak

& 2.51 netstat & FixIN

110 fhiR
-a all: 2RFABEEM, netstat ZHATRE R LISTEN #%,
-t tcp: {NE7R tep XKL,
-u udp: X2 udp XL,
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3T HaR
-n HEE TR, BETHRFNEMELIET. (BF)

-1 XFIHBTE Listen (5507) AIBRS KT,

P | EFRRIAREENRRS.

-r ERRBHES. BAXK.

-e ERYRER, fluUDF,

-S REMDIETSIT. (EBE)

-C ESFTENFME(E B

B HITRG
€ 1T netstat-a &<, FIHFIEMERRK .
€ P17 netstat-i <, ERMEYIR,
€ 17 netstat -apu %, &F udp HEXMNER,
€ H17 netstat-s <, BRMELKIHER.

2.7.10 REIRA

NetCat (f&#F nc) @—1FIIXE TCP 5 UDP WM&EEM TR, BRI
A MEsSITERNEZENEE. ERIgITR— M AENGERIE, ERAEHN
EFSEAERRER, W1 RFERINEZFRMALXTE,

BT
netcat I2ft T XFE—M75%, BRFELIE— Chat Ar3588, — 1Tk
EFNIRO, ErIUMEFRHITERSR. BAETRIOT:
1 ARSSIm5N: nc-l 8888 # 8888 JARSS Imik E MR o
2 BPIRMING nc 192.168.100.20 8888 # B FImEEREERNAIRS H IP
iR S,
3 BRIFMNERER, RS shell RirmRRE#IE,
4 RSHEIEEMIER, EF WA shell RirmRREIE,

X5
netcat TEF A ARERXHE, Ri&, BREE—PXH file.txt M AEEI

B, AEY B &R LIRIEREFNRSSEHEEZFin. UTRGIF, LA EARS
23, LA B1EAR PR
1 RS (A) fN: nc-l 8888< /home/file. txt

M EE: REBFEEISEF BRI
2 BFim (B) WA nc-n 192.168.100.20 8888> /root/file.txt

M AE BFREEETREX I
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HREH

netcat BRI LUEHIB R, Ri%, RS2 A £, E1GIE— tar 3RS
HEBI-FIEHEEERTE; AEEREE, EEMSA netcat, netcat AJLUE
EMERIEE;, EFFin BRI TEHZESEEIED netcat EBAFITAX 4.
1 BRS3um (A) BN tar-cvf- /tmp|nc -l 8888 # fZ1X tmp BR.
2 BPim (B) 3N nc-n 192.168.100.20 8888 | tar -xvf - # & tmp B R,

2.7.11 RETH
EAERSBIRERSGD, —BATME THENHSITITASE: wget.

curlo

wget ¥

wget B— M EREXMMEX G THIHE, FEEXHEGSITMER. E
ML T ERG S MIRIZARS B E /F D EIERI A HARS 88, wget XHF
HTTP. HTTPS #1 FTP thi¥, ErILAfER HTTP LI,
B S8 wget X [5%]
B ERIED
+* 2.52 wget & HER

{3

TIEENBEXHFRIERIITERE,

3
-

EEE FHXHRESE, ZTEERBRZEERESIE.

e arA BT wget,

RESERERARYE L,

MEEHIT L RRIRRIES,

BURIRIVEITIER

—-domains=%lI%k: ES R AERNEZTIR.

ERX M “wgetrc” RR—ERDHITIEERES

Slo |O|a|s |w| o> |

EREMER,.

-i MIETEXHIREXE F &R URL ik,

-1 EERFARKXRELR, RNERKRERINA 5

XX ERKHEE. BTFELKEEATFHNELMeRIFTEEDR,
BMfERKBR—ENMEN,

-r i;E.UH—Fﬁ‘ZHEtO

-nc XHEFEN, TEXATBEREX Mt

-nv THRNIABREMNHEES, FETFARITIR.
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3T HaR

-q AETRITEE,

-V ERFARITIRE,

B HITR6G
® THMI,
wget https./;/www.uniontech.com/
& RETH,
wget --limit-rate=1K https.//www.uniontech.com/
® EETH,
wget -b https.//www.uniontech.com/

curl ¢
curl BXHERTIE, EXFHXHN EEMNTH.
B 53R curl PEIR] (23
B = fiEm
% 2.53 curl EH%ED
30} {33
-A RERAPRIEBERESIRS S

-b cookie FRIB XA IREUILE,

-C 1RVELERIE cookie B ANEIX N XHH,

-C W R ER4%

-D 18 header R 5 NFIZXXHH,

-e SR ML,

-f EIEL BT AR http $#6iRo

-0 b B EZX AT,

-0 BB SRR AR, REBTEXAFRIX R

-r OZREH HTTP/1.1 2% FTP IREBHNFTSEE,

-s FAERN, RPITHSARHERRAE,

T EE

-u R ERS2EN AP AZE,

-# #HEF 2R HA N ERIRE,

-X --proxy <host[:port]>: fEL5ERIRA_EFER HTTP I,

B HITRG
& 31T curl Attps;/www.uniontech.com &%, EMEA R B RERRRE
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B

& 1T curl Attps.//www.uniontech.com>> test html &<, EEBIRTF
7 test.htmlo

@ H17 curl -o testl.html https://www.uniontech.com &<, HNBYR 5
EARHEREFEEXEF,

& 17 curl -D cookied.txt http;//www.linux.com &<, 1R7F http B9
response BEHAY header 58

2.8 RFEMRSEE

ERERSFBERAPIIAER systemd (EARKTIPHIEEETH,
systemd HFRAR— 1@<, Me— A&, TRIRAEENSHFEE,
systemctl i systemd WE&<, EENTFITH systemd RAMARS SIS,
ATEERFRSNEERARARS.

2.8.1 Unit 533

systemd FILABIEFIERAR R, FENFZFERTA unit (Bc) , unit
—H AL 12
% 2.54 systemd B3
Unit 53¢ 3L
ARFZRSS, STIPEENBE). FE. ERMEHZLLZE unit
=NAZENLEE,

Service

Target | % unit #pAI—14H,

BHIEHE, 3 unit HE—NEETF Linux IZERPNIEE,.
F—MEA udev MNUFRIEHIZFETIFZTE systemd FIEH—
Mg unit Hil. udev NEMIGE R UENECE IR unit &
FxRIELE IR,

Device

Mount | X#RGHH A, I unit HERGEMRERPHN—MER S,

BEhEHS, hE unit BRAREHMRRPN—BEEHR,

AUOMOUNE | e Unit S — B SBYEEES unit,
| EE, ATEEREXAREREML, FMARME i

BT,

Scope A2H Systemd BEIHIIMEBFHIZ,

Slice #HizLH,

Snapshot | systemd {RE&, BJILAI[E] unit BIENBEITIRS,

Socket HIZEEEH socket, b unit HERZMBEENBH—
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Unit 532 fik
socket, HF,systemd ZHFART SIRIRIIEL BRI AF_INET.
AF_INET6. AF_UNIX socket, t1x#FHE4H FIFOs ZHItEI,
Swap swap X
Timer TEBY2%.
MAE ENEEETHE— N ITHEEX Y, RAEEGHITFSEH T A S L RN EX
%, LE#—17 MySQL fREX1i7—1 “mysql.service” 314,

2.8.2 Unit B2 (E

B 17 systemctl --help 7%, EEHEMEZSHNREE X,

B #1717 systemctl --version <, MNELNRAAREELES systemd HE
WA REMRRE,

B 17 systemctl reboot 5%, EE RS

B 17 systemctl poweroff 5%, XHRY%K. VMR,

B 117 systemctl halt ©§5<, CPU {Z1lLT 1,

B 117 systemctl hybrid-sleep 75 %, it ZFHNZERIKREEIRS,

B 117 systemctlrescue i<, FEIEARERS (BAFPRKRS) o

2.8.3 Unit Bzh#ER
B 117 systemd-analyze &5<, BT&EERBFEN,
B #17 systemd-analyze blame &<, ZE&MNMRSNBFER,

B 17 systemd-analyze critical-chain 5%, ERZEHRRIVBIIIER.
Ine time tne unlt TOoOK TO STtart 1S printea atter tne "+ cnaracter.

graphical.target @4.337s
Lmulti-user.target @4.337s
Ll om0 u'ly service @3.946s +2.369s
Ltuned.service @3.202s +740ms
Lnetwork.target @3.192s
L NetworkManager.service @3.126s +65ms
Lnetwork-pre.target @3.125s
Lfirewalld.service @1.942s +1.183s
polkit.service @2.011s +176ms
Lbasic.target @1.872s
Lsockets.target @1.872s
Lsssd-kem. socket @1.872s
Lsysinit.target @1.870s
Lsys-fs-fuse-connections.mount @7.461s +27ms
Lsystemd-journald.socket

Levetam elira

2.2 systemd BEIEER
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2.8.4 Unit =&
systemctl list-units S A AEF HFIRFABIFAE unit,

B 17 systemctl list-unit-files 55<, FIHFABERIAE T,

B 11T systemctl list-units 5<%, FIHFAEEITHE T,

B 17 systemctl --failed 5%, FIHAABELKETT,

B 17 systemctl list-units --all --state=inactive &<, SIHFrE&BIETH
BT,

B 1T systemctl list-units --type=service €6%, FIHFABEEEITH. £
A5 service IR TT,

t ~]# systemctl list-units --type=service

DESCRIPTION
btd.service loaded active running Job spooling tools
buditd.service loaded active running Security Auditing Service
hronyd.service loaded active running NTP client/server
rond.service loaded active running Command Scheduler
Hbus .service loaded active running D-Bus System Message Bus
Hracut-shutdown.service loaded active exited Restore /run/initramfs onj
betty@ttyl.service loaded active running Getty on ttyl
import-state.service loaded active exited Import network
fiscsi-shutdown.service loaded active exited Logout off all i
dump.service loaded active exited Crash recovery

loaded active exited Create list of r

loaded active running libstoragemgmt

loaded active exited Monitoring of LVM2 mirrorj

loaded active exited LVM event activation on dj

loaded active running Machine Check Exception Lj
etworkManager-wait-online.service loaded active exited Network Manager Wait Onlij
etworkManager.service loaded active running Network Manager
is-domainname.service loaded active exited Read and set NIS domainnaj
bolkit.service loaded active running Authorization Manager
rngd.service loaded active running Hardware RNG Entropy Gathj
rsyslog.service loaded active running System Logging Service
bmartd.service loaded active running Self Monitoring and Reporj
Eshd.service loaded active running OpenSSH server daemon
Essd.service loaded active running System Security Services §
bystemd- fsck@dev-disk-by\x2duuid-10al11199\x2d7c7e\x2d40ae\x2d871a\x2db46fd1123a6l.service loaded active exited File Sysj
Eystemd-journal-flush.service loaded active exited Flush Journal to Persiste}
bystemd-journald.service loaded active running Journal Service
-logind.service loaded active running Login Service
-random-seed.service loaded active exited Load/Save Random Seed

2.3 IEfEEITRIZEEIZ service FIARSS & TT

2.8.5 Unit k&
systemctl status s A FEBRI RS E unit BIKRS.
B 17 systemctl status <%, BEREFHRKS,
B 117 systemctl status dbus.service <, BREAD unit FPRE.
B 117 systemctl is-active dbus.service ©5%, BEEED unit 2EFE17.
[root@localhost ~]# systemctl is-active dbus.service
active
[root@localhost ~]# systemctl is-active application.service
inactive

2.8.6 Unit &2

NFERY, REANERHFRUTXLHRS, AFBHFTEL unit (E
EE 3T service £EREY unit) o
B 17 systemctl start apache.service &<, BB EI—IRS
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B 17T systemctl stop apache.service §5<, ILEMELE—ARS,

B 17 systemctl restart apache.service <, EBE—IRS

B 17 systemctl kill apache.service <, RIE—NIREZWIFIE Fi#iz.

B 17 systemctlreload apache.service i<, EFME—MIRSZSHEREX
%,

B 17 systemctl daemon-reload &<, EHFAEEBUIERE X4

B 17 systemctl enable firewalld.service 5%, FERRS BB,

B 17 systemctl disable firewalld.service 5%, FEERSABENE.

2.9 EEVFi
ERERSFHREFRAFEFT —HEKIERNFM, UEAFRZERIELE
o A man ea LA LUAREFNEEE, EEHENLA,
B SR man [T [B%]
B =5: man systemct!

2.4 man EEEENFMRO

3 RNFEE
EHRERSFEERAD, —RATEERGENGIITIAEE: dnf&
yum I rpmo,

3.1 dnf & yum

dnf @—F Linux R BEETR, BFERE rpm REE. dnf BILIEIER
HEER, MEERMUERBUHGE, B BERFBIXAURESNFRHEE,
UNBHAGESHABRA, dnf 5 yum ZE2ER, T yum FENSHS
TURRYT BRIEHREHM AP, UTFTRERNGS,
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& 3.1 dnf EREBLTRBHK

HehEH iBA
dnfinstall <package> TR,
dnf update <package> EME LRI,
dnf remove <package> RRAR €L
dnf check-update KMEEH.
dnf download <package> TEIRHE,
dnf info <package> £ RPM 858,
dnf list all FIHIRHEIF R,
dnf search BRI,
dnf repolist ETRENRERNECE,

BN 3785 40538, #if7dnf-help #<, TZERMESSHRAS N,

3.2 rpm
rpm BERE. BikRk. FENEENTE, EIUARTE. BikR. 92
MEERGE,
W G518 rpm (RN [REE]
B ER%ED
3.2 rpm ERIEM

eI WiAe
i TR,
-e MRBRAR A B,
-U H R ELo
| 5| H B RIS
-d S FR A XA o
--nodeps R BRI X RoBITREE,
-f 8 /IIEHRE X HE,
—force RN B R SR SR,
-V IREFIFAY L,
-h EREAITENSFRATIE (5-v —EFEANRE) .

B HITRA
€ 14T rpm -ivh httpd-*.rpm &<, Z% httpd BH B RREHE,
@ 1T rpm -Uvh firewalld-*rom &<, F+4& firewalld 7S,
& H17 rpm -e firewalld &<, B firewalld &,
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BN g 72k RE, 77 rpm--help <, FEERMEZEHRBES N,

3.3 which
TERERSBIRER ST, $A which 8SETUBETHRITXENME.
B 5518 which £ [B#K]
B HITRHB
& H17 which pwd &<, TF pwd FILITERR,
& 117 which -a ifconfig &<, EPRA ifconfig ATHITXXHIIIE.

3.4 Update & Upgrade

3.4.1 RRERGFR

EERA GRS F[EERANTER, BANRGREEE X #HITEEEHFA
Ko BRRNABELERHE, ZE M CEMUBREVRGE, SR EIR
A& ) #1THE N FE SR,

REENRE—RERMAR, —THEEIZRE “/etc/dnf/dnf.conf’ X
, FS—MZEE “Jetc/yum.repos.d” Fig0 repo X, FiE—FHEIA],
B i2E “/etc/dnf/dnf.conf’ X “main” 29, EEERGIWNT:

[main]

gpgcheck=1

installonly_limit=3

clean_requirements_on_remove=True

best=True

skip_if_unavailable=False

K 3.3 BEASHULEA
8% 2L
cachedir RFER, ZBRATEME RPM SHEBERES M

EER 1M 0, RAEEBEFEREMINAIARL RPM
BREX . BUAMEN 0, BIFREE,

keepcache

%8 dnf £ Y debug 58, BUESEERZ[0-10], #E
debuglevel AmE#IFAN debug E8. BAUAMEN 2, 1IKEHN O
KAk debug 58,

fHBRTE dnf remove HABI R EB{ER AN, WNRINEGE
clean_requireme | @i&:d dnf 2/, MASEIEXAFIERETERN, W
nts_on_remove | R AEE T clean_requirements_on_remove il Bk ¥ 14

B, BIERIENKRIIEING. FIAEN True,
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88 170
best AEEN, SRERTERERE, IREEREILER
%, WRTRTELZENRERRHEFELR, BRIAMEN True,
obsoletes AREN 180, RERTATFEMIRIEN RPM €, 2
IMER 1, RRATFEH.
epacheck ALREN 1§10, RERETHIT gpg K. FINER 1,
R BRI TR,
olugins BIREN 1 M 0, RBANEMA dnf flth. BAIAER 1,
FTBA dnf i&H,
installonly_limit RE A LIFIBY %4 “installonlypkgs” 1§ <5 HBHEE,
- BINMERN 3, FENFERLLE,

B £ “/etc/yum.repos.d” A& repo X{&: repository E9 RIFEEXE
SRR CE, ENCENZMAEMEE, SN=5E+PR, TEHZ
repository &85 HN— M/ NMCERAI:

[repository]
name=repository_name
baseurl=repository_url
% 3.4 repository S5t
8 5B
name=repository_name | G E (repository) ERBFFIH,

MEEE (repository) BIiL,

BEAhhttp WINHRNKBMAE, Fla:
http://path/to/repo,

BERftph I NHINMEME, FlW:
ftp://path/to/repo,

W A1 E, 90 file:///path/to/local/repo.

® AERS[BIFERA (BREH 10xxa B) FEBKIAR repo X%
UnionTechOS.repo, &% AppStream. BaseOS. PowerTools. Plus.
Update Fi&. UnionTechOS.repo XH4HHJ AppStream EEE RIS T :
[UnionTechOS-S$releasever-AppStream]

baseurl=repository_url

name = UnionTechOS Sreleasever AppStream

baseurl=
https://enterprise-c-packages.chinauos.com/server-enterprise-c/$S
tateMode/kongzi/1070/AppStream/Sbhasearch
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enabled=1
username=Sauth_u
password=$auth_p
gpgkey = file:///etc/pki/rpm-gpg/RPM-GPG-KEY-uos-release
gpgcheck =1
skip_if_unavailable=1

® RERS[BRERFE (BRASH 10xxe i) AE 5 PNEOIAR repo X (1L
ARM Z2¥9f5) , B2 UnionTechOS-aarch64.repo (FREJR)
UnionTechOS-everything-aarch64.repo (228, BSMERGE) .
UnionTechOS-update-aarch64.repo (H4R) «
UnionTechOS-kernel5.10-aarch64.repo (ernel5.10 J&).
UnionTechOS-modular-aarch64.repo ({RR{KIE) o HA kernel5.10
B ARIR RRWBERBTIELREMRINEXHF (enabled=0) K%,
HE TR AmERAPINERFIAREEIHRRREZ, LHEEE
AREFEERALKFEAREXHHH enabled BEE2RA 1, AT LTI E
HRIEE, SFEABERRNIER, FEESERFIHBIRREFEFHN
enabled {27 1, L UnionTechOS-aarch64.repo X Afl, BE
I
[UnionTechOS-Server-20]
name=UnionTechOS-Server-20-Sreleasever
enabled=1
gpgcheck=1
baseurl=https://euler-packages.chinauos.com/server-euler/$State
Mode/fuyu/Sreleasever/0OS/$Sbasearch
gpgkey=https://euler-packages.chinauos.com/server-euler/$State
Mode/fuyu/Sreleasever/0S/Sbasearch/RPM-GPG-KEY-UnionTech
username=Sauth_u
password=Sauth_p

LLIpZ2
B UOS MU BEEIEF THRIEFCE, BFZEHTRINET &/,
B U0S AU EFE N IFEXAIIE, 1ETIEN repo MIULLEXH, SRS FHHIHEEEH
26K, username F] password 27if LA E BRI S HIZ .

W 1070e FHIFALR T IUFIE A
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3.4.2 RERHE
1 $147 dnf install PACKAGE_NAME 85 REISERIES. ) wget 9,
1T dnfinstall wget &<, ABRA Y Wik, ERRE.

2.9 M

lMﬂ: y
Pa

-3-1.uel20.aarch64

3.1 R¥ wget = Fl
2 FATINTER<, EMMBEBERENRHEHE.
dnf upgrade
BN p2ag: ERTRcECRS, HttEIFR TR “Jvarfcache/dnf)” ER FER, HEEHATELR., HRH
IBRR2THEHZX M var/log/dnflog. /var/log/dnf.librepo.log. /var/log/dnf.rom.log &,

3.4.3 REEFMER
B ssh ERALGH, BHAFEMRET, SETERRGENNENR
<, SE 3.2 FiR. MRERERAE SR ER, WAHMITRRB L HITEH,
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3.2 1B ssh EREMAFEMIRT

3.5 utlpmgr

utlpmgr @& T livepatch BIIRYRIZAN T EIE T, utlpmgr gt T 7
BAFENFERAR, SIF—REHR. HERENFYNENEFINEE,
B 5<31&R: utlpmgr [-h] [--version] {list,update,load,remove}

% 3.5 utlpmgr & &R

Fip WA
list HTENRZE LHIARRATER
update —E FEANAMRERZHRT

load MBREANHS I AEFRAT

remove HEPENHS DA T
-h/--help FTENEEBHE B
--version ITENTAREER
B HITRHB
€ 17 utlpmgr update <%, TEHNARERFPHNAERAT B,
€ 17 utlpmgr list 7<%, ERERAK LHAZAA TS,
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root@localhost:~ =

3.3 AT —REFEEERS
BN 3285: 1245 utlpmgr BYRIRAA TIBELEHTH,

4 BRSSRIRHF
4.1 EIEESEARSS 2%

4.1.1 ¥R

OpenSSH & SSH (Secure Shell) X% EFIREI. SSH il i&ER] LA
FAR#HITIZRIZIES], HAETENZENEEX . OpenSSH IR T RS ImE S 12
FHZEFHTIR, ARNBEEEHNXGHERIERNEE.

4.1.2 &

B NG AN 1 (ssh ARS52% 192.168.100.20) FMAH 2 (ssh B, is) ,
A NEN ERSEE—MEE, HEEBHTZE#TER.

W WM : 1T ping 192.168.100.20 %%, Midm a2 EE A LB,

4.1.3 SSH &%
SIERSB[RMERARINIZIFIET ssh AR ERFFIREEERIRSH[ &
PIRNER&E R OpenSSH, MEBEHL R,
1 #1117 dnfinstall openssh-server &<, &% openssh,
2 REMING, $1T systemctl status sshd @<, BE sshd IRSHIRS.
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lhost.localdomain sshd[7777]1: reprocess config line 157: Deprecated option RhostsRSAAuthentication

4.1 BF sshd RSBHIRE

4.1.4 REXH
SSH iIZfZEIER AR P in/IRSH/ER, LA LRIENAZELRE SSH idE
X, WEERITEOS%,
B SSH RSB BIRECEXHF N “letc/ssh/sshd_config” .
B SSH ZEF IR EXH N “/etc/ssh/ssh_config” .

4.1.5 THEEMid

1 EEFIHNIT ssh vos@192.168.100.20 <, HIENZRR, EZEMIN.

2 KA 1: $11T systemctl stop sshd @<, 21k ssh RS,

3 MR 2 ($11T ssh root@192.168.100.20 65% , [E1 & “ssh: connect to host
192.168.100.20 port 22: Connection refused” , ERARSSHAIFF,

4.2 ixiZEiERmFR

4.2.1 #HR

SISIRSERIERAER T BT Zi2iERE Linux/Windows B T A FreeRDP
# xrdp, BEILUEAERYIZERE Linux/Windows BEEIFE, FreeRDP 2— 1M
B RIMHN—MTREE Y (RDP) TH, AFM Linux iZi&EEs)
Windows BiZf2RE. Xrdp @— MuUEiZLm MY (RDP) MFFRKI, &
AFR(TELER A EEFITERSA.
4.2.2 %5 UOS i=i2i&E Windows
1 BITH TS, L% freerdp B,  (TELE UOS IHR(E, )

yum install freerdp

2 BETERRT, BREZEEE. (T Windows iRig{E, )
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HENS By |=p | ER

[ RAFETEEMERSHBINIBRREITT BEEEW
N)

BRI HERAF(S)...

4.2 Windows %3 A FIEiEERE

(7€ Windows 511E. )
B LEN

3 $%EY Windows BY IP ik,
=

:Nsersuostest?>
Nlsersuostest?>
:NUserswostestripeconfig

Jindows IP EEE

EET T

: uniontech.com

4.3 Windows i#&H IP Hiht
4 AT TS, EEEEE Windows £E. (415 UOS ImEIRHARAEER
&, $IAREHITIRIE, )
xfreerdp /v:Windows_IP /u:Account /p:Passwd
LLIpzr A
W Windows_IP.: Windows B9 IP #4f,
B Account. Windows B9 REFE.

B Passwd: Windows B9&RE43,
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B8 Windows Server 2012R2

Windows Server 2012 R2 Standard
Build 9600

o BBk 20':“:;,,

\FI
M

4.4 freerdp iZ#2iE# Windows SERLLI

4.2.3 Hftl Linux RTBEIZSE UOS

1 AT TS, RExrdp, (FEFME UOS iRk, )
yum install xrap

2 AT T &<, BoiiRS. (E41E UOS imigiE, )
systemctl start xrdp
systemctl start xZZvnc

3 MITIT S, XFIBAAE. (TE41E UOS inmigiE, )
systemctl stop firewalld

4 AT TS, R xfreerdp, (FEEM Linux RFIHIRIE, )
yum install xfreerdp

5 MITITa<, EFIRE Linux RE. (TEEM Linux RGiRERIE, )
xfreerdp /v:Linux_Server_IP /u:Account
) 285

B Linux_Server_ IP: Eftf Linux #9 IP #i4}f

B Account: Bfth Linux B9EREF 5.
6 HITRINE, S¥TH vnc EZECE R m, W& 4.5 Firmo
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Just

connecting

Session wnc-al |
port 5800
o —
pamusern |same

pampassy [

-mE - el |mw s ¢ >|=@ 58 - &
E 4.5 EEZIZSEE UOS RIEEER
LB R
B Session: ##E ‘vnc-any” .
B /p. RS (%15 UOS) 79 IP #iit,
B 50 RS (Z515 UOS) B9EERimL, #AEH 5900,
B passwd: fREH (415 UOS) ERBFEIEL,
W pamusern. FFFE Lo
B pampassw. R¥FEU.

4.2.4 Windows &i2EES{E UOS
1 BITI TS, R xrdp, (FEFMS UOS InigfE, )
yum install xrap
2 MITIT &<, BoiiRS. (E41E UOS inmigiE, )
systemctl start xrap
systemctl start xZZvnc
3 MITIT S, XFIBAAE. (TE41E UOS inmigiE, )
systemctl stop firewalld
4 1% “wintr’ IREEHE, FHREMNEOPRAN mstsco (£ Windows i, )
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5 BT [ x|

Windows HEE(FFTESATIER . BRI ERIES.

i J deig
iFZ=. EE] Internet FiB,

170 [ v

% sReEUREHES.

mE || mw || m=e.

4.6 B windows TR EEF
5 HMINGS UOS BY IP #hik, 2ads “BEE

) ISR = 1o .
A EEsE
R

seno: (DY v

BrE: FIEE

SRR,
+ STERQ) N s || mae) |
4.7 %A linux BRZ528 1P sk
6 BWAGS UOS BV IP #iitFNZhS, HtSHERERIA, 2E S , BIAz
FIEIEFRE U0S WREIFIR, EIZAINNE 4.9 FIR

9:58

2023/10/20 2HAR
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4.8 MYSTIZER UOS
4.3 HBHFARSS %

4.3.1 B
postfix @— MTA (Mail Transfer Agent, HBHEHIMIE) ARSZESIM,

FEARMENERE. BANKESE, —MEBENHGRAN ZEE=BINE:

W fBEHHEFRE (MUA, Mail User Agent) : TAEERMMH. RS HREFME
MTA ZIXHEBH

B AREEIEIE (MTA, Mail Transport Agent) : fasREBHTE Internet B9
T,

W AR &2 (MDA, Mail Deliver Agent) : fasR M MTA SRUREREBM, 3
RIER P & R1F 2 A P ERFE.

4.3.2 R
IR PIRSS 28k T2 postfix #] mailx, MFELRE,
1 ERiERE, WU root JEHF'#HT dnfinstall postfix &<, &% postfix.

[root@locs ~1# dnf install pe
La metadata piration check: 2:
d v

Architecture

erlfylnu

Installed:
postfix-2:3.3.1-10.uel208.aarch64

£ 4.9 &4 postfix S
2 117 dnfinstall mailx <, L% mailx.

SIERHRABRAE © WRFE %61 I



FWQ20240201T_RLO1-4fEARSZ2RIR(ER S V20 (1070) EIEFMH

~]# dnf 1install mailx ) X
: plration check: 2:06:11 ago on 20204F06 8230 ZEH— 098f164r02%F.
Dependencies resolv

1 Package

Total downloa

Running transaction check

Transaction check st

Running trans:

Transaction test succeed
ing transactien

: mail 5-32.uel20.aarch64
: ma1lx-12.5-32.uel20.aarch64

4,10 L% mailx HHE

4.3.3 EoE Postfix HBEFARZ 2R
Postfix WEEEX AT “/etc/postfix/main.cf =,
1 T TS, FTH vi TERFRHREEE XS,
Vi /etc/postfix/main.cf
2 BREEENX Y, BB EXH RGN T,
myhostname = serverl.uos.info
mydomain = uos.info
myorigin = Smydomain
inet_interfaces = all
inet_protocols = all
mydestination = Smyhostname, localhost.Smydomain, localhost,
Smydomain
mynetworks =192.168.100.0/24, 127.0.0.0/8
home_mailbox = Maildir/
) 3585 EEHREEE X IP FIERHAL K SR (EFAHOTER, AR s
3 ITWI T E<S, BohHiHARSSE:.
systemctl start postfix
systemctl enable postfix

4.3.4 ThEEMiK

1 UITUI &<, BIERAF.
useradd postfixuser
passwd postfixuser
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2 &3 telnet
yum install telnet
3 117 telnet localhost 25 6r < IEIEHB 4 AR S5 25,
[root@localhost ~]# telnet localhost 25
Trying ::1...
Connected to localhost.
Escape characteris 'A]".
220 serverl.uos.info ESMTP Postfix
. ehlo localhost
250-serverl.uos.info
250-PIPELINING
250-SIZE 10240000
250-VRFY
250-ETRN
250-STARTTLS
250-ENHANCEDSTATUSCODES
250-8BITMIME
250-DSN
250 SMTPUTF8
Mail from:<pkumar>
2502.1.0 Ok
rcpt to:<postfixuser=>
2502.1.5 Ok
data
354 End data with <CR><LF>.<CR><LF>

250 2.0.0 Ok: queued as 2B56737D10BB
quit
2212.0.0 Bye
Connection closed by foreign host.
R 3gg: tumfaZEnT, A “quit’ EBH F—SHIRTT,
4 7IRR532589 “/home/postfixuser/Maildir/new” B R TZEEHIE
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4.11 postfix HUxEBHM

4.4 IHBRSE

4.4.1 #HR
BIND 22— FFJEAJ DNS (Domain Name System) tHhiNBISEI, BE53F
HENERNMNFIRNEFERY, EHEERRAIZHA DNS RS 3F8HF-
ML @IAARE 2 EET TCP/IP 8, M TCP/IP @&F IP #illkRy, FrLUHE
MI7ERILE L T@ifl e R AEIRS40 “192.168.100.20” 2287 IP ik, MARE
NI R, FATRMEIS(E 10 DL L IP #tpIMLE, FRIAFRATIARIMILEES, %
HNEEN RS titi=Pim N1 E , MeEEBIMRENIE, XERNE—UY
“DNS 328" MUt EN BEERNNSIFZ “BNHZ” B THEKA IP ik, 7
GV IP a3t A9 TT, DNS ARSS2SAIEN E I =FhzE BN T
B Primary DNS Server(Master): — MR FEARSS2S, R1EEZIEA ZONE B
BXMH, ZEMENRE. BEXNEZRS S EHTIEE
B Secondary DNS Server(Slave): —MEBIMIRSE 2, —RIEATTRAFIE
A, MIZIBRERRSS 23 EHMEX ZONE BREX Y, MIRSBASBITEMAER
DR, HAMEFE DNS RS528 Li#1T ZONE BBEXHMEE, FrEREK
M= ERS | LHITRD,
B Cachingonly Server: DNS &7#=FRRS528, RFEEMB ZONE BL&E X4,
RIKERFRABFIHRMEIRS, ©@EERTFHEIERINESREE.

4.4.2 FiES
1 BERXEGEEERNIATL 1 (DNS fRSS#m: 192.168.100.20) F1:MliK4/ 2
(BPim: 192.168.100.6) o

2 A 1 £, BITO TS, RERGE bind.
dnfinstall bind

3 1T A<, Boh named ARSS, FHi&E named RS AN BBE0.
systemctl start named.service
systemctl enable named.service
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4.4.3 ReEIE
1 Ll root BFBMHMEFENMHAN 1, 1T Vi fetc/named.rfc1912.zones &<,
B IEAREN R AT E X SRR, TEREXHFPRIMNEANT, REF
HiRH,
zone "uos.com" IN {
type master;
file "uos.com.zone";
allow-update { none; };
B
2 AT T, EMIERRBHECE NG/ kEFETEE X 4.
cp -af /var/named/named.localhost /var/named/uos.com.zone
3 $47 Vi /var/named/uos.com.zone &<, 1EEAFETEE X EFRMINT
S

@ IN SOA dnsl.uos.com. zg.xu.uos.com. (
0 ; serial
1D ; refresh
1H ; retry
1w ; expire
3H) ; minimum
NS dnsl
AAAA nl
dnsl A 192.168.100.20
websrv A 192.168.100.20
ftpsrv A 192.168.100.20
WWw CNAME  websrv
@ A 192.168.100.20
4 B2 “letc/named.conf’ X1, RAUWTF:
options {

listen-on port 53 { 192.168.100.20; };

allow-query { any; };

5 1T T, B2 “/etc/resolv.conf’ X, (ARSBIHANZEF i)
vi /etc/resolv.conf
# Generated by NetworkManager
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search uos.com

nameserver 192.168.100.20
B0 85 BB AR RS SRR 1A E AR IP, T2 EHELMALS, “/etc/resolv.conf”

XHFR, LELZEEN,
6 HITUI T <, XHFAIRAAIE,
systemctl stop firewalld
systemctl disable firewalld

4.4.4 THEEMiA
1 M root AR SMERMIAN 2, HHITWM TS,
systemctl restart NetworkManager # ERMEIRS
systemctl restart named # EB named RS
2 11T cat /var/log/messages| grep --color named %%, BEERAKBERXMY
B ERM named X EE,
3 #1417 nslookup vos.com &<, MBIHZMAREMN. (BFiH)
4 17 dig @192.168.100.20 uos.com &%, F dig TEA#THX. (FFiH)
5 1T dig @192.168.100.20-x 192.168.100.20%:<, A dig TEA#ITREZE
wlhid.  (FFim)
6 PITdig @192.168.100.20 www.uos.com®n<,{E R dig T E# 1735 M,
(% F i)
7 W17 dig @192.168.100.20 ftp.uos.com 5%, /A dig TEBITIHZ M1k
(% F i)

ost ~]# dig

1L 4-P2-9.11.4= == @l 3.100.20 www.uos.com
r found)

CNAME  webs uos.com.
A SRt =

;3 AUTHORITY SECTION:
Luos . com. 10800 S dnsl.uos.com.

;; ADDITIONAL SECTION:
dns1.uos.com. 10800

;; MSG SIZE |

[root@localhost ~1#

4.12 =32 MR H
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4.5 DHCP fR553%

4.5.1 #LHR
DHCP (Dynamic Host Configuration Protocol, EISENEENN 22—

NEEMBIME MY, A UDP X TE, FELALNIBME LIRS HRN S

BB IP ik, LA AT MEEEREAXFIEITEN#HTEENFE,

B DHCP EFi%: DHCP BEFimei@id DHCP RIR1FMLEA ES L Internet
N, BEERLENAF IE,

B DHCP Ar5523: DHCP AR5 23 BIREMLE S E4s DHCP B ImH Internet
Mo

B DHCP A4kI2: 72 DHCP EFinflARS 28 2 (813 & DHCP JHEMIENHE
ES 2%, DHCP RETFEFinm/ARFS 2= 81%11HY, DHCP ZFix#l DHCP AR
SR EETUL DHCP H E#Ti@.

4.5.2 FiIRESH

W iEH 1 (DHCP ARS588: 192.168.100.20) FIMIX# 2 (DHCP ZF i)
WId R XL HE,

W A 1 AEXWA, RIAMERMO ens33,

B i 1 EBERERHE dhep-server,

4.5.3 Rz
B root AR BHERMAN 1, HH1T dnfinstall dhcp-servera<.
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[root@l t named]# yum 1install dhecp-server
Last metadata expiration check :51 ago on 2020506 §23H EH - 18Ef214r38%k.
[Dependencie :

aarchb4 12:4.3.6-37.uel20 UoS-Server-

bind-export-libs aarch64 32:9.11.4-13.uel20 Uos-Server-
1 aarchs4 0.2.5-1.uel20 Uos-Server-

1.uel20.aarch64. rpm
0.aarch&4. rpm
-8.11.4-13.uel20.aarch64.rpm

6.9 MB/s | 1.6 MB

unning transaction che

ransaction check
JRunning trannactlon test

ransaction succeeded.
Running transaction

Preparing

111

Inata111ng

Running HCFlpt]Et

Verifying : b1 3 : 11.4-13.uel20.aarchea
Verifying : .6-27. .aarchb4

Verifying 1 :

Tnstalled: ) ’
dhep-12 3 6-37.uel20.aarch64 bind-export-libs-32:9.11.4-13.uel20.aarch64
ipcalc-8.2.5-1.uel20.aarch64

Complete!
[root@l Lhost named]# i

4.13 %% dhcp-server B8

4.5.4 BBEIE
1 97 vi fetc/dhcp/dhcpd.confdr<, 1&2X dhcp IRSZBIECE XX 14
#ERIATHERRTE] (D)
default-lease-time 21600;
#HER AFALYEY{a]
max-lease-time 43200;
ddns-update-style none;
# AP D BCHIIs 2 BLiE R
option domain-name "testdhcp.com";
#DNS BRs52stthtit (2 uht A", " FR7T)
option domain-name-servers 192.168.100.254;
#subnet IR FMMEL, netmask /SR FMIHER
subnet 192.168.100.0 netmask 255.255.255.0 {
#ithHEAh
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range 192.168.100.100 192.168.100.200;
#3 RERINI X
option routers 192.168.100.1;

}
2 47 dhepd -t -cf fetc/dhcp/dhcpd.confis <, BEEBHEE

4.5.5 ThakMiz

1 BEFMHM 2.

2 H1T systemctl restart NetworkManager &<, ERBMEIRS.
3 1T systemctlrestart dhcpd @<, EE dhcpd BRS.

4 17 netstat -uap <%, EERSBINIRERSE dhcpd RS,

5 #ifT route -n 5<%, EERBER.

Fali
iy
|_—|_|
=

414 BEEE
4.6 Web BR553%-Apache

4.6.1 #HiR

Apache HTTP Server ({&#F Apache) Z Apache HiFrEESHI— MM
RN DIARS ][N, AIUEARZSHENIRERZAPIZIT. ATFHEFESH
Z2%, BT Web IRBBUHZ—. BHRE. IS, HEMEIEE/
API ¥°%8, ¥ PerlPython HfERRSHIFEIIRS 2B H,

4.6.2 REFiE

1 Blroot BF#ITUI &<, %3k Apache,
dnf install httpd

2 ITWT A<, @b httpd ARS.
systemctl start Htipd

4.6.3 ECEiE
Httpd BB S HFAIEERAIT -
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<Directory "/var/www/html"=

Options Indexes FollowSymLinks

AllowOverride None

Require all granted
</Directory>

"/etc/httpd/conf/httpd.conf" 356 lines --35%--

4.15 httpd BEEE SR

tlE “/var/www/html/index.html” X, RERGIWT, HEEBRELT
=&, KARIANEERIA,
<html>
<body>

<h1>Hello,how are you!</h1>

<p>XZ2— apache MiXiEF!<br>

SR 2020/6/23<br>

</p>
</body>
</html>

4.6.4 THEEM

1 T T 8%, EB apache Bk,
systemctl restart htipd.service

2 7ENSI B NEAZ 3N http://192.168.100.20/, ZFTHE L “Enter” ##,
ETREWTF:

Hello,how are you!

xm—fiapache iz
SF£22020/6/23

4.16 apache BETURfAI
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4.7 Web BR5388-Nginx

4.7.1 #HR
Nginx 2 — T EEXNMNIIRSE R kB IEARS 28 LA K 8B F#p 4
(IMAP/POP3/SMTP) HIEARS588. FIREMR. BB FERITIEEEMTFIE
BXH, UNREBRERARFREMEEZ.
4.7.2 Rz
1 B root HFHITATERS, &L nginx.
dnfinstall nginx
2 PITWT A<, /B ngnix ARS.
systemctl start nginx

4.7.3 BdETE
W17 Vi fetc/nginx/nginx.confir <, 1IN0 TFEAIRIVECE,

/etc/nginx/conf.d/*.conf;

server {

Bl default server;
[::1:F] default server;

Jusr/share/nginx/html;

"/etc/nginx/nginx.conf" 90 lines --43%--

4.17 nginx.conf XHFRBERHAI

4.7.4 THEEMK
1 ERIGER@E, iREl “/usr/share/nginx/html” BR, HETS html Mifiz
FE&ERER “index.html” XX, RERFIWT:
<html>
<body>
<h1>Hello,how are you!</h1>
<p>XZ2— nginx X2 <br>
SRE 2020/6/23<br>
</p>
</body>
</html>
2 FTFNS2S, ihiR) http://192.168.100.20/, ERINTER:
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Hello,how are you!

XE—Paginx TR
4XR22020/623

4.18 nginx BRI

4.8 XRBBIERFIRSS2-MySQL
MR 385 /5F MariaDB #IE/EZE MySQL $IEEHIS—15%, FIUETAENE MySQL & MariaDB Z47E
[F—IRIER G, WIESHEMT, &SHMIEETEES B,

4.8.1 #iiR

MySQL B— M XABMIEEEIERS, Hini MySQLAB AEIHF X%, Bl
[EF Oracle fE N2 8], £ WEB 25 HE, MySQL & 4%F8Y RDBMS (Relational
Database Management System, XREIEEEIERSR) NARHEZ—. MySQL
E—MXERKHBIEEEIERAR, XEMEEBSIBEREETAEANKS, MASRHR
BHIERE—IRCER, XEFEENTEREHRES T REM.

4.8.2 ECEIFIH
1 AT T8, 7E root PR ™ELEFH XA AIE,
systemctl stop firewalld
systemctl disable firewalld
2 HITW A<, 82K SELINUX A3 disabled,
sed -i 's/SELINUX=enforcing/SELINUX=disabled/g'
/etc/sysconfig/selinux
3 T T a<, BIEA. BPRMERE,
groupadd mysqgl
useradd -g mysqgl mysqgl
passwd mysqgl
4 SIEHMIER,
(1) T TR, IS X (L “/dev/ivdb” A, iBEIRIESLIFEREIE) o
fdisk /dev/vdb
BN n, REIZEHIA
BN p, REIFEHIA
BN 1, #EIZEHIA.
REBRIANERE, REIZEHIA
AW, REIZERE,
(2) BT TE<, SIBEXHGERS (WU xfs AF, ERESEPREREIE)
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mkfs.xfs /dev/vdbi
(3) HITIITa<, HEHSXE “/data” LURIRIERSFFER.
mkdir /data
mount /dev/vdbl /data
(4) T TS, EXHPRINME 420 iR&RE—1TTARE (HA,
“/dev/vdbl” JRfl, BEABIRUEFRERE) -
vi /etc/fstab

~1s cat fetc/fstab

# Created by anaconda on Tue Jun 23 08:56:13 2828

4 pccessible filesystems, by reference, are maintained under */dev/disk/'.
¥ See man pages fstab(5), findfs(8), mount(8) and/or blkid(8) for more info.

# After editing this file, run 'systemctl daemon-reload' to update systemd
# units generated from this file.

exta defaults A

6foc88961cl /boot extd defaults T 2
vfat as )77 ,shortname=winnt 8 2
swap

4.19 REFIAEHEE
5 MITIT &<, SIEHIEERRHERN.
mkdir -p /data/mysql
cd /data/mysql
mkdir data tmp run log
chown -R mysqgl-mysql /data

4.8.3 RizdiE
L root AFHITII Far<#ITRE,
dnf install mysq/

4.8.4 ThgEMik

1 1&eg “letc/my.cnf’ ECEN M, BUENXHERBRFIMT:
[mysqld_safe]
log-error=/data/mysql/log/mysql.log
pid-file=/data/mysql/run/mysqld.pid
[mysqldump]
quick
[mysql]
no-auto-rehash
[client]
default-character-set=utf8
[mysqld]
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basedir=/usr/local/mysql
socket=/data/mysql/run/mysql.sock
tmpdir=/data/mysql/tmp

datadir=/data/mysql/data
default_authentication_plugin=mysql_native_password

port=3306
user=mysql

2 £ root B TFHITUW T <, Bk “/etc/my.cnf” XHBAMABAF A
mysqgl:mysqlo

chown -R mysqgl:-mysql /etc/my.cnf

3 HMITAT&H<S, EENREE,
echo export PATH=SPATH./usr/local/mysql/bin>> /etc/profile
source /etc/profile

4 7£ root R THITI T ar <, B EHERE,
mysqld --defaults-file=/etc/my.cnf --initialize
2020-03-18T03:27:13.702385Z 0 [System] [MY-013169] [Server]
J/usr/local/mysql/bin/mysqgld (mysqld 8.0.17) initializing of server in
progress as process 34014
2020-03-18T03:27:24.112453Z 5 [Note] [MY-010454] [Server] A
temporary password is generated for root@localhost: iNat=)#V2tZu
2020-03-18T03:27:28.576003Z 0 [System] [MY-013170] [Server]
/usr/local/mysql/bin/mysqgld (mysqgld 8.0.17) initializing of server has
completed
B 3385 XS TELLMIBER, BLERE, BREENTERS.

5 1% root AR THITOTer<, EBAXXHINIR, FHLLL root AR mysql
L&, SAEA mysql BF BEhEERE,
chmod 777 /usr/local/mysqgl/support-files/mysql.server
cp /usr/local/mysql/support-files/mysql.server /etc/init.d/mysql
chkconfig mysgl/on
su - mysql
#IBThERERE
service mysql start

6 T T an<, ERBIERE,
Jusr/local/mysql/bin/mysql -uroot -p -S /data/mysql/run/mysql.sock
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~1% fusr/lecal/mysql/bin/mysql -urcot -p -5 /data/mysql/run/mysql.sock
tl SQL monitor. Commands end with ; or \g.
Your MySQL connection 1d 1s 8
Server version: 8.0.17

Copyright (c) 2866, 2019, Oracle and/or its affiliates. All rights reserved.

Oracle 1s a registered trademark of Oracle Corporation and/or its
ates. Other names may be trademarks of their respective

B S g e 1 il oot gt st
4.20 BEF mysql #iREE

BN 3585 FEFIBABIIET, BN 3 LB,

BERVIEELG, BB root BRERMIEENER, SIS root AF

FHiHITIRN.

mysql> alter user 'root'@'localhost' identified by "uos12#S";

mysql> create user 'root'@'%' identified by 'uos12#S';
mysql> grant all privileges on *.* to 'root'@'%";
mysql> flush privileges;

mysql> alter user 'root'@ localhost' identified by M
]

mysql> grant all privileges on *.* to 'root'@'%’';
Query OK, 0 rows affected (8.05 sec)

mysql> flush privileges;
Query OK, 8 rows affected (09.00 sec)

4.21 {EERE root BB BRI
8 1T exit A<, IBH MySQL.

4.9 XFRBBIEFEIRSS2E-PostgreSQL

4.9.1 #HR

PostgreSQL R EHMINR - X RBMIBERS S (BMIBEBERSR) ,
PostgreSQL Z3F A& SQL tmEH BIRE T FZ HMIIARHE: ST,
ShE. fbk 2R, TIE. ESREM. MVCC

4.9.2 RiLZiE
1 B root HFHITH TS, &2 postgresqgl-server €,
yum install postgresqgl-server
2 AT T <, #IEHEIRER,
postgresql-setup --initdb
3 1T T A<, B postgresql ARS.
systemctl start posigresql/
4 WITUTap<, &F postgresql ARFZ Ko
systemctl status posigresql/
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4.22 &EH postgresql FIBERSIRE
5 PATITER<, BoEIEERN,
passwd postgres
BB 385 FIRERERE, RASOIE— 1 MIEEBRES postgres, BMBHZ, EEHTT passwd
postgres i<, 1EMEHEEHF postgres HIZ S,

4.9.3 Thekilid
1 117 su - postgres 85, H#RE| postgres AR,
2 #1117 psql ©5<, EZE PostgresSQL #iEE,
[postgres@localhost ~]$ psql
psql (10.5)
Type "help" for help.
es=# help

tgr
{

postgr
|

4.23 &% postgresql #iEE
3 #1117 SELECT version();#a7<, &F PostgresSQL 415 B
4 WITINTEr<, IEMIXEIERE pstgdatabase,
postgres=# create database pstgdatabase;
5 T T <, tiREl pstgdatabase #iERE,
postgres=# \c pstgdatabase
BB 385 HIEBOEE, AT BB S ERISIRESZ, FIf|c database HFEHIEIE.

6 HITIN T Ep<, BIER testtable,
pstgdatabase=# create table testtable(sid integer,sname text,sex
char,score integer);
CREATE TABLE
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pstgdatabase=#

7 1T A<, [ testtable RAHHAN 4 FIERHATIHFHAER.
pstgdatabase=# insert into testtable(sid,sname,sex,score)
values(001,'zhang','f',75);

INSERTO 1
pstgdatabase=# insert into testtable(sid,sname,sex,score)
values(002,'li',",75);
INSERTO 1
pstgdatabase=# select * from testtable;
sid | sname | sex | score

----- ST S S
1|zhang|f | 75
20| | 75

(2 171ER)

8 HITENTar<, MIFRid 7 001 MNIEREBEERHIFARES.
pstgdatabase=# delete from testtable where sid='001";
DELETE1
pstgdatabase=# select * from testtable;

sid | sname | sex | score

----- I S S
20 | | 75
Al
(1 171iER)
pstgdatabase=# select * from testtable;
sid | sname | sex | score
----- B
1| zhang | f |

2 | |
(2 rows)

pstgdatabase=# delete from testtable where sid='001';
DELETE 1
pstgdatabase=# select * from testtable;
sid | sname | sex | score
----- e e

(1 row)

pstgdatabase=# I

4.24 BHEHERG
9 #17\q @<, 1B postgresqlo
pstgdatabase=#\q

4.10 X RBMIEEIRSSE8-MariaDB
MR 385 /5F MariaDB #IE/EZE MySQL $IEEHIS— 1%, FIUETANE MySQL & MariaDB Z47E
[F—1RIER LA, HIEBSHEMT, 2EHBIEETEESE,
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4.10.1 #HR

MariaDB $UBEZEALE MySQL — 9%, TEHFBHRIELP,
KA GPL 80 a], 7EIERE. ThAE. BIE. NoSQL ¥ /B/AE, MariaDB @& T
EESHME. LIRSS, B, FEEMRA. IR, HERSS,

4.10.2 REFH
1 £ root SR THITI T as<, (FLEH KA A,
systemctl stop firewalld
systemctl disable firewalld
2 HIT &<, 82X SELINUX A3 disabled,
sed -i 's/SELINUX=enforcing/SELINUX=disabled/g'
/etc/sysconfig/selinux
3 MITW TGS, SIEA. BRMEE,
groupadd mysqg/
useradd -g mysqgl mysqgl
passwd mysqgl
4 EEHUER,
(1) 7T, IESX (UL “/dev/ivdb” A, iBEIRIESLIFEREIE) o
fdisk /dev/vdb
BIA N, REZEHIA;
BN p, REIFEHIA;
WAL, ZREZFEHIA;
#RAMINECE, REZFEHIA;
WA w, EOEREZ,
(2) BITUTEL, QIBXHRS (WU xfs B, BRELMFEREIE)
mkfs.xfs /dev/vdbi
(3) MITW TS, BEHOKXE “/data” LUBIRIERFAER.
mkdir /data
mount /dev/vdbl1 /data
(4) ITWT @<, 4miE “letc/fstab” Sxff, 7EXXMHREFMILUNE 4.26 Fr
TARS, FRZESEENEHHER ( “/dev/vdbl” ARfl, BHES
MRUASEPRIE R ) o
Vi /etc/fstab
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/
ated by anaconda on Tue Jun 23 88:56:13 2020

sible f1i by reference, are maintained under '/dev/d1i .
See man pages fsta , findfs(8), mount{8) and/or blkid(8) for mere info.

fter editing this file, run 'systemctl daemen-reload' to update systemd
file.

xta defaults T 1
a-d6fec88961cl /boot ext4d defaults
vfat umé 077 ,shortname=winnt @ 2
P swap s e e
a xfs defaults 1 2

4.25 BESREhEH
WATI T e, BIEEIEREERHF BRIV,
mkdir -p /data/mariadb
cd /data/mariadb
mkdir data tmp run log
chown -R mysgl:-mysql /data

4.10.3 RKidiE

1 Blroot BFHITIIT &<, &% mariadb &,
dnfinstall mariadb-server

2 ITW A<, B mariadb AR,
systemctl start mariadb.service

3 MITWITa<S, EFERSKS.
systemctl status mariadb.service

ndor preset: disabled)

status=0/SUCCESS)

slice/mariadb.service
/usr/Libexec/mysqld --|

at http://mariadb.org/jira
s t MariaDB is available at http://mariadb.org/.
u can find additional information about the MySQL part at:

: sql. co
onsider joining MariaDB's strong and vibrant community:

d (mysqld 10.3.17- Mm ) starting as process 46133 ...
o [Warning] ncrease number of max_oper more than 1024 (request: 4183)
[Warning] Chanqed Uimits: max_open_files: To54 max _connections: 151 (was 151) table c
domain systemd[1 Y

04
flines 1-25/25 (END)

E 4.26 &BE mariadb RERETRA

4,10.4 THEEMik

1 LA root HF#ITAATER<, FBE mariadb ARSS.
systemctl start mariadb

2 Ll root AFHITHI T E<, FIIAMEGEEE.
/usr/bin/mysql_secure_installation
BN 305 BSHITIIEFE BN SAEEL root BENE, EREEDIERER ‘Enter” 2, #

JEIRIEFE TR L IG ST TIR B
3 BITUI TS, BFREE, BN LI—TERIRENRE,
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mysql -u root-p
1 t logl# mysgl -u root -p
to i ariaDB monitor. Commands end with ; or \g.

Yéu; MariaDB connection id is 11
Server version: 10.3.9-MariaDB MariaDB Server

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

B 4.27 HEHE mysql SEER
4 AT T @<, BIERAF,
CREATE USER 'username'@'hostname' IDENTIFIED BY 'password';
LLIpZ2
W username: BFE.
B host: ZHE, BB EEEIEEIFERIZHIEIS Fo EE2H1EF T/ localhost,
EECIBHITFEPRIEELNE, MENEEUS “%” , Fr—HE.
B password: BFHIERER, EGELUNE, HRZEZHF TUTEEZEERR
585, BMEXEHIBETES, THEZXIHZE

MariaDB [(none)]= CREATE USER 'userexamplel'@'localhost' IDENTIFIED BY '. H: ';
Query 0K, © rows affected (O. ec)

MariaDB [(none)l> I
4.28 BlZ mariadb #IEER P A
5 T TS, EBAF,
SELECT USER,HOST,PASSWORD FROM mysql.user;

MariaDB [(none)]> SELECT USER,HOST,PASSWORD FROM mysql.user;
R e +---- ---

root
root
root
root
userexamplel

5 rows in set

MariaDB [(none)]=>

4.29 Eifl mariadb #iEEHRAFES G
6 FUTIMTar<, #HITRFEN.

GRANT privileges ON databasename.tablename TO
'username'@'hostname’;
L7z

B ON 7). FTFIEERIREETHINT SR 5o

W privileges: HFHIRRIEIUR, %] SELECT, INSERT, UPDATE %, #I1REIFFATEHIR

[RI1ERE ALL,

B databasename: HIEES,

W ‘ablename: #%,

B 70 7. FRREHFEL, URIEERIETHIREIE
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B username. BFE.
B hostname.: ZHE.
W IR EEF 12 X B e EF A IRIR, EZ T,

aDB [(none)]> GRANT SELECT,INSERT ON *.* TO 'userexam
Uu ry 0K, U rows affected (0.000 sec)

MariaDB [(none)l> [l

[ 4.30 W5 AP XS EdEE R R AR R A PR B
7T AT TS, SIEEERERE,
CREATE DATABASE databaseexample;

MariaDB [(ncne)]> CREATE DATABASE databaseexample;
Query OK, 1 row affected (0.001 sec)

MariaDB [(none)1> i

4.31 BIBEIERERA
8 MITUI T an<, BEREIERE,
SHOW DATABASES;

MariaDB [(none)]= SHOW DATABASES;

1atabasu~ramplu

information_schema |
mysql |
performance_schema |

432 RRBUERE
9 H1T exit 8n <%, BRHEBUER,

4.33 RHEHIERFERR

4.11 X RBBUEREIRSS 2% -Redis
RIERSBRERAPEANIEXRREHIEESR Redis. mongodb,

4.11.1 #R

Redis 2— 1 =14 8E Key-Value FER S, (EF ANSICHRE, EEBWIR
NEIRLEIIRSS 28, ENME (value) AILIRFRFE (String) « I§% (hashes).
FlFR (list) « && (sets) MMBERFES (sorted sets) FHKEY, Redis B&n
TR EX FIEEIRRE,

4.11.2 Redis R
1 T TS, T redis &,
yum install redis
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4.34 =¥ redis THE
2 T TS, BERES,
redis-cli -v

4.35 &E redis-cli x4

4.11.3 Redis Bzb

1 BT Ep<, Bof redis ARSSo
systemctl start redis.service

2 ITWI T &S, &F redis IRSKRE.
systemctl status redis.service

4.36 &E redis REBIRE
3 BITW &<, KEROBITRES.
Isof -i:6379

4.37 ¥ redis WO KIPRES

4.11.4 Redis icE
A LhEd g “redis.conf’ X{+EifEF CONFIG set a5 < KIEXECE.
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B iE’%: Redis CONFIG ap LT,
redis 127.0.0.1:6379> CONFIG GET CONFIG_SETTING_NAME
W S
1 BT T ER<o
redis 127.0.0.1:6379> CONFIG GET loglevel
1) "loglevel"
2) "notice"

4.38 redis &£
2 ER*SRENFAERED:

4.39 ERBECFTIREFTBEER

3 & E redis &3,
127.0.0.1:6379> CONFIG SET requirepass “Z#5”
OK
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127.0.0.1:6379> AUTH “Z5f5”
OK

4.40 & E redis IGETZRD A
BB 285 ERREE, SHIBESEL, RAMEFEELH “letc/redis.conf’ X1,

4.11.5 Redis &%
Redis-cli E#Z < EEZ A TEE redis BRS.
B iE% 1. Redis EFHNERIEEZNT,
S redis-cli
W 326 1 HESEfIHER T WA B redis BF iR, /BEN redis B im, FHIT
redis-cli ip <, EEAMM redis RS,
Sredis-cli
redis 127.0.0.1:6379> PING
PONG

4.41 s redis BE@ME (1)
ELL ESEBIR IR TIEIZ I A MY redis RSB HNIT PING 5%, ZmSHET
Kl redis IRSZ B ERBE. MRFEEITIZ redis AR5 ERITEIS, BHiERE
FEANBE redis-cli 5%,
W 552
$ redis-cli -h host -p port -a password
WSS 2 WSEHIER T AENEZRIENA 127.0.0.1. O 6379, LEE
B redis fRS5 Lo
$ redis-cli-h 127.0.0.1 -p 6379 -a ""
redis 127.0.0.1:6379>
redis 127.0.0.1:6379> PING
PONG

SIERHRABRAE © WRFE %84 W



FWQ20240201T_RLO1-4fEARSZ2RIR(ER S V20 (1070) EIEFMH

4.42 i, redis BE@ME (2)
B SCf 3 SEAIER T A& P i@ IIEE B EZE redis RS, Hig
MRS BB EIETo
redis-cli-h 127.0.0.1 -p 6379 -a "password"
redis 127.0.0.1:6379> AUTH "password"
OK
redis 127.0.0.1:6379> PING
PONG

4.43 Mzt redis BE@ME (3)

4.11.6 Redis EiEH<
TRIIET redis EENEEHS,
& 4.1 redis BEH<S
Fs S RiER
AUTH password: SIFZE RS IEH.

ECHO message: ¥JENFRIH,

PING: EERSERIEIT.

QUIT: XHIZRNER

g | bW

SELECT index: ¥ EIIETERIERIERE,

4.11.7 Redis & (key)
Redis $#8r< FHTEE redis BI%,

B 5% Redis #anTHERIEENT,

redis 127.0.0.1:6379> COMMAND KEY_NAME
W Al

redis 127.0.0.1:6379> SET w3ckey redis

OK

redis 127.0.0.1:6379> DEL w3ckey

(integer) 1
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4.44 redis 1R
EU EEF, DEL 2— 1<, w3ckey 2— 1N, MNRBWHIEREI,
miTH$E, Std(integer) 1; BN, iad (integer) 0,

4.11.8 Redis keys i
R 42475 Redis EBEXMEADGS,
& 4.2 redis BIZEHS

Fs CLhog 4 pns

1 DEL key: @< FTF7E key FEBHIER keyo

2 DUMP key: FHILLATE key, FiREEFETILEIE,

3 EXISTS key: KELLTE key BEE T,

4 EXPIRE key seconds: F47E key & &I HABY(E],
EXPIREAT key timestamp EXPIREAT: EF3#0 EXPIRE &4, #RFE

5 T key & B HARY B, REISTET EXPIREAT sp <R HNHIEIS
#2 UNIX BHE13; (unix timestamp) o

6 PEXPIRE key milliseconds: i&E& key B3 HAREILAZF it

. PEXPIREAT key milliseconds-timestamp: & & key i3 HBATja]#9
BfiE B (unix timestamp) ZFit,
KEYS pattern: BXFIEREHLTERI (pattern) B key,
MOVE key db : 3§ HFi#kiBER key FEohEI4A ERIEIEE db 2,

10 PERSIST key: #PBR key 892 HARY{E], key A REF.

11 PTTL key: WUZFARAIR[E] key BIFIRAVIT RAETIE],

b TTL key; UFYRERAL, IREILATE key RIS AEERTE (TTL, time
to live) o

13 RANDOMKEY: M HaI#IBERENIREI— keyo

14 RENAME key newkey: &2 key 9% R,

15 RENAMENX key newkey: X% newkey RETERT, ¥ key BX& A

newkey,
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Fs i P Rk
16 | TYPE key: i&[E key FrEfFBIERIEKEL,

4.11.9 Redis FF# (String)
string 2 redis REARBLER, G LUIEREAF] Memcached —1&—#FRYE
B, — key X — value,
string XRIR T #HHIRZLH, ERE redis B9 string AJLE SEAEIE, b
il jpg Bl R HERFFIMEAIXTR,
string 3532 Redis RERREIEXRE, —MBEARETF(E 512MB,
W EE
redis 127.0.0.1:6379> COMMAND KEY_NAME
W A1
redis 127.0.0.1:6379> SET w3ckey redis
OK
redis 127.0.0.1:6379> GET w3ckey
"redis"

4.45 redis 110, IREURA 1
LB, F(MERT SET M GET 6v<, #9 w3ckeys
W 2
redis 127.0.0.1:6379> SET name "redis.net.cn"
OK
redis 127.0.0.1:6379> GET name
"redis.net.cn"

4.46 redis g0, REURAHI 2
ELL ESEBIRFAIER T Redis B9 SET #1 GET 8%, #59 name, SHRAY
B4 redis.net.cn,
B Redis FR&EHG<T: TRIIETERADN redis FRFEMT,
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X 4.3 redis FHEHBS

FS SRR
1 | SET key value: &EETE key HIE
GET key: REUERE key BB,
GETRANGE key start end: iR[a] key FFFFERENFF R/,
A GETSET key value: 457 key BI{EIZ I value, HiR[El key B9IB{E
(old value) o
c GETBIT key offset: 37 key FRfEFRVFfIH(E, REFEERIEE LN
fiL(bit),
6 | MGET keyl [key2..]: REXFRE (—1EZ1) 4TE key BE,
. SETBIT key offset value: Xt key FRrfEEHIFRTRE, REHEMFIE
EmBE LN (bit)
o SETEX key seconds value: & value XBXZ key, FH key 893:Z
HARY8]3& 7 seconds (LIFb AN o
9 | SETNX key value: RBTE key A FERIGE key BB,
10 SETRANGE key offset value: F value 23 BG4 E key FRfiE7EHY
FRIEBE, MEEE offset FFik,
11 | STRLEN key: iR[E] key FAfETERIFE R RENKE,
12 | MSET key value [key value ...]: BBHEE—1 % key-value 3¥,
13 MSETNX key value [key value ...]: BIBHZE—PHZ A key-value
XJ, HENEHBLHRTE key #BARFIER,
PSETEX key milliseconds value: X én<# SETEX ap <48k, 1B
14 | eUZMWHRAIGE key NEERT(E], TIAEH SETEX s5S B LAFD
HNEAL,
15 | INCRkey: ¥ key Hfi&fz0FEIE—,
16 INCRBY key increment:  key FRfEZHIEIN LA ENIE EE
(increment) o
17 INCRBYFLOAT key increment: 1§ key FrfiEfzaI{EN LA ERZ R 1E
218 (increment) .
18 | DECRkey: ¥ key Hf&FMEHEER—,
19 DECRBY key decrement key: FRfEFHNERBREZLEN K EE
(decrement) o
20 APPEND key value: #0128 key BEREFEHBER—NF/ &, APPEND

a1 value IEMNE key [REBERFKRE.
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4.11.10 Redis M4% (Hash)

Redis hash 2—1MEEXE S, Redis hash —1 string 228 H field
value HIBREYER, hash $#FAIEERATEFHENIR. Redis FE hash I LATF#E
27 - 1 MREY (40 £12)

W SCf)
redis 127.0.0.1:6379> HMSET user:1 username redis.net.cn password
redis.net.cn points 200
OK
redis 127.0.0.1:6379> HGETALL user:1
1) "username"
2) "redis.net.cn"
3)
4) "redis.net.cn"
)

password"

5) "points"
6) ||200ll
redis 127.0.0.1:6379>

4.47 HMSET #1 HGETALL & %Rl
EALEFIA, hash BHRELEEFE TESHAFPHAAEENARNR, AT
Redis B9 HMSET #1 HGETALL &5, user:1 A&,
B Redis hash @3<: TRFIHE T redis hash EARBEXGEL,
& 4.4 redis hash <R
Fs R fER
HDEL key field2 [field2]: MFFR— 1S NMIGHRF Ko

HEXISTS key field: ZEERER key B, EENFERESFT.

HGET key field: SREXEFEERRHRPIEEFRNE,

AW

HGETALL key: FREX{EMSHBRFPIETE key BIFTE FEHE,

HINCRBY key field increment: AMFHR key HHVIETE FELRVEE#L
B0 _EE = increment,

HINCRBYFLOAT key field increment: AMER key FHVIEEFER
BYF S EENN LB E increment,
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id o SRR

din

7 HKEYS key: FREXFRBEMRAERTPIFE,

8 HLEN key: JRENMG A& RAPFENHEZ,

9 HMGET key field1l [field2]: 3REXFRELEFERME,

10 HMSET key field1 valuel [field2 value2 ]: [EIB3E 2 field-value

(E-1E) SIgEEIRHE key H,

11 HSET key field value : a2k key RYFE field BYEIE I value,
HSETNX key field value: REEFE field R EER, KERAER
FEEHE,

13 | HVALS key: KEXPAZRFFIE(E.

HSCAN key cursor [MATCH pattern] [COUNT count]: XI5 &H =R
FREVREXT,

4.11.11 Redis 5I%& (List)
Redis 7IRZ B BHIFRRTIR, BRIBNIFHRF. ERILURIN—P &
SHNIRKE (£18) HEES (G .
—MIRFRZAUEE 271 MTE (4294967295, HNFIKBT 40 21
TTER) o WA
redis 127.0.0.1:6379> |push redis.net.cn redis
(integer) 1
redis 127.0.0.1:6379> lpush redis.net.cn mongodb
(integer) 2
redis 127.0.0.1:6379> [push redis.net.cn rabitmq
(integer) 3
redis 127.0.0.1:6379> lrange redis.net.cn 0 10
1) "rabitmq"

12

14

2) "mongodb"
) "redis"
redis 127.0.0.1:6379>
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4.48 redis list fEFRA!

TRFIET Redis FIREXHNEARGL,

R 4.5 redis FIRFLSHER
FsS R fER
BLPOP keyl [key2 ] timeout: #BHHKEFIRNE—NTER, R

1
FREBTESEEYREINFFENF LI A HHTEN L,
5 BRPOP keyl [key2 ] timeout: #HHREIIRNERE— TR, IR

JIREBETEREERINREEFHFENAIRA#EHTRENL,

BRPOPLPUSH source destination timeout: M%IERAEEH—ME,
3 | BEHNTRBEANIBIN—NFIRBHEREIE, NRFIREETES
RS REZFFEN AN TR L,

4 | LINDEX key index: @id&R5|3REXFIRPHI TR,

LINSERT key BEFORE|AFTER pivot value: E5IRMTENRNEEHE
ATTEo

LLEN key: FREXFIREKE,

LPOP key: BHHRENFIRIIE—TTER,

6
T
8 | LPUSH key valuel [value2]: F—1 a2 MEIGENEITIR LI,
9 | LPUSHX key value: B— 1 ZMEEANE EEFENTIFRLEB,

10 | LRANGE key start stop: IREXFIRIEESCENB TR,

11 | LREM key count value: #R5IRTZ.

12 | LSET key index value: BEZRFIKETIRTENE.

LTRIM key start stop: Sf—M5IRHITES] (trim) , BEW, L5
KARBIEEXBANTER, FEEERXIEZANTREEGHEMER.

14 | RPOP key: BEHREGIRZRE— TR,
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EEFMH

FS e RiER
RPOPLPUSH source destination: BRIIRMNEE— 1 TE,
FTTERMNE S —15IRFHER[E,

15

Rz

16 | RPUSH key valuel [value2]: 7EFIRFFIM—NHZME,

17 | RPUSHX key value: HBEFEMIFIRFINE,

4.11.12 Redis £4 (Set)

Redis B9 Set @2 string RENTFES. EEHREHE—H, XMEKRESE
BRTEEHIESNEIE, Redis PEESEEIMAHRILID, FRLGRIN. BIER.

ERNEREME 0(1)e EATRAMBRE N 27-1 (4294967295,
BaEfE 40 Z1ZTERA) -
W Al
redis 127.0.0.1:6379> SADD w3ckey redis
(integer) 1
redis 127.0.0.1:6379> SADD w3ckey mongodb
(integer) 1
redis 127.0.0.1:6379> SADD w3ckey mysql
(integer) 1
redis 127.0.0.1:6379> SADD w3ckey mysql
(integer) 0
redis 127.0.0.1:6379> SMEMBERS w3ckey
1) "mysql"
2) "mongodb"
3) "redis"

& 4.49 redis £&FERARHI
UL ESEHI, 18T SADD e &R A w3ckey ESHEA=ZD

B E

Tt
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M\ AE: BLESLHIF, wickey FIMT R, BIRIEESATELIR—1L, B RIFNBTEI
2B,
B Redis &£&6m<: TRIIHET Redis ESHERG L,
% 4.6 redis ESHIHER
Fs SRR
SADD key memberl [member2]: MESHRMN— 1 HZ LR
SCARD key: FREREESHIRL ¥
SDIFF keyl [key2]: REATFGEANEL,
SDIFFSTORE destination keyl [key2]: iR[EI4A EFFE ESMNEEHTE
fiB1E destination H1,
5 | SINTER keyl [key2]: REAEFMBESHRE,
SINTERSTORE destination keyl [key2]: REI4EEFFEEANKTEH

° 1Z6&1E destination H1,
SISMEMBER key member: ¥ member @B &S key B 5o
SMEMBERS key: REI£E& FHFFE R Ro

9 SMOVE source destination member: 3 member JtZEM source &

&1 5h%E| destination £&.

10 | SPOP key: #prHIREIESHH— 1 FENTE,

11 | SRANDMEMBER key [count]: iR[E&E&FH—PELZMHENE

12 | SREM key memberl [member2]: ¥BBEEF—NHZ IR

13 | SUNION keyl [key2]: REIFFE4AEEEHIHE,

SUNIONSTORE destination keyl [key2]: FiE A EE S MHEEFEE
destination &5,

SSCAN key cursor [MATCH pattern] [COUNT count]: &RE&EFH
Tt o

4.11.13 Redis B35
Redis ESFAILI—RMITEZ 1 8<, HAEHFBEUTRITEZNNRIE:
B =32 RHMREIEE. FSRNFRERSEHIFIIL. RIRFHIT
FSENTHIIER, FREME P iR&IEREEEL1ERFTTE
B =S5 —NRERFIEE. FSSTHRISBALIENT, BAREEHFARIT
— PN ESMARIRITIEB=TME, BIFRES. ss AN AITHES,
UTFR—1MESHGF, BEUMULTI FE—1ES5S, ZAERZ MG
PAZEISESSH, &/GH EXEC s AR5, —HRITSSHRIFME®:<.
redis 127.0.0.1:6379> MULTI

14

15
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OK
redis 127.0.0.1:6379> SET book-name "Mastering C++ in 21 days"
QUEUED
redis 127.0.0.1:6379> GET book-name
QUEUED
redis 127.0.0.1:6379> SADD tag "C++" "Programming" "Mastering Series"
QUEUED
redis 127.0.0.1:6379> SMEMBERS tag
QUEUED
redis 127.0.0.1:6379> EXEC
1) OK
2) "Mastering C++ in 21 days"
3) (integer) 3
4) 1) "Mastering Series"
2) "C++"

3) "Programming"

4.50 redis EERHI
R AT HIHT redis ESHEXGHS,
= 4.7 redis ESmSiER
edc) i S RHR
DISCARD: EUEES, MEMITESRANFIES S

N |

EXEC: ITFAEESRAMEG L,
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FS i T RiER
MULTI: #RE—1MFESRIFR.

3
4 UNWATCH: BXE WATCH sr <X B key BV,

WATCH key [key ...]: mf—1EHZ1 key, MREFSFRITZAIX
PNEUXEE key WEMEs SFICAEN, BRAESIFHRITHR,

4.11.14 Redis 7
6 Lua fERRZ3RIIT Redis il 4, Reids 2.6 ArZsi@id ARz #F Lua IF 15,
WITRIABYE A< 7 EVAL,
B 5% Eval ssHIEZAIEEW T,
redis 127.0.0.1:6379> EVAL script numkeys key [key ...] arg [arg ...]
W 6 LAUFSEAIERT redis BIZAR TEIIE,
redis 127.0.0.1:6379> EVAL "return {KEYS[1],KEYS[2],ARGV[1],ARGV[2]}"
2 key1 key?2 first second
1) "keyl"
2) "key2"
3) "first"
)

4) "second"

4,51 redis B4l
B Redis fiiZxan<: TRIIET redis FIAE R,
& 4.8 redis A SR
Fs S RiEiA
1 | EVAL script numkeys key [key ...] arg [arg...]: $1T Lua 7,

2 | EVALSHA shal numkeys key [key ...] arg [arg...]: 11T Lua fiZ<,

SCRIPT EXISTS script [script ...]: EEIRENHEESTELWRELE
EFEHF,

SCRIPT FLUSH: MPBIZAETZPIBERFRE M2,

5 | SCRIPTKILL: RIFEHAIEEZITHY Lua 7S,

SCRIPT LOAD script: &7 script ARINEIMAEEFS, BHARILED
HATX IS,

4.11.15 Redis JR5Z2%
Redis [REZH{HSTEEZHATEIR redis IRS.
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B S BUTSEfIESR T IMEIFREX redis ARSZB|BHIRITHER.
redis 127.0.0.1:6379> INFO
# Server
redis_version:2.8.13
redis_git_shal:00000000
redis_git_dirty:0
redis_build_id:c2238b38bledb0e2
redis_mode:standalone
os:Linux 3.5.0-48-generic x86_64
arch_bits:64
multiplexing_api:epoll
gcc_version:4.7.2
process_id:3856
run_id:0e61abd297771de3fe812a3c21027732ac9f41fe
tcp_port:6379
uptime_in_seconds:11554
uptime_in_days:0
hz:10
lru_clock:16651447

*kk kk*k

4.52 redis RSHIHER

B Redis Ar55288n<: TRYILT redis fR5523BIEXREL,
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% 4.9 redis RE (SR

Fs LA 83

| | BOREWRITEAOF: S##47— AOF (AppendOnly File) (&
121E,

2 | BGSAVE: EleaRFRiFHaMEENSIREIIME,

3 | CLIENTKILL [ip:port] [ID client-id]: XHAZ P imiEE,

4 | CLIENT LIST: SREUEZEIARSS2BHIE P imiERYIR,

5 CLIENT GETNAME: JREEIZRIR TR,

6 | CLIENT PAUSE timeout: 7EfSERBRALLIZITREZEF KGR,

7 | CLIENT SETNAME connection-name: &8 HaliEEm 2 xR,

8 | CLUSTER SLOTS: JRENEEE# TS mBYBRET#H,

9 COMMAND: 3REX Redis ap < 1¥ 154,

10 | COMMAND COUNT: 3REX Redis &5 < 23K,

11 | COMMAND GETKEYS: 3REVAEfSHIFRBEHE,

12 | TIME: &[E|H 7RSS 2867 (8],

13 COMMAND INFO command-name [command-name ...]: JREMFEE
Redis ap <RI EH,

14 | CONFIG GET parameter: JREVIEERESHHE,

15 CONFIG REWRITE: ¥t/55h Redis ARZS23BIFTIEERY redis.conf L&
XHHITERE,

16 | CONFIG SET parameter value: 1824 redis BBES#, TEERE,

17 | CONFIG RESETSTAT: EE INFO s HME LS EURE,

18 | DBSIZE: R[EIHFIEIEER key RUEE,

19 | DEBUG OBJECT key: 3REX key B9 E B,

20 | DEBUG SEGFAULT: it Redis ARS3HA 5o

21 | FLUSHALL: MIBRFFBEEIEERIFRE key,

22 | FLUSHDB: MipxHaIEIBERFTE keyo.

23 | INFO [section]: FKBY Redis fRSZ2IZ M BEMSiHEE,

” LASTSAVE: R[E|fIF—/X Redis I EIBRF R ERIET{E], LA
UNIX BY a1 Bit& 2R o

25 | MONITOR: SEEHITEDH Redis RS 231ZWEING<, IR,

26 | ROLE: iR[E|FMELAIFAENAE,

27 | SAVE: BFREFHIEIER,

28 | SHUTDOWN [NOSAVE] [SAVE]: B REFLHIRRIELR , HXHRS 25
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Fs m P Rk
SLAVEOF host port: 1 HaifRSZ 8% L NIEERS[BOIMEIRS 2

29
(slave server) o

30 | SLOWLOG subcommand [argument]: B2 redis I€HE,

31 |SYNC: BFEHITh8E (replication) BINEBER<L,

4.11.16 £%

Redis EHREIES N redis WEMIES:
B https://www.redis.net.cn/tutorial/3501.html
B http://www.redis.cn/documentation.html

4.12 EFRHE

4.12.1 #HiR
EREEEERELEEFIEMEN—RIEX, GEXNIFNEZRE. HEA

ZAEKIMINBEEZMAERE, W SM1, SM2, SM3 %, SM2 AERZEEIE

BABHAREZL, HINEREN 256 i, HE/INEENHAZREENT:

B SM1: XFFINZRE, MEBRBEN 128 i, RABEMHLI,

B SM3: BERERE, EEKERN 32 FH, M SM2 EEREBAH, #i1E
BEEN (EREBEERASE (8 22 8) ).

B SMS4: SIMBEEZE, B WAPI fRE—E %, alERRGSSIL, mEaE
79 128 fiL,

4.12.2 BY

B openss| ZIFEZEE SM2. SM3. SM4,

B kernel 2#iN%E, SM4 1&R1R,

B openss ZFREZEE SM2. SM3. SM4,

4.12.3 RiFiieA

SM2

SM2 BiAmZ ECC WHEBAZ GG, EEER. BARRSTEARET
ECDSA. ECDH FEFFMTE, MEXRIN T EAREHNE. Fi, SM2#EEFT
—% 256 U F AR ERZ,

SM2 BIEEEERERE Fp M F2m LAVHEERL, 2517 RE T XMEERY
&, B8, UREEMHEEN SRR, ZBNSELIUERE ARN
A7 RIFIES PRI, SEBENFTE, FRHHEMILESR, SaEML
1568, BITTRMEL, RMFT R ZERVSRIERR RN, F405ER T A IRE
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BB RIS E AR BIE, HEERSHEERREAEE. MRS E
S HEBRARERRNEIRE, Hath TR EUETIIE. &E4ETHE
B2 EZ AR BV ER IR ATABVIRIE, BAREAXN (s, sP) , HF s A
FBF:A, sP RHAFPKAE, BTEENEEM sP 3ELUSE] s, FHHXERE
MZJoi Eta th 7 2 AR E AT A ILIES o

SM3

SM3 ZpgxE (B, BY) BRGHTRERBEZNITELZMITE
TR, AN TEER, WERERTEREBENARNHRFEZMIIE, H
BIANERM AR S IIE LU FEN IRV E R, AR SMEBNANREF K, It
BEMBMARKENT 289 64 XAGHILLAFHE, @dERMERESE, EUKE
7256 tEIRE(E, ERERT R, 8, &M, B, 5, =, FsHE,
g7, EAERE, HEY BMEER B,

SM4

WEEZR—1M AT Z%, BTFEAREN~@m. ZEENTHKEN 128
Ee4s, BIARKEN 128 tbhs. MEBBESERY REAHRA 32 1034 tiEN
&, MERRESMBERANEWER, IZREZANERINFER, BERE
AR MEBRZE RN,

IEARABIFAIMEANEN, BRERB—MERBL L, EFICRE—
ML TRAMAMETIRE ST, FELMETIRE S IR H. HP rki HiEE
H, ENER T AHAMCRE, BEPNTES LERIZEERM, BMEBZAEN
MINERY, HREPHEMETRAR, EHESHHIXF,

sEHH

GB/T 36441-2018 M m SR FRFERBMENE,

GB/T 36465-2018 WA IHIRIERF AR AEK,

GB/T 25645-2010 {52 A A X Linux [RZBFJRERARAEK,
GB/T 25655-2010 {ER2#&AR AN Linux REHEIERFHIAEK,
GB18030-2005 ({ERRAPNREBFRIE) -

GB/T 16260-2006 T2 mARE,

GB/T 25645-2010 X Linux ARSZBIBIERARAER,

GB/T 32394-2015 X Linux BIERFIZITIMET ZTEXK,

GB/T 25000.1-2010 (3R TIZMH~mREBERSITMND
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4.12.4 (6B ZE

kernel
B ETAERSSH[EERS (BREH 10xxa B) =

1 RERIERAENRMARE.

2 &E “/boot/config-*" FIUTEHRERETN Y. &AY, M smd BEEERA
1%, 90T LA x86_64 7f51EFH/boot/config-*x86_64":
CONFIG_CRYPTO_SM4., CONFIG_CRYPTO_SM4_AESNI_AVX_X86_64.
CONFIG_CRYPTO_SM4_AESNI_AVX2_X86_64,

4.53 sm4 BIERZ
B TRERSF[EERS (MAJ7 10xxe BF) H

1 LRIGERZENRIhRE,

2 117 modprobe sm4_generic <, MNEIZIER,

3 117 lsmod | grep sm4 &<, &E sm4_generic RIRES MNE.
[root@localhost ~]1# modprobe sm4 generic
[root@localhost ~]# lsmod | grep smé4
sm4 generic 16384 ©

[root@localhost ~]# I

4.54 sm4_generic {EREINE;

openssl
B SM2
1 AT TS, KEWHEMLESESE SM2,
# openssl ecparam -list_curves | grep SM2
2 ITE0 T ER<, fEA openssl A% SM2 AFAFIFATA
# openssl ecparam -genkey -name SM2-out priv.key
# openssl ec -in priv.key-pubout -out pub.key

4.55 & openssl £/ SM2 AFAEA
3 &F SM2 ~iAMFAA,
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4.56 &F SM2 #A1R

4.57 T& SM2 %A
B SM3: SM3 B—MF AR R BWENEN, REEERMNE, FTEEEHRAER,
1 1T F <, #H1T hamc R,
#echo -n "abc”| openssl dgst -sm3 -hmac
"01234567890123456789012345678901"

2 HITW e, #1T73F hamc #&5%,
#echo -n "abc”| openssl dgst -SM3

4.58 I hamc #&K58

W SM4
1 L 1070a x86_64 IMR AFIMITUI Fan<, 1&E SMA WHREE,
# openssl enc -ciphers | grep sm4

4,59 ¥ openss| 3% SM4 B
2 BT SM4 ERBEHITEIENE. B8, HRIEREH.

(1) T TE<, BIEXH.
echo UOS> msg.txt

(2) FITUITE<, #HITINE,
openssl enc -e -sm4-cbc -pbkdf2 -k 123456 -in msg.txt -out
enc_msg.txt

(3) AT T <, FHITHRE,
openssl enc -d -sm4-cbc -pbkdf2 -k 123456 -in enc_msg.txt -out
dee_msg.txt
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(4) AT Far<, #HITHRIIE,
diff dee_msg.txt msg.txt
cat dee_msg.txt

Openssh

WEA: swoe4 # loongarch64 ARz HF,

B SM2: TS, WERE key XEEEEE SM2 B,
# ssh -Q key

4.60 WMEEZE key XBRIZTEE SM2 B%
B SM3: HITW TS, RERPRRBZNEBZZES SM3 &k
# ssh -Q kex
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4.61 MERPRMBZNXBRETEE SM3FIE
B SM4: RITU TS, KERBEHNEEZERESE SM4 BiE,
# ssh -Q cipher

4.62 MEBBEEGNXLZETEE SMAEX
B EREZEREHIT openssh iE#
& IEERS S
(1) ERSHP, HRITIN TS, AR ssh-keygen £ ENER,
ssh-keygen -t sm2 -m PEM -f /etc/ssh/ssh_host_sm2_key
(2) 7£ “/etc/crypto-policies/back-ends/opensshserver.config”
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X, EINEERIR, R~EIWT:
CRYPTO_POLICY="-oCiphers=aes256-gcm@openssh.com,chach
a20-poly1305@openssh.com,aes256-ctr,aes128-gcm@openssh.
com,aesl128-ctr,sm4-ctr
-oMACs=hmac-sha2-256-etm@openssh.com,hmac-shal-etm@
openssh.com,umac-128-etm@openssh.com,hmac-sha2-512-et
m@openssh.com,hmac-sha2-256,hmac-shal,umac-128@open
ssh.com,hmac-sha2-512,hmac-sm3
-0GSSAPIKexAlgorithms=gss-curve25519-sha256-,gss-nistp256-
sha256-,gss-groupl4-sha256-,gss-groupl6-sha512-,gss-gex-sha
1-,gss-groupl4-shal-
-oKexAlgorithms=curve25519-sha256,curve25519-sha256@libss
h.org,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp
521,diffie-hellman-group-exchange-sha256,diffie-hellman-grou
pl4-sha256,diffie-hellman-groupl16-sha512 diffie-hellman-grou
pl18-sha512,diffie-hellman-group-exchange-shal,diffie-hellman
-groupl4-shal,sm2-sm3
-oHostKeyAlgorithms=ecdsa-sha2-nistp256,ecdsa-sha2-nistp25
6-cert-vOl@openssh.com,ecdsa-sha2-nistp384,ecdsa-sha2-nist
p384-cert-vOl@openssh.com,ecdsa-sha2-nistp521,ecdsa-sha2-
nistp521-cert-v01@openssh.com,ssh-ed25519,ssh-ed25519-cer
t-v01l@openssh.com,rsa-sha2-256,rsa-sha2-256-cert-v0l@open
ssh.com,rsa-sha2-512,rsa-sha2-512-cert-v0O1@openssh.com,ssh
-rsa,ssh-rsa-cert-vO1@openssh.com,sm2
-oPubkeyAcceptedKeyTypes=ecdsa-sha2-nistp256,ecdsa-sha2-
nistp256-cert-v01@openssh.com,ecdsa-sha2-nistp384,ecdsa-s
ha2-nistp384-cert-vOl@openssh.com,ecdsa-sha2-nistp521,ecd
sa-sha2-nistp521-cert-vOl@openssh.com,ssh-ed25519,ssh-ed2
5519-cert-vOl@openssh.com,rsa-sha2-256,rsa-sha2-256-cert-v
0l@openssh.com,rsa-sha2-512,rsa-sha2-512-cert-v0l@openss
h.com,ssh-rsa,ssh-rsa-cert-vO1@openssh.com,sm2
-oCASignatureAlgorithms=ecdsa-sha2-nistp256,ecdsa-sha2-nist
p384,ecdsa-sha2-nistp521,ssh-ed25519,rsa-sha2-256,rsa-sha2-
512,ssh-rsa -oFingerprintHash=sm3’
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(3) 7£ “/etc/ssh/sshd_config” X{m, HFMIMTRE-
HostKey /etc/ssh/ssh_host_sm2_key
MACs hmac-sm3
KexAlgorithms sm2-sm3
Ciphers sm4-ctr
HostKeyAlgorithms +sm2
PubkeyAcceptedKeyTypes +sm2
FingerprintHash sm3
(4) AT T <, ER sshd ikS.
systemctl restart sshd
¢ IEXFin
(1) EXFIRPR, BTN TS, A ssh-keygen £ ENZER,
ssh-keygen -t sm2 -m PEM
BB 3785 RHRIGZESIBINREY “~/.sshfid_sm2” 7] “~/.sshfid_sm2.pub” .
(2) T TS, BRPRIEFIARS I,
ssh-copy-id root@5S{server_ip}
BB 3285 LR8OS {server_ ip#SHI RS IHEY IP WAL, SENIESLIFIE A,
(3) TN Ta<, ERAERRERHIT ssh TEBER,
ssh -o PreferredAuthentications=publickey -o
HostKeyAlgorithms=sm2 -o PubkeyAcceptedKeyTypes=sm2 -o
Ciphers=sm4-ctr -o MACs=hmac-sm3 -o
KexAlgorithms=sm2-sm3 -o FingerprintHash=sm3 -i
~/.ssh/id_sm2 root@${server_ip}
BB 3285 2R BGS{server_ ip#SHIEARESIHEY IP WAL, SENIESLIFIE A,

4.63 KERESEBIEERZNARNERIRSIH
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4.13 XRBHIEFERSSE2-OpenGauss

4.13.1 &Y
openGauss B X ARBEIERE, RAXKFin/RS SRR HIZ S LIZR

1, ZFFRENM—EZEHELI, VR, XS AMET B
LB

W A58 openGauss-1.1.0 ARM [RZE B, HITLENLE,

W RIERGHRE, FERILIREL openGauss HIEEH—HHTHR, EBESHE “F

BFEI .
B VB EZ YT openGauss HIE/ERTEEYEE CPU 5#F ssed.2 FIESE,
W EYIZE openGauss HHEERT, FEEH xml FAIE host-passthrough #Ezt, W THT:

<cpu mode="host-passthrough’/>

4.64 EPAL cpu mode E2E

4,13.2 £
SW_64 ZRIE AR
1 T T <, IEIREERHENERINE,
mkdir -p /opt/software/openGauss
chmod 755-R /opt/software
2 ITWTa<S, B LEENEEEREE,
cd /opt/software/openGauss
tar -xf Jopt/software/openGauss/openGauss-1.1.0-UO0S-64bit-all.tar.gz
tar -xf Jopt/software/openGauss/openGauss-1.1.0-UOS-64bit-om.tar.gz
BN 3280 ZR BB F RIS E RSN SRIRH L IEER A E R
3 AT T E<, AIMAF,
useradd omm
groupadd dbgrp
echo "123456 123456" | passwd omm
4 PITA &L, BIRLEBRHHEHNERNR.
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mkdir -p /opt/huawej/install/
chmod -R 777 Jopt/huawei/
chown omm.dbgrp-R Jopt/huawei/
chown omm.dbgrp-R /opt/software/
chmod 755-R Jopt/software/
mkdir -p Jopt/huawei/install/
chmod -R 777 Jopt/huawei/
userdel -fr omm
cd /opt/software/openGauss/script
sh -x auto_config.sh
5 T Tm@m<, B2 “/opt/software/openGauss/clusterconfig.xml’ =&
8 IP ik A9 ASH IP sk,
sed -i "s/localhost/xx.xx.xx.xx/g"
/opt/software/openGauss/clusterconfig.xml
6 RITHITa<, PITIRE,
./gs_preinstall -U omm -G dbgrp -X
/opt/software/openGauss/clusterconfig.xml
chown omm.dbgrp-R /opt/software/
7T BT T &<, AR,
su-omm
cd /opt/software/openGauss/script
JJgs_install -X /opt/software/openGauss/clusterconfig.xml
) 285
B YRX—# 1T
"fopt/huawei/install/om/script/local/../gspylib/component/Kernel/Kernel.py",
line 87, in start %75, 1&/H root RIRHA T Fir <o
sed -i "s/#enable_numa./enable_numa = false/g"
/opt/huawei/install/data/dbl/mot.conf
if numactl --hardware |grep "size.*0 MB";then
sed -i "s/#enable_numa.*/enable_numa = false/g"
/opt/huawei/install/data/dbl/mot.conf
fi
B YL ETEER IR SHE9#1R, U Failed to initialize the memory protect for

g_instance.attr.attr_storage.cstore_buffers (1024 Mbytes) or shared memory
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(1341 Mbytes) is larger., ZBATZETE, BTURTTH Fm <,
sync;echo 1> /proc/sys/vm/drop_caches
RIT LR S/E, WFHEBIFER cache, ULET, BRATTHITHS, /&2 shared_buffers,
RIS EHHEE R FHE postgressql.conf IEHXTIE#, T
/opt/huawej/install/data/dbl/postgresql.conf,
#max_process_memory = 3GB ###Z HiE 2GB, TIAIETT
#shared_buffers=256KB  #HHEREEEERLERRE
8 HITUITar<, BRIRSHEFBRS.
#gs_om -t start
#gs_om -t status --detail

4.13.3 BXRE

B /S35 openGauss: BURERZRF omm BEREUEEET =, £/ gs_om -t
start 75 < F 50 openGauss.
[omm@nodel ~]$ gs_om -t start
Starting cluster.

Successfully started.
B {Z1k openGauss: LURERZLRAF omm EREIEEET =, £/ gs_om -t
stop < {Z1E openGauss,
[omm@nodel ~]$ gs_om -t stop
Stopping cluster.

Successfully stopped cluster.

End stop cluster.
B £%& openGauss: LURERZKRF omm BEREIEEET =, £/ gs_om -t
status --detail #5$ %18 openGauss ZLHI1E o
[omm@nodel ~]$ gs_om -t status --detail
distName:UOS version:20 idNum:
[ Cluster State |
cluster_state :Normal
redistributing :No
current_az :AZ_ALL
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[ Datanode State ]

node node_ip instance state
1 nodel 192.168.0.128 6001 /opt/huawei/install/data/dbl P
Primary Normal

SN EEPE T HIERE T AL HIRVARSS 2% IP k)9 192.168.0.128, HUIREE
T HaEERE N “Jopt/huawei/install/data/dbl” .
EEWENBIEEE T RBUERIETH “postgresql.conf’ XHHEFIR
AS{ER, R~FINT:

[omm@nodel ~]$ cat fopt/huawej/install/data/dbl/postgresql.conf |
grep port

# (change requires restart)

port =26000

# amount of data between renegotiations, no longer supported
#ssl_renegotiation_limit=0

# Assigned by installation (change requires restart)
#comm_sctp_port=1024

# Assigned by installation (change requires restart)
#comm_control_port = 10001

# supported by the operating system:

# The heartbeat thread will not start if not set localheartbeatport and

remoteheartbeatport.
BB 35288 26000 H93HEE 2 F A9 TS

4.13.4 BUIBREEEIE

gsql & openGauss RIEMEMLIT FEITHSIEEEZLR, LLTART

BEREHIBENERRE, FRETETESREYE, ETRHFRER. ZTRN
FINEMER gsql EEHIERE, XT gsql FRAZENESZERIBESE gsqlo
B F/ gsql AHERE

1 DIRMERLAARF omm BEREIEEE T =

2 A gsql AHIERZE IR,
gsql -d postgres -p 26000

3 EEMIE, RAREREMNTERRTEIREEZKI.
[omm@localhost ~]$ gsql -d postgres -p 26000
gsql ((openGauss 1.1.0 build 392c0438) compiled at 2020-12-31
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20:08:06 commit 0 last mr )
Non-SSL connection (SSL connection is recommended when
requiring high-security)

Type "help" for help.

postgres=#

Hrh, postgres /9 openGauss T EEIAERBIEIERE, #ETTLL

EEDI SRR H TR EUEERNRIE, 26000 AEHEE T RmAS,

EIRIE openGauss FYSZ PRI AE IR,

4 BRERFEEBNEE, RIGEFIEARTE openGauss FIEER FRniA
HEZEB, THEIET—MAFPEA omm. ZEBA uoserpasswd BIFEF,
ALTER ROLE omm IDENTIFIED BY 'uoserpasswd' REPLACE '123456';

B £/ gsql imizi&Ez

& Eidgs_gucEitBERRE

1 DIRERARF omm BERBIEBEE T A,

2 BERFPIRINEAR, AWFEFmLL “jack” AP EZEIAN, Ltz
EEEZIEFER ‘omm” AR (BMEUEEMGRKRAR) - fld, TE
AOFREE RVF IP ik 192.168.0.127 R FiRiARIASH], Foasity
EEERE, HESEERERT MEOREIL jack” AR,
postgres=# CREATE USER jack PASSWORD 'Test@123';

3 BEEERRE,

[omm@nodel ~]$ gs_guc set -N all -l all -h "host all jack
192.168.0.127/32 sha256"

Begin to perform the total nodes: 1.

Popen count is 1, Popen success count is 1, Popen failure count is
0.

Begin to perform gs_guc for datanodes.

Command count is 1, Command success count is 1, Command
failure countis 0.

Total instances: 1. Failed instances: 0.
ALL: Success to perform gs_guc!
) 705

B -VN: all #7 openGauss HIFFE W,
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B -/ all X ZEHEIFTE LA
W -h: ZrETEELF ‘pg hba.conf’ EHHTEL,
W o/l FRAFE IS ER RIS,
W jack: FTEREEHEFENIF
4 ZRUUTRAFHENRSH “pg_hba.conf” {4,
host DATABASE USER ADDRESS METHOD

4.65 pg_hba.conf ECE Rl
192.168.x.x/32 "R EAIF IP #itib Ay 192.168.x.x BIENIEE, LAY
IP 3R BEJ openGauss ARV IP ik, EFERSIEH, BIRIERF
MM EHTEERBRNR. 32 RT"FMEHE RN 1 ALK, A
255.255.255.255, sha256 RE#ET jack AR BRI ER sha256
BANN®E, MNRBRK trust, MSIRUTEEIR:
gsql: FATAL: Forbid remote connection with trust method!

FATAL: Forbid remote connection with trust method!
EIEY, BT all KRFAERF, WE8IET jack, FILAEY jack BB1TE
Fall k@, SNE=EER all WEEEE,
BN 3285 1AM ERE 1T IHE BB
€ T gsql B RHIEIEEUEE

1 Mlroot BEREFin, LEEFHIAGHEE gsql WHITIFETE,

2 ITUTER<S, I “/tmp/tools” BX.
# mkdir /tmp/tools

3B HmMELEECEFH “openGauss-1.1.0-ODBC.tar” L £ Z|

“[tmp/tools” E&1Z T, BB ENRENFIMAE, BIRE

LIrERIES, FEIRERS, TEAEXGRMSEES, BIREX
R EEN NI TR,

4 AT T @<, MBEXMH.
#cd /tmp/tools
# tar -zxvf openGauss-1.1.0-ODBC.tar

5 MITWI T <, BREEETTRFIENRS S, ENHEEFREBR
TH bin BREIZF I “/tmp/tools” BRIZT, MEHEEREF IR
PITHE 6 121F
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# scp -r Jopt/huawei/install/app/bin
root@192.168.0.127:/tmp/tools
Heh, “/opt/huawei/install/app” /5 “clusterconfig.xml” >2ff
FRECE Y {gaussdbAppPath}E&1%,192.168.0.127 AE FimEY IP ik,
6 MITINTar<, KEBENMRTE, (ERFIRRE)
# vi ~/.bashrc
export PATH=/tmp/tools/bin:SPATH
export LD_LIBRARY_PATH=/tmp/tools/lib:SLD_LIBRARY_PATH
7T MITW TS, FIMEEEREEN. (EEFImEE)
# source ~/.bashrc
8 MITWI T <, HERMIEE. (EEFPIREE)
# gsql-d postgres-h 192.168.0.128-U jack -p 26000-WN Test@123

4.66 RAZBIEEAFER openGauss #iERE

LR

B postgres EEZIEITHIEES 7, 192.168.0.128 HHHEEE T i EHIIRE
28 IP A, jack FEEBAEERIL T, 26000 FHAEEZE B R A0S,
Test@123 Y71 EHHEFERIBF jack HIZHS,

B Z#Z openGauss HIHIESS openGauss TTEE—MIEAT, -h 75 ERT IP Htt iz 7y
Manager SRiE_FAIRAY coo.coolistenlp2 (K514l IP) BIERIE,

B 2L omm B AT FEE I,

W HIEETRETZHE, BIALEE A postgres BIEIEE, E— KEEHIEZERT
B LU EREF UL HHE

4.13.5 RIBHMIEER

REBUGHIEETN, EARNEIREFR R UEFERERNER, EERILUE
S ERARNER— MM EEEFCIZERRIRRIR,
B &R RITO TR elER,

postgres=# CREATE TABLE customer_t1(

c_customer_sk integer,
c_customer_id char(5),
c_first_name char(6),

c_last_name char(8));
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Hr c_customer_sk. c_customer_id. c_first_name f c_last_name 2

RIFERR, integer. char(5). char(6)# char(8) 23l XLEFEERHIRE,
B ARPEANEIE: mFR customer_tl FIEAN—1T, FIRERRBXLEFERE

KPLIMBWIRFFEDN, HERESHR. BERIEEREXS (E2) , B

R ERIRERIAR,

postgres=# INSERT INTO customer_t1(c_customer_sk, c_customer_id,

c_first_name) VALUES (3769, 'hello’, 'Grace');

4.67 openGauss ENFIREIR TG

¢ NRAFPEEMERPFENINF, LI XEFTIHRPIFE. 50, UL
T 5 LEMGRSHEEE,
postgres=# INSERT INTO customer_t1 VALUES (3769, 'hello’,
'Grace');

€ NRAFRAHEMBEFERNME, ol UZERN—L, REHRENTE
BHFER N FENRE(E, Fla0:
postgres=# INSERT INTO customer_t1 (c_customer_sk,
c_first_name) VALUES (3769, 'Grace');

postgres=# INSERT INTO customer_t1 VALUES (3769, 'hello");

€ AFRBAEILITRI M FEEEZEMTRMREE, Fli0:
postgres=#  INSERT  INTO  customer_tl (c_customer_sk,
c_customer_id, c_first_name) VALUES (3769, 'hello', DEFAULT);
postgres=# INSERT INTO customer_t1 DEFAULT VALUES;

€ IRFETRPENZIT, BERUTHL:
postgres=# INSERT INTO customer_t1 (c_customer_sk,

c_customer_id, c_first_name) VALUES
(6885, 'maps', 'Joes'),

(4321, 'tpcds', 'Lily'),

(9527, 'world', 'James');

4.68 openGauss BN\ ZZEIETGI
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NRFEMRPIBNASEIHIE, BRLbam<Soh, B UZRITIRA—ITE
B <L, EREALL <A MIEARER,

® NMEMNEERBENBUIEIHAIR, HIONERIEERRIET 1K
customer_tl &R customer_t2, MIEZEF R customer_tl F
BARFENEIR customer_t2 1, MATLRITIO TSRS,
postgres=# CREATE TABLE customer_t2

(

c_customer_sk integer,
c_customer_id char(5),
c_first_name char(6),
c_last_name char(8)

~
- .

postgres=# INSERT INTO customer_t2 SELECT * FROM customer_t1;

4.69 openGauss BIER R
€ NEERIBAIUED HFIRE, BIEERS HRIRWUNFEREERE
B AFERIUER, NXAHHIERR M IEE.
B BFRER: RITU TS HIBRR,
postgres=# DROP TABLE customer_t2 CASCADE;

4.70 openGauss MR RA
EMPRRAVEHE, EHRFMERNRSEMREERBIKRER, ThMPRXEXR
&, AEBRIERIRIR,
B ERRPHE. BAELEFHEEEEERHIENTHMUMER. ARRIUE
MEBRM—1T. FIETTHERENSR DT, EIURIERES TR, MHEM
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FERUAZEmM, A UPDATE s *EFHIMAETT, FEREUT=MER:
€ RNBMHNEETHNFES,

& FEHHE,

& EFEHMLETT,

SQL BEASNIBEITIRME —1R, AT EZEEFRTEEHH—1T.
BEALUBIERA—MIEMNITHIUREN RS, REEREFETEEN
BHE, A rILUOBE ERIEE —MRIZAY T,

B RMBABIENDS BESE SRR mRPIENBIE,

FEEIER customer_tl B c_customer_sk 3 9527 By B E X 0 9876
postgres=# UPDATE customer_t1 SET c_customer_sk = 9876 WHERE
c_customer_sk =9527;

4,71 openGauss BHRHFEBHE
XERRBITME AT UERRRNZEM, TS MEVANRIUBRZHREIX DR,
SET FHZRFEMHNFRE, MNFRENAIUREE, HAIUEE
ERIAN. FIE0, #BFFE c_customer_sk BYEE N 100:
postgres=# UPDATE customer_t1 SET c_customer_sk = c_customer_sk
+100;

4.72 openGauss HtEFHMICR
EXEEIRT WHERE 4], RARFRIMETEHEREN. NRHIMT
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WHERE ¥4, BBAREBLEREFZFHNITASWER,

£ SET FARMFSE—HE, ME WHERE FAFHEFESELEIR,
WHERE Z#A—EEBFNIR, 1T%HMpRERBRILUER,
FARRILATE— UPDATE ss S REMBEZSRIFE, /AR SET FaH7
HEZMHE, Bla0:

postgres=# UPDATE customer_tl SET  c_customer_id = 'Admin’,
c_first_name ="Local' WHERE c_customer_sk =4421;

4.73 openGauss BHIRTE &K MHHIER
M EEFMFERIEE, STEEEXGF=EXRENRFRTIS, EiRTEF
MRCRIBRRV IRt E T B, WE XM EEH/MERGE, FFiCRIBREYEE
EFdASTECMEANMEE, BNEREETH/MIRLVSERERTHNGR
T, TEHIHIT VACUUM FULL BURFFE S,
B EERTHEE

€ HITWITa<, FRARYEK pg_tables TREIEEFMBRMER

postgres=# SELECT * FROM pg_tables;
& HITIOT&HS, FH gsql W\d+HmSEBRNEM.

postgres=# \d+ customer_t1,;

4.74 openGauss EEXREM
¢ BTN TS, TR customer_tl EIREE,
postgres=# SELECT count(*) FROM customer_t1;
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4.75 openGasuu TiFRIZR
€ HITINTHS, TEER customer_tl BIFTEEUIE,
postgres=# SELECT * FROM customer_t1;

4.76 openGauss TIXRFFAHIER
€ HITNTamS, REEFE c_customer_sk BI%IE,
postgres=# SELECT c_customer_sk FROM customer_t1;

4.77 openGauss EifRPFEL
¢ RITITHS, TIEFEL c_customer_sk HES HIE.
postgres=# SELECT DISTINCT( c_customer_sk ) FROM customer_t1;

4.78 openGauss BHXRPFEHTIEESIERE
& HITINTEHS, TIBFER c_customer_sk J7 3869 HIFFE IR,
postgres=# SELECT * FROM customer_t1 WHERE c_customer_sk =
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3869;

4.79 openGauss AFHEIFRPICR
& HITWTHS, BBFER c_customer_sk #17HIF.
postgres=# SELECT * FROM customer_t1 ORDER BY c_customer_sk;

4.80 openGauss EHXRPICRHREIEETEHF
B BFRRPEHE: TEAXRNIRET, ARSFENFESHANEIE, MR
EAMKRAEITHMER. SQL FREEREIAIRIRIZIAYTT, ReE@E:I=ERHRIM
PRATILECRFMH#H1T. NRRPE—NIR, AP AILUEEAERNIT. BF
B] LU BRILAC S - BV — B 1780 E — R IIBRR P RIFA B 1T,
& £ F DELETE # < M B& 17, I 40 Ml BR &R customer_tl F FF A
c_customer_sk 79 3869 R R:
postgres=# DELETE FROM customer_tl WHERE c_customer_sk =
3869;

4.81 openGauss IRIBEFZFHFMRTPHFRIZR
€ HiITNTH<Tz—, SMBRERFPPIENIT.
postgres=# DELETE FROM customer_t1;
57
postgres=# TRUNCATE TABLE customer_t1;
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4.82 openGauss HilpRFzRFFFEIZR
& MEEeRNVZET, BiVERA truncate ;FEREUE, FEIVEA delete,
postgres=# TRUNCATE TABLE customer_t1;

4.83 openGauss JBEEXRHICR
€ HITINTHS, MERCIENR.
postgres=# DROP TABLE customer_t1;

4.84 openGauss kR

4.13.6 HAtR(E
B ZTERGAR. RTOENRIIN, WEELEERERS R, XERARE
& openGauss TEE B LUK openGauss LT Z FEHF#HIZANE B
A LUBEEHRARRKBEEXHIEENES. “BRRARNRSTE"
RENRNRBIEL TRENFAEAF AR R #EIAR R . #4750
e R B R ERA BTN RIXIB WA A IB&R. openGauss &
T TFRBENRARMNNE:
€ HEB PG NAARNIME, XERFARMMAEEE PG 7idk.
@ openGauss| FEHRARMNE, XERARMUEERE GS Fidk.
& EEHIEFEPEEHR, flW, 7£ PG_TABLES RAKXHEFE public
schema FEENFIBER
SELECT distinct(tablename) FROM pg_tables WHERE SCHEMANAME
='public’;
SERAMANTIXHE:
tablename
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err_hr_staffs
test
err_hr_staffs_ft3
web_returns_pl
mig_seq_table
films4
(6 rows)
B EEHUEERF: &9 PG_USER AIUEEFHIBEFMMERFNSIR, &0
ZEEFRF ID (USESYSID) FEFR,
SELECT * FROM pg_user;

4.85 BWMMBRARYIER
B EENEFELIEFESETHEIRIEG BIE PG_STAT_ACTIVITY R IAEBEILE
EEITHEIRIEG, HERIGESH track_activities 73 on,
SET track_activities = on;
€ 3 track_activities 3 on Y, BIBERAT WELHFEIEIRNIEIT
B8, EEERETHNEREM, UEEERSTHNERIEAFMEZE
EESZ. FITEENAR. ERRSKEIRXINAEY PID 951:
SELECT datname, usename, state,pid FROM pg_stat_activity;
datname |usename |state | pid
---------- S S S ——
postgres | Ruby | active | 140298793514752
postgres |Ruby | active | 140298718004992
postgres |[Ruby  |idle |140298650908416
postgres | Ruby  |idle |140298625742592
postgres | omm | active | 140298575406848
(5 rows)
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4.86 openGauss EIHIRESITIRE
9NR state FERETA idle, MREAIFEZLTF=RH, FHEAFPBANG D,
€ IRNEEETEFETANET®EM, WERANTHIES:
SELECT datname, usename, state FROM pg_stat_activity WHERE
state I="idle’;
¢ EEEECHIETHEE KNEN, it PG_TERMINATE_BACKEND i
#, RIELIZE ID ER=1E
SELECT PG_TERMINATE_BACKEND(139834759993104);
EREMINTER, RRERSIEH.

& 4.87 openGauss BUHEISIE
EREMINTER, RRBPHRITTERIFRIERVIENE,
FATAL: terminating connection due to administrator command

FATAL: terminating connection due to administrator command
gsql Z P ik{EFH PG_TERMINATE_BACKEND R¥4ER YFiSiEE AL
20, BERIRFAIRHMEZBIEE, BIE=IR[E “The connection to
the server was lost. Attempting reset: Succeeded.”
FATAL: terminating connection due to administrator command
FATAL: terminating connection due to administrator command
The connection to the server was lost. Attempting reset: Succeeded
B CIEMEERE: SAPNEEEFTN—KEESKRNEEFRNAEAS
M, MYXAERSRBAXLES G, BPMAIUEX—1ME, L,(@ﬁ@)i’%
XN, MESERRARE, T2V LILMREFEN, B— M ER. HiE
FERREBARENENX, MAFRREXNAETE, XEMIRNERERFE
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NERKRP, EEARFIBIELRETH, NAEFEHBNEIEBLREZR
T, MEPMEXLEi#, RERE—EO, BRI UERISEETRF X
HBHEIERZ V. MESXH5 | BHNHEEHREIT—/R,
¢ CIEME: RITUW TS, SIEHRMNE MyView,
postgres=# CREATE OR REPLACE VIEW MyView AS SELECT * FROM
customer_t1 WHERE c_customer_id >1000;
CREATE VIEW

4.88 openGauss BIEE
CREATE VIEW #11J OR REPLACE RJB R, Z7F7E OR REPLACE B,
RAEUBFEZRERMHEITE R,
¢ THME: HITWN TS, &I MyView HIE,
postgres=# SELECT * FROM MyView;
¢ EEEMENAKER: HITN TS, &if dba_users FIFHER.
postgres=# \d+ dba_users
View "PG_CATALOG.DBA_USERS"

Column | Type | Modifiers | Storage |
Description
---------- e

USERNAME | CHARACTER VARYING(64) | | extended |
View definition:

SELECT PG_AUTHID.ROLNAME::CHARACTER VARYING(64) AS
USERNAME

FROM PG_AUTHID;

4.89 openGauss ZiFME
& MIERAE: HITO TS, MER MyView HRE,
postgres=# DROP VIEW MyView;
DROP VIEW

4.13.7 FERM
BFRAER, RERATIRE, BEHKIMIIMARAH openGauss IE
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EREEHITRE, REMIFHFHIEED.

4.13.8 8%

Hig (e, WelE schema. BIERPXE. BIEE5IZE, 15S% opengaus
s BEMAYIESR: https://opengauss.org/zh/docs/1.1.0/docs/Technicalwhitep
aper/Technicalwhitepaper.html

4.14 B HBHEEE-MongoDB

4.14.1 &Y

MongoDB 28 C+HESHEH, B—MEF DB AN HEENFRIUERE
R4, TBARNERT, FMESHTS, SLRERS 21442, MongoDB
S7E59 WEB R FRIRMHAIT BRI S M AESURTZAEMA TS, MongoDB i§iR7E
RER—NSTHY, SIBEMIEBEE (key=>value) Y4B, MongoDB A4 T
JSON S4%, FEREFIUEEEMXIY. AR,

4.14.2 R¥
sw_64 A
# sudo yum install mongodb mongodb-server-y

4.90 &% mongodb

4.14.3 B

# systemctl start mongod.service
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# systemctl status mongod.service

491 BohHEIR mongodb RERTS
BINBERT, B MongoDB ERVIAK U TRANBER:
B HEEEBR: /var/lib/mongodbs
B HEXHBR: /var/log/mongodb.

4.92 FH mongodb B BHES

4,14.4 GBI

EEEXHMT “/etc/mongod.conf’ , {FH<option>=<value>fItg=,
AIAECE BRI fE A KBRS ThEE.
vi /fetc/mongod.conf
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4.93 mongodb ERIAECE R

4.14.5 EIELH

i#1d mongo < K& mongoDB RYER <!

mongo [options] [db address] [file names]

ZBIBhRFIREZRM 27017 inO, REBEXREHE, FIUFRFERAN
AR 2MZREA T EiEEE:

mongo 127.0.0.1:27017

& 1Bid--host Fl--port iEWIEE EHMiHH, —HIIRFIENE, MHENT
mongoDB shell, shell iRE—EENRE S, FIFAELD, XHASFMM
Z[EWRE, ERMENBRMNARIANLEGE, XEEEREMER.

4.94 E# mongodb $iEE
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4.14.6 BUEERZSIR(E
EHITIEENMIRIEZRT, & TR TE R shell #21E:
B db: ERIEIFREEEERE, EAIAN test,
B showdbs: FIHAIBEHIERE,
B show tables/show collections: FIHEIEETATRES,
B use <database>: ATFIIREIEE.
mongoDB Fi& B /N k3EE, BD admin # local, admin ARERRS
IR, local AREMIZEFIEIE. EEIAREDR, —PEFIRY local #IBEXS T
HEXLFIRRAT M,
fEF8 use <RI YR EIREE -
> use admin> use local> use newDatabase
B LLA use sp LR E — PN RIFERVEUEE , HEENEUER , mongoDB
REIEXPNERIERE:
> use newDatabase
> db.newCollection.insert({x:1})
WriteResult({ "nInserted" : 1})

4.95 ERMEBUEEHIBNEIE
Pl Edr S REIBESIEA— X1, R[E] 1 RAiENKLI, mongoDB Bxj
87 newCollection E£&F%IEE newDatabase, TEIEBIE— drivers &
a5, HITIEE R E,
W 6/} (Create) : MongoDB 12 insert 757482 14,
@ db.collection.inserOne()iEN &N
@ WriteResult({ "nInserted" : 1})
@ db.collection.inserMany()}fN %1 XX
@ db.collection.insert()}fi N8 &8 % 5% A4
XEBLL insert 7EH41:
>db.drivers.insert({name:"Chenl1fa",age:18})
>db.drivers.insert({name:"Xiaose",age:35})
>db.drivers.insert({_id:91,name:"Sunlfeng",age:34})
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ZEE, age:18 Ml age:"18"BF—#H, RIBBANZENE, FEIEANZE
FRIEB FHNFXIEWRKIEE_id, mongoDB = BNl NBIXXAEZARI0_id
FE&. fFH db.drivers.find()s<EIET & ZININIENRISCHY

> db.drivers.find()

{"_id" : Objectld("598964bd56b8c69aele5f36a"), "name" : "Chenlfa",
"age":18}

{ "_id" : Objectld("598964d456b8c69aele5f36b"), "name" : "Xiaose",
"age":35}

{"_id":91, "name" : "Sunlfeng", "age" : 34}

4.96 mongodb }ENEIERAI
B Z3X (Read) : MongoDB 1Eff find FiEEIRNMY, E— 1SR NEBEH
> /| BB X

> db.drivers.find()

{"_id" : Objectld("598964bd56b8c69aele5f36a"), "name" : "Chenlfa",
"age":18}

{ "_id" : Objectld("598964d456b8c69aele5f36b"), "name" : "Xiaose",
"age":35}

{"_id":91, "name" : "Sunlfeng", "age" : 34}

>/ & name 7 Xiaose BINHY

> db.drivers.find({name: "Xiaose"})

{ "_id" : Objectld("598964d456b8c69aele5f36b"), "name" : "Xiaose",
"age":35}

> /] Bk age KTF 20 B

> db.drivers.find({age:{$gt:20}})

{ "_id" : Objectld("598964d456b8c69aele5f36b"), "name" : "Xiaose",
"age":35}

{"_id":91, "name" : "Sunlfeng", "age" : 34}
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& 4.97 mongodb &Rl
ERRBANSgt W FARAFS>NEN, EZNSHOAUEANEE
(projection, ‘AN, BEILFEBEL DR RER. BEHFEXLF
Titfe, BHIRNEL, BEREHTEBER) SIHMSEIE:
> db.drivers.find({age:{$gt:20}},{name:1})
{"_id" : Objectld("598964d456b8c69aele5f36b"), "name" : "Xiaose" }
{"_id":91, "name" : "Sunlfeng"}

4.98 mongodb ZEiRH 2
LRGSR E age ATF 20 BXHE, IR[E] name FE, HFHEHEFE, &
EXHEPFEAN 1IHEBERTES, 0 WRERTHR, IUKESZITNFR
A 180, BREEREER. BRLtbz4h, EeILUEE count. skip. limit &
g%t (Cursor) FiE, IEXEEEHHRITAIN:
> db.drivers.find().count() #1&EiAxX4E 8 3
>db.drivers.find().skip(1).limit(10).sort({age:1})
{"_id":91, "name" : "Sunlfeng", "age" :34}
{ "_id" : Objectld("598964d456b8c69aele5f36b"), "name" : "Xiaose",
"age":35}

4.99 mongodb ZEiERHGI 3
ERERHLT 1 4, RHlEL 10 4, M name FRIEFHRF (K
FORER, NMOofixkF) WHER, AILUER Cursor FEFH pretty
FiE, RASHXENZ MY, 5 EEEERENXAEMECE X HRYEHE:
>db.drivers.find().pretty()
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4.100 mongodb &M 4
B HF (Sort) : £ MongoDB A {ER sort() A AX #iE#H1THER . sort() /5%

ALUBESHIEEHIFNTFE, HER 1 -1 RKisEHFNA, ER 1R

AT, -1 2R FREREHS,

@ &% sort()AEEAIE RN TR,
>db.COLLECTION_NAME.find().sort({KEY:1})

@ Ff): LUTEFETRT drivers E&HEIEIRTER age MIBERHEY,
>db.drivers.find({},{"name":1,"age":1,_id:0}).sort({"age":-1})
{"name" : "Xiaose", "age" : 35}

{"name" : "Sunlfeng", "age" :34}
{"name" : "Chenlfa", "age" : 18}

& 4.101 mongodb ZEifiRfl 5
B i (Update): MongoDB #&fft updata 7532 EH#H >4,
@ db.collection.updateOne(): BFRZ—NRTEFHHIY,
& db.collection.updateMany(): EHFFIERTEFERISY,
@ db.collection.replaceOne(): BRRZ—MRTEEHRIX,
@ db.collection.update(): BINEFH—IX1, AIEE multi SHEER
E20 ¢ =
Pl update() &R, BT
>db.collection.update(
<query>,
<update>,
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{
upsert: <boolean>,
multi: <boolean>
}
)
BEBHEX:

€ query AEEEMN

€ update ERAIX L,

& upsert HE, EFHTIHENY,

& multi HE, BFFAIEREZHIIE,.

TEHLE name FE A Chenlfa I, FH age FE&H 30, FHARmM
BaFE:

> db.drivers.update({name:"Chenlfa"},{name:"Chenlfa", age:30,

height:173})
> db.drivers.update({name:"Sunlfeng"},{name:"Sunlfeng", age:34,
height:171})
> db.drivers.update({name:"Xiaose"},{name:"Xiaose", age:35,
height:176})

4.102 mongodb EHIERRAI 1
EIENE, MREFHXEREN age FE, BBAXEEHEF f{age: 30},
mA=&{name:"Chenlfa", age:30}, EBRNEHEE, EEHE set 152,
set (NEIRFRINIEEFER:

> db.drivers.update({name:"Chen1fa"},{Sset:{age:30}})

4.103 mongodb EFIZRRMI 2
MNREBAT NI XEAEZENIHEREAN, BB upsert BEIKEEE:
>db.drivers.update({name:"Alen"},{age:24},{upsert: true})
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4.104 mongodb EHIER R 3
update FERINERRAEM— DX, NREBEMTEFHNREXE, &
1 multi IR AEE, FHEMASset 152!

>db.drivers.update({age:{Sgt:25}},{Sset:{license:'A'}},{multi: true})
> db.drivers.update({age:{Slt:25}},{Sset:{license:'C'}},{multi: true})

4.105 mongodb E#IZRR=HI 4

RALER:

> db.drivers.find()

{"_id" : Objectld("598964bd56b8c69aele5f36a"), "name" : "Chenlfa",
"age" : 30, "height" : 173, "license" : "A" }

{ "_id" : Objectld("598964d456b8c69aele5f36b"), "name" : "Xiaose",
"age": 35, "height" : 176, "license" : "A" }

{"_id":91, "name" : "Sunlfeng", "age" : 34, "license" : "A" }

{"_id" : Objectld("598968bh3edleccefl7e79abe"), "age" : 24, "license" :
e )

>

4.106 mongodb MEEFEMICR
B %5 (Index) : RIIBEEBRANRESEANYEX, WIREERS,
MongoDB 7EIREN BRI A A E S PSS N X HHEAERSEIFR
HHIER,. IMAESESHNTIREXEEEEEN, FAITELEXRSNEIE
B, FHIUEREE]LHHEZE/LOH, XN 4EEIEEHGN, &
SR HRNEIRSEN, R3FEEET— IS TEDENNHIEESH, R3I2
X BB R —FIH S5 A EH#H T THER B —TEEH,
@ createlndex()757%: MongoDB £/ createlndex() /57ARBIERSI,
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A EE: 7300 KFEFIBIBES FEH db.collection.ensureindex(), 2 /5HIMR 7 1EHE
db.collection.createindex()5:%, ensureindex()ifEE/H, S=Z createlndex()FIFlE.,

1&i&: createlndex()FEEAIEEER UM TR,

>db.collection.createlndex(keys, options)

EER Key BENEECIRNRSIFE, 1 HiEERAFLIERS], IRE

BIRE R EIBR5HEEN-1 B E],

5

>db.drivers.createlndex({"age":1})

4.107 mongodb BIFEZES/RFl 1
createlndex() AEPEBM AT LU EFRZ N FEEIRERERS| (RRABHIE
FERIMEESRSI) -
>db.drivers.createlndex({"age":1,"height":-1})

4.108 mongodb BIZEZRS /Rl 2

ERaRIBRSI:

db.drivers.createlndex({"age":1,"height":-1}, {background: true})

WIS 7E 8IERZES BTN background:true BYEI, LI TEEREHIT.
& HMRE

ERRARSI:

db.drivers.getIndexes|()
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4.109 mongodb EiHZE3|

ER/ESRS|K

db.drivers.totallndexSize()

4.110 mongodb EFEARS|K/
L SIEERSI:
db.drivers.dropindex("Z5|Z#R")

4.111 mongodb MIBRIEEZRSI

RIBRSESFRRRSI:

db.drivers.droplndexes|)
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4.112 mongodb MIBRFAEZRSI
W % (Delete) : MongoDB &t T delete 75 EMIBRS A,
@ db.collection.deleteOne(): MIFRRZ—NRTEFHRII,
@ db.collection.deleteMany(): MIBRFFE TSR HRIHY,
@ db.collection.remove() MiFgc—NaZCH,
LA remove FiERHI:
>db.drivers.remove({name:"Xiaose"}) ##IERFFE name 7 Xiaose AIS 1Y
> db.drivers.remove({age:{Sgt:30}},{justOne:true}) #MIBxFFE age XF 30
FIPEE
> db.drivers.find()
{"_id" : Objectld("598964bd56b8c69aele5f36a"), "name" : "Chenlfa",
"age": 30, "license" : "A" }
{"_id" : Objectld("598968b3edleccefl7e79abe"), "age" : 24, "license" :
ey

4.113 mongodb MFFIZH
MongoDB 1=t 7 drop 7ZEMIBRES, R[] true REMIFRESHIL:
>db.drivers.drop()

4.114 mongodb MipRES
B <FLF): X mongoDB ARSS.
> use admin
> db.shutdownServer()
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4.115 % mongodb RS
W A exit 3 Ctrl + C Wi iE,
> exit
B Htig(E: HthIhgEERIES%E mongodb EMIESR.
@ https://docs.mongoing.com/

@ https://www.mongodb.org.cn/tutorial/
4.15 Haproxy fa#i9f

4.15.1 &7
HAProxy BH C i ESASETEHEERN—NSMIBE. EeEAN
ESSEIRG, HMRE g R L ARG, RIS ERMBIARZSH HAProxy
BEDAEKMRAEMEIWRR, HXRTEEEE, ElhEFESHIEINEE,
H R=
& HIEFEINEN, BT frontend $5$ KL,
& BESRA Nginx B9—LEER = Ebi0 Session RU{RIF. Cookie M3 SE T F.
¢ ZHEHRRSRERENE, BohXIKERS.
€ TR LS —#, KENNMREB—ROEIIEIMY, BAMKE LRI
HAProxy Btk Nginx BEEHBNAEINEIRE, THALNE LM
T Nginxo
¢ FNZFNENCELEER,
@ FEXTIEKRAY url A header RRVESMIITER, BN ERLE M HII%,
¢ EFHITERE web IE,
€ BEMHEFEAD A A http KER.
¢ FEEFZIHESMOEINEEE,
W #=
& EHRENNEZTEER/HIE, BAWE softrestart, B&H Nginx B
reaload EAFBEM R
@ 2 HTTP cache Ih8E,

4.15.2 R

# yum install haproxy -y
# systemctl stop firewalld
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# systemctl disable firewalld
# setenforce 0

4.15.3 k&
BCEXfHF: /etc/haproxy/haproxy.cfge
B8 385 haproxy BEXHTHHLBIEE (globalsettings) FILEEE (proxies) , MftEER
EHBE defaults. frontend. backend. listen.
B global settings: £/FEHICE, HFEX haproxy HFEEBEZEREEEHESH,
B defaults <name>: BNILESH, TEBIERBFZILE, &HE%H, ZUNLES
AT F—1""defaults "EFTIZIE,
B frontend <name>: FIlHAIE, EX—RILWTHIERT, XLEEFAIEZE
IBERHES ZBIIERE, FUENTZ N g
B backend <name>: |FIFICE, EX/FEREE, FllntIERS#IGEIEE )5
KIBEZXLEIRE S, M nginx FHY upstream.
B /isten <name>: EX—ZAFIimtlEinlIT R, AJEEREN frontend+backend, &
BT TCP iEtEE,
B name EHETBASGHNGFE, #HF -\ |\ A,
UTZB—MECERH:

# Example configuration for a possible web application. See the
# full configuration options online.
#  https://www.haproxy.org/download/1.8/doc/configuration.txt

log 127.0.0.1 local2
chroot /var/lib/haproxy
pidfile /var/run/haproxy.pid
stats socket  /var/run/haproxy.stat mode 600 level admin

user haproxy
group haproxy
daemon
maxconn 4000
defaults
mode http
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log global
option httplog
option dontlognull
retries 3

timeout http-request 5s
timeout queue 1m
timeout connect 5s
timeout client 1m
timeout server 1m

timeout http-keep-alive 5s

timeout check 5s
maxconn 3000
stats uri /stats

frontend main
bind *:80

default_backend http_back

backend http_back
balance roundrobin

server nodel 127.0.0.1:5001 check
server node2 127.0.0.1:5002 check
server node3127.0.0.1:5003 check
server node4 127.0.0.1:5004 check

4.15.4 THAk(ER

http faZ39RES
1 MRECE.
*4.10 AEHEIMREE
TRER IP thht REMEF
DETR 192.168.0.10 haproxy
RS = 192.168.0.20 httpd
RS T = 192.168.0.30 httpd

2 HAProxy ECE: 1£ “/etc/haproxy/haproxy.cfg” &, S AN THA,
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global
)
defaults
(B%)
frontend http
bind 0.0.0.0:80
default_backend http_back
backend http_back
server s1192.168.0.20:80 weight 3 check
server s2192.168.0.30:80 weight 3 check
3 BT TE<, &EB HAProxy BRS.
# systemctl restart haproxy.service
4 RBTAEE : AHERPTIRSTRERITUN TS, 23 httpd, FE5h httpd.
# sudo yum install Attpd php -y
# sudo systemctl stop firewalld
# sudo systemctl disable firewalld
# setenforce 0
#sudoecho “S{ip}” > Wvar/www/html/index.html
# sudo systemctl start /tipd
5 1A HAProxy: 34ia http://192.168.0.10 BY, HAProxy £¥iERER D L4
http://192.168.0.20 #1 http://192.168.0.30,

< C A 73z 1R
= omA B Linux BB FAEEESLE B LinodETHRER BB SEGE B Hrpm

s1192.168.0.20

4.116 ifia) HAProxy ~fil 1

< C A 7<% | SR
: B Mm Linux BB FFRESEE B LnuETiRERN W

s2192.168.0.30

4.117 iAia) HAProxy 5l 2
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6 ifiA) http://192.168.0.10/stats, BEERSZS T/,

<« C A F2S | EE—tats

HAProxy version 2.0.14, released 2020/04/02
Statistics Report for pid 46413

#ogm B lnuc B8 FFREEN B LnoofSiRes B ASG B dome B AT B RSE B ce B OBS B centos BN openfulerit® M deepin By Goo

> General process information

P
/e or backup SOFT STOPPED for
Note: "NOLE""DRAIN" = UP with |oad-bal

[active up backup UP Display option:
pid = 48413 (process #1, nbproc = 1, nbihread = 2) active UP, going down  [f| backup UP, going down « Scope
0d Oh i 7 acti WN, going up Lbackup DOWN, going up + Hide DOWN servers
active o backup DOWN | |not checked Refresh now
“sec; bit rate = 0.000 kbp: cti DOWN for m: CSV export
active

r\:\s
umui out. \Mlm\mlwl s

\4415\ 1ses| o] o 1]

ytes. Denied Errors War er
LbTot [Lest in Out  Req Resp Req Conn Resp Retr
5| 10s| 2454 6525 0 [ of o 23sUP | L40KinOms 3 B
a| 10s| 1964] 5224 0 o] of o 23sUP | L40Kinoms 3 =
9| 10s| 4418| 11749] o 0 [ o] o 23s UP 6 0

H
il g

f

£
~<<g§

;

4,118 HAProxy ARSS T3l

mysql NERTFH
1 IMRECE,

ll\\#ﬂ IP iﬂﬂ
ﬁﬁ"'ﬁf‘ 192.168.0.10

& 4.11 mysql WEFTRFREE

REWH
haproxy

RS TR 192.168.0.20

mariadb

HE;':‘D,.“ 192.168.0.30

mariadb

2 HAProxy ECE: 1£ “/etc/haproxy/haproxy.cfg” &, S AN THA,

global
)
defaults
(B%)
listen mysql
bind 0.0.0.0:7306
mode tcp
balance roundrobin
server mysqll 192.168.0.20:3306
server mysql2 192.168.0.30:3306

listen stats
bind 0.0.0.0:80
3 BT T %, &EB HAProxy BRS.
# systemctl restart saproxy.service
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# netstat -plantu | grep 7306
4 RBTREE: 23ER RS TRATU TSRS,
# yum install mariadb mariadb-server-y
# systemctl stop firewalld
# systemctl disable firewalld
# setenforce 0
# systemctl start mariadb
# mysql -uroot -p
MariaDB [mysql]> GRANT ALL ON *.* TO 'haproxy'@'%' IDENTIFIED BY
'123456';
MariaDB [mysql]> FLUSH PRIVILEGES;
5 HITINTE<, £ haproxy IZFEERE mysql ARSS25,
yum install -y mysqg/ (&&HB mysql EFiR, WBERE)
mysql -uhaproxy -p123456 -h 192.168.0.20
mysql -uhaproxy -p123456 -h 192.168.0.30

4.119 1£ HAProxy RS IEIZER mysql RS 28
6 TEHEMARSS2:ET haproxy ER mysql: EEMAIPRSS 2S5 LI haproxy B9
ARS5 28ttt 192.168.0.10, HELREEZEIMIERE, 7306 BEEEEX KL
BMiREO, @id haproxy B9 7306 i%O1i5iR mysql B9 3306 %M.

4.120 3&@id HAProxy i8] mysql #3422
7 ¥%588i518) http://192.168.0.10/stats, HI TFEIFIRIES.
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&« C A =2 | S tats

B OmEF M Linux B FRESE(SSE BB LnuxRfTiRER B ARGS B RopmES B AT M EESHE M coe B O0BS M centos M openEl
HAProxy version 2.0.14, released 2020/04/02

Statistics Report for pid 46626

> General process information

five UP backup UP Disp
pid = 46626 (process #1, nbproc = 1, nbthread = 2) active UP. going down backup UP, going down .
uptime = 0d 0h00m16s ) i active DOWN, going up | |backup DOWN, going up
sys s: m unlimited; ulimitn = 8030 -
i it fpfins ikl active or backup DOWN | |not checked
current conns = 2; current pipes = 0/0; conn rate = 1/sec; bit rate = 0.000 kbps active or backup DOWN for maintenance (MAINT)
i

live or backup SOFT STOPPED for maintenance
Note: "NOLB"/"DRAIN" = UP with load-balancing disabled.

Running tasks: 1/18; idle = 100 %

Cur Max Limit Cur Max Limit Cur Max Limit Total | LbTot Last In Out Reqa Resp Rea Conn Resp Retr Redis Status  LastChi
Frontend o o -[ o] of 3o o of of o of o OPEN
mysall o o - o o o o 2o 0 o o 0 of o 0| no check
mysql2 o] o o] o o o s 0 o] o 0 0 of o 0| no check
Backend | 0| 0 of o of of 30 o of 2[of of o [ [ of o 0| 1esupP

T
Queue Session rate ‘Sessio Bytes. Denied. Errors. Warnings

Cur Max | Limit Cur Max Limit Cur Max Limit Total LbTot Last In | Out Req Resp Req Conn Resp Relr Redis Status LastChl
Frontend e -| 2] =2[ scee] 7 1652| 1185] o0 o] 1 OPEN
Backend | 0| o of 2 of 1| 300 4 o| os| 1652 1185 0 4 of o 0| 16sUP

4.121 HAProxy 12 mysql & BIRS K& TG

HAProxy zhfs 5 &
Eb%ﬁj\%}_ig IH'T%??F@UJ\ﬁmﬂﬁﬂﬁﬁ*ﬂﬁbuﬁﬁE"JHE%%%%\EE 2 %)

HAProxy iRIEFFH URL SHHNEERX D 2RI NHAEZHENME,
HAProxy T{E7E OSI7T E o
MEFESEIE BEAPREEEKEN, BRRROIZNTIHEAES
FAESBESBNIETERZZRFTERBRMA WEB X EFEXK, 1§U§D<img
Sre=xxx/xxx.jpg>F html ZHIRIRE . LLEY, HAProxy WEIIFR A xxx/xxx.jpg
HIEKESHIEA.JPGC EEN R REFHRSINHE, =MEHNVFEHSIIELZEIFXK,
=REXGHF; NRIEKRNZ.php EENNSAERSESNENTRPE, 4
ML T chER D BRR.
1 RECE
R 4.12 HAProxy EhEé5) BIRIRACE
PRI,EE IP 3teht R

DERTR 192.168.0.10 haproxy
BSTR 192.168.0.20 httpd
MBS 192.168.0.30 php. httpd
2 haproxy TRECE: 7 “etc/haproxy/haproxy.cfg” &, AW TAR,

global

(B%)

defaults

(B%)

frontend public

bind 192.168.0.10:80 name clear
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use_backend dynamic if { path_end .php }
default_backend static

backend static
balance roundrobin
server webl 192.168.0.20:80 check inter 1000

backend dynamic
balance roundrobin
server web2 192.168.0.30:80 check inter 1000
3 BRERS TR
B ST
[root@localhost html]# yum install Atipd -y
[root@localhost html]# pwd
/var/www/html
[root@localhost html]# cat /index.htm!
<p align="center">
<img src="/icons/123.jpg" />
</p>
[root@localhost html]# ep 123.jpg /usr/share/httpd/icons/
[root@localhost html]# systemctl restart /Httpd
B &R
[root@localhost html]# yum install p/p httod -y
[root@localhost html]# pwd
/var/www/html
[root@localhost html]# cat /index.php
<?php phpinfo();?>
[root@localhost html]# systemctl restart Attpd.service
4 HITUITa<, ERB HAProxy BRSS.
[root@localhost html]# systemctl restart /1aproxy.service
5 imial HAProxy: XiFIBAAIE, X EE283A00] 192.168.0.10, BIANFTHEHST =
HY SR E,
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€ > C A FE: | S

& 4.122 HAProxy B8 T = UmE

6 N 192.168.0.10/index.php, MITHMZENET =8 php RH,

i A W Linux DR FRRE(SEE B Lnocok(TiRER B RKEGC B HomE B 25 M HRSE M cve B OBS M centos MM openEulerit®

¢ 5 C A rzs NERPWNST

Php,

A B Lnux BB OFRRSSH B LnoodTREN B REC B Home B AT B ESE M e B OBS M centos M openfuleritX M deepin By Google #iF G Googl

System Linux in 4.19.90-2101.100055.up1 #1 SMP Fri Jan 15 01:30:02 UTC
2021 aarchéd

Build Date Jan 15 2021 07:33:17

Server API FPM/FastCGl

Virtual Directory Support disabled

Configuration File (php.ini) Path Jete

Loaded Configuration File Jetc/phpini

‘Scan this dir for additional .ini files /Jetc/php.d

Additional .ini files parsed Jetc/php.d/10- d

in, -pgsqlini,
ode.ni, Jetc/php.d/20-shmop.ni,

Jetc/php.d/20- ini, /€5c/php :uzv “snmp.in,
Jetc/php.d/20-saiite3.ini, / /Php.d/20-sysvsemiri, /etc/php.c/20-
mini. idyin, fetc/php.d/20-tokenizerini
i Lini, /etc/php.d/30-mysaliini, mysalin
peo_odbe.ni, pdo_pasellini, pdo_sqlitein, /eiz/php.dﬂﬂ i
Jetc/php.d/30 ini, /etc/php.d/30-smirpcini ete/php.diguestis php.ni

PHP APL 20170718

g

4.123 HAProxy sh&T mlHE

7 BEERST RS WE28iA1R http://192.168.0.10/stats, R R TEFFT

BER.

€ > C A F&2 | HEEEERsats

HAProxy version 2.0.14, released 2020/04/02
Statistics Report for pid 46667

A B Lnux B FEESS B LnuASTRER B ARG B #HEems B AT B RFEE B oe B OBS M centos

B of

> Gi | process i 1

active UP backup UP

pid = 46667 (process #1, nbproc = 1, nbthread = 2) active UP, going down backup UP, gaing down
uptime = 0d 0h02m23s s i active DOWN, going up | |backup DOWN, going up
system limits: memmax = unlimited; ulimit-n = 8031 :
maxsock = 8031; maxconn = 4000; maxpipes = 0 active or. backup DOWN  [finot checked
current conns
Running tasks: 1/19; idle = 100 %

. current pipes = 0/0; conn rate = 2/sec; bit rate = 0.000 kbps active or backup DOWN for maintenance (MAINT)
active or backup SOFT STOPPED for maintenance
Note: "NOLB""DRAIN" = UP with load-balancing disabled

E
H

| o[ 1] s0o] 2| 1mzes| 815] 197 140]

4.124 EE HAProxy IRSIRTS
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4.16 X¥IE-Flink

4.16.1 &7y

Apache Flink 2—MERMHHRAEZE, BFELENEREIERL
HTERSITE, Flink 38T RERE ¥ NNEBIRETIET, MUREPHNE
EAEAIERITIHE, UTREES L 1.12.0 BRas A,

4.16.2 EpE
SW_64 ZRIE R HF

1 BT Ter<, RE flink &,
#yum install link-y
#yum install java-1.8.0*-y

2 1T TFER<, ECE JAVA_HOME,
#tail -n 4 /etc/profile
export
JAVA_HOME=/usr/lib/jvm/java-1.8.0-openjdk-1.8.0.272.b10-7.uel20.aarc
h64
export JRE_HOME=S${JAVA_HOME}/jre
export
CLASSPATH=.:$JAVA_HOME/lib/dt.jar:$JAVA_HOME/lib/tools.jar:$JRE_
HOME/lib
export PATH=${JAVA_HOME}/bin:${JAVA_HOME}/jre/bin:SPATH

3 AT TS, BohEE.
# cd /opt/apache-flink-1.12.0
# ./bin/start-cluster.sh

4.16.3 i5i7) web T

FTFFXI 28, 1718 http://${localhost}:8081 1 ZE 53 k2SHY web Hijlf, FHH
F—UIERE, ANTIBEsI— 1R E— JobManager # TaskManager Bzt Flink
£,
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g, Apache Flink Dashboard

© Overview
Available Task Slots Running Jobs

Job Name Start Time Duration End Time Tasks Status

Completed Job List

Job Name Start Time Duration End Time Tasks Status

4.125 Flink &£2¥R%51

4.16.4 TEEZE

XA URHITOTHS, BIKE logs BRTHNAEXHRRIIRALARSE
IFTEIETT:
# tail log/flink-*-standalonesession-*.log

4.16.5 BITIH

1 Flink B9 binary release =B E&—> examples (Rf) BR, EH
FRE] AR XA DlE SN RFIE jar B34
[root@localhost examples]#ls ./~
./batch:
ConnectedComponents.jar DistCp.jar EnumTriangles.jar KMeans.jar
PageRank.jar TransitiveClosure.jar WebLogAnalysis.jar
WordCount.jar

Jgelly:
flink-gelly-examples_2.11-1.12.0.jar

./python:
table

./streaming:
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IncrementallLearning.jar SessionWindowing.jar
StateMachineExample.jar Twitter.jar WordCount.jar
Iteration.jar SocketWindowWordCount.jar
TopSpeedWindowing.jar ~ WindowJoin.jar

.Jtable:

ChangelogSocketExample.jar StreamSQLExample.jar
StreamWindowSQLExample.jar WordCountSQL.jar
GettingStartedExample.jar  StreamTableExample.jar
TPCHQuery3Table.jar WordCountTable.jar

3261 1 WordCount
WordCount 2 AFIERFAHA “HelloWorld” , tAILUTE—{ X &&E
SHRARERFNHIMIR, B LUEIHITLL T < KizTT WordCount {3
./bin/flink run ./examples/batch/WordCount.jar
BN p28g: Bt I AT I ST, EERE I TIEER T BB T2 AN EHE,
MRFZEFA WordCount i it BEESLEUE, EREEGBEFHEEUERH
K1, fFI40:
AN B SR FGEE—IITEE, FI hdfs://s
# .[bin/flink run ./examples/batch/WordCount.jar --input ~/data --output
~/result
Job has been submitted with JobID e8630f0b63120d501b92d85e733e51d6
Program execution finished
Job with JoblID e8630f0b63120d501b92d85e733e51d6 has finished.
Job Runtime: 462 ms
WIT ERRERE, BT Web RELIIEEI R BIETNHAIETT!
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Apache Flink Dashboard = Version: 1120 = Commit: DeadDOd0 @ 1870-01-01T01.00:00+01:00  Message: ()

@ Overview

Available Task Slots Running Jobs
= Jobs

otal T 1 k Manac 1 3 i 0 i §

Running Job List

Job Name Start Time Duration End Time Tasks Status

Completed Job List

Job Name Start Time Duration End Time Tasks Status

4.126 M Web IHEEMEUARE
BEATURITI TS, BEFBTESR.

B mAXH

# cat ~/data

hello

how are you

fine

thank you

and you

lam

fine too
B mHER

# cat ~/result

am1l

and 1

arel

fine 2

hello 1

how 1

il

thank 1

too 1l

you 3
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3265l 2 SocketWindowWordCount
ME, HENTEEBITL Flink KBRERF. ERMNERF IR, 55 %17
Ef—R1EHI 5 RSN RIFEIMARE, AR ERFEZEEHP, LIEBEIEIF
=HIRE,
1 AT T e, BohAitiRsS 25,
Snc-1 9000
2 EFTA—1&im, &R Flink 22/
S ./bin/flink run examples/streaming/SocketWindowWordCount.jar
--port 9000
Job has been submitted with JobID
2b2b0bf4ea55e45c17d0de52fb3a202b
3 EFNIZ R netcat FRE, WA—LFRF, Fla0:
lorem ipsum
ipsum ipsum ipsum
bye
4 17 “Ctri+c” RERERBN, AIUEIE N RENERFRITHRI.
[root@localhost apache-flink-1.12.0]# ./bin/flink run
examples/streaming/SocketWindowWordCount.jar--port 9000
Job has been submitted with JobID
2b2b0bf4ea55e45c17d0de52fb3a202b
Program execution finished
Job with JoblID 2b2b0bf4ea55e45c17d0de52fb3a202b has finished.
Job Runtime: 123983 ms
5 10& Web RE, UKIEEEERIMHAIETT,

Running Jobs

nnnnnnnnnnnnnn

‘‘‘‘‘‘‘‘

4.127 Web Int@ERARTS
6 MITHFes<, BERERITER.
# tail log/flink-*-taskexecutor-".out
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lorem: 1
ipsum: 1
ipsum: 3
bye: 1

4.16.6 {S1ESEEY
# ./bin/stop-cluster.sh

Stopping taskexecutor daemon (pid: 18466) on host
localhost.localdomain.

Stopping standalonesession daemon (pid: 18209) on host
localhost.localdomain.

4,17 izBHT R AWX

4.17.1 #R

AWX B— MR XINE, REATEIE Ansible BRI E. AWXITE
7E GitHub L, HiRHETF Web BVAF R E. REST APl #li&FF Ansible B9E
55|%

Ansible E—RFAREZEETLH, oB&ITE. BAEEE. NARERITE.
NEARS k. IFERAMFZEM T 7. BEMB AWX IT6miRiLEgeg L
HEFNEBZE Ansible Playbook, HiRHEFHWHEIER. FitHRARE,

4,17.2 RHE AWX
sSw_64 MBI
1 AT T8RS, RE awXo
yum install awx -y
2 HITI T A<, BB psotgresql HUERE
postgresql-setup /nitdb
cp -f fvar/lib/awx/setup/pg_hba.conf /var/lib/pgsql/data/
chmod a+r /var/lib/pgsql/data/pg_hba.conf
systemctl start posigresql/
cd var/lib/pgsql/data
su postgres
3 AT T E<, BIBE—NIGEIERE, SUEEZTA awx.
createdb awx
4 AT TS, BIEBRRARF awx. BIENEEREXBANEL,
createuser -s -P awx
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exit
5 T T <, BLE redis.
cp -f var/lib/awx/setup/redis.conf /fetc/redis.conf
chmod a+r /etc/redis.conf
6 MITW <, &R “credentials.py” E2E X
Vi /etc/tower/conf.d/credentials.py
DATABASES = {
'default': {
'ATOMIC_REQUESTS": True,
'ENGINE": 'django.db.backends.postgresql’,
'NAME': "awx",
'USER': "awx",
'PASSWORD": "awx",
'HOST": "127.0.0.1",
'PORT": "5432",

}
BROADCAST_WEBSOCKET_SECRET =

"VXZiRkIYMFdzd TFFAE5VSDglUjJFUTBrZ3NGZEMwZklIOQm1JUGxmanQ
5TE96QW5FSzM1MlkObVhodndUQW9KeXdOOXFaNUIMMVRVZXRXMzZ6
UVJKcHdqdOE5bWdIbHJKdOFXUWAdZYTJDcjFWbjRnQW9vTzRMbjFEN2d
yZnNOeGo="
LBz

B NAME: WZEE 2 )R8 HEFES .

B USER: 72058 2 L) BRI a5

B PASSWORD: 792658 2 SRR EHE FE /- &5

B BROADCAST_WEBSOCKET_SECRET: H{T tr-dc A-Za-z0-9 </dev/urandom | head -c

128 | base64 -w 0 i S EBEHIZ 18,
7 AT T <, #IE1K awxo

awx-config
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Operations to perform:

Running migrations:

4.128 #1%a1t awx Mt

4.129 #1%a1k awx RETH
8 WMITW <, Bnhawx RS,
ansible-awx-service start
) 785

W ansible-awx-service stop: =1 awx JF5.

B ansible-awx-service status: Z& awx Ko
9 FATITER<, KHABALE,
systemctl stop firewalld
10 FTFXI iﬁl‘ﬂ http://destip:8052, FF&FZLIYH “adin” 0

J © ki
c

XK E] Ansible AWX! 15E .

4.130 awx BRERG

4.17.3 {€H AWX

i B BRI
1 pEER, FEXESD, ®F “HE > B 5, 545 FWN
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R EENER )

TfeRie

2 & v CUEE-T ”, B

23
i
- &
A

KR BARR

4,131 awx F @R

2 75 “HEBY” ThixEBd, ®1F ‘BFHE . HERXERRE, BE ‘REF

@ * &

SlEnERIER

an ] 0w

Q

]

aFaH

=TEMW

ReE L 0

R LY

ERATE - @ NiEFERE =0 -

e TN -

00 8 ssL
= |

4.132 awx BUEERIIEIR

3 BEMLARIEEE, HEHERFERLET LAERE Ro
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EHIEIR

& - a g v 4 B2 1-10ft v

10xxe-test-email © Successiul #B: Email EI é

1-10f158 ~ 1 of 1l

4.133 awx Mg &= @A 2 HRFE
REESET
1 3AEER, FEEXRER, E&IF “FDE > BB 5, 25 ‘BN .

® - &ad 3
BR ®
F=2 5 4 Q iEs 1-10f1 »
& 1 & FES an @ £ 5 it
FNEEES
Demo Inventory © Disabled aE Default o o o & L]
1-10f1HE ~ 1 f 15

4.134 awx HINEFEBR

2 HEHEXERG, BHETAE “RE o
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FH

gH v a  gm ou ﬁ B | maEe 1101 -

localhost

L tory [ o &
¥
1-161158 ~ 1 f 18

4.135 awx (REFEARFBER

3HEEFNER ( ‘B | BETIN IP ) 5, EESCIRRER, H

BE ‘RE
= %‘;

IRREREN

& t A0
= Q

E 4.136 HEEHUSE
4 IFIRIEDT, AERBEF, EF BR > KiE 5, 2 B0 .

® -~ &ad -
EiE 9
£ - Q E=3 A H 531 i 1-20f2 »
Ansible Galaxy Ansible Galaxy/Automation Hub API Token 1]
Demo Credential Machine s B
1-20f218 ~ 1 of 1.

4.137 AMAEFFIUE

5 A “RIERE” N NI WEIE, BE RE
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& - ik #m

RS BEEiEr  BBAEE © WRARAPE
= » - »

E4.138 REAFSIL
6 THRIED, EEXER, XF “BR > MBA” 5, B BN , BFHM
—N#rEY playbook I H,

B8 - Q Lt Fin il 1-10f1 w

Demo Project cit ETES

) 4.139 SFINZEGE
7 £ ‘RSB’ AEF, B “RERREEE” 8B “Git” , HEREN
R E 2ILEE gitee £A test-ansible-project, ERRECEE, BiE “BRE
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fiE
ek 2 Tpui=]

" 8k

test-playbook

BEWRERT -

Git -

REW
BEMURL * @ BEHNR/HE/RZ @

https:/qitee.com, /test-ansib

FBEMEE
Q

Pl

B2 O B @ EREERE]T @ RESEEE O

(=]

B ¥refspec. @

4.140 gUEFRIE

8 IHMED, EEXRER, ®EF AR > #(IR” 5, 2L “FM > FniEd

#iR”
o

il
& - Q&K - i
B
Demo Job Template Job Template
BT e

1-16f168 ~ 1 of I

Bl 4.141 ZRMZRER
9 TEEARIRF, ¥ “HHE” . “WMA" .
BIEREXERRE, 2 ‘BT

“ﬁﬂ” *u “playbook” ﬁa%,ﬁe
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@ ~ & admn ~
%
BURFIELIEIR
& ] frlm - @ BRI
test-project b= -
ELR) EHAET WA @ Playbook * @
Q  ouinventory Q testplaybook weidongyam -
REO BRER
Qs testpamsl X
=
=B O R
#% 0 e BB UMEEQ BEBtER

4.142 REFHEFIER
10 BEER, EERER, ®EF FAR > BR 5, REERBITEE

1R )

B - Q E=1 S W i3 1-20f2 =

Demo Job Template Job Template « ra L]

test-project Job Template L] E & -

1-20f2 8 ~ 1 of I;

4.143 HITIER

11 3FiEER, EXFESEH, %R ‘ME > I 5, I5IESELKERT

@ - & admin ~
ek g
B - [I Q  =EEE - Ry Cancel jobs 1-20f2 =
2 — test-project Playbook BT L
1- test-playbook Pt 20277 EF74z 'l
1-20f2 8 ~ 1 of |;

4,144 EREESKE
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4.18 RATREEMHEERML IR A-Tune

4,18.1 ¥R

A-Tune 2—RET Al FRIRSIEREMHEIZE, EFAATE K, X7
W SHRBIUKSENRFERSR, BAAMERD SIS, #MmEEERRAR, T

EHEFERENRSS

4.18.2 ZFFik5RE

#& 4.13 A-tune XHrAVIVSSHEE

HEEAS, FISATFRETTRS.

S AAE Y SSAERY R RIS A
B, RAE. MWL,
default IR | IO RHEEXFRER N/A
B N =
Nginx. A h
webserver web W | BN, WLEHRIN glnx. Pache
Traffic Server
R ZA #o| M db. Mysql.
database R RIS ‘P\]?’?ﬁﬁ oneo ys.q
. 10 #hzm Postgresql. Mariadb
Hadoop-hdfs.
big-data KEUE | BAMEH. WA i
Hadoop-spark
middleware FREHAEZR | BRI, PEEHREN Dubbo
in-memory-data
basey W7FERIERE | AEMEZR. 10 HEER Redis
SPECCPU2006.
basic-test-suite | BEHMNIRAE | BN, RERI .
SPECjbb2015
BRI, REFHR
h LHEHEZ Gatk4
Pe ASERA . 10 HAF a
storage AL PILEHRIA. 10 #R3M Ceph
BRI, WFEHR | Consumer-cloud.
irtualizati FizgiY
virtualization REA1E . 10 M5 Mariadb
HE ;I(Fi\ HE
docker NS RUTRAR. Wi Mariadb

. 10 #h3m

4.18.3 {EARS!

B A-Tune RgEM tuned TE—EFEH, MEFTHDIANIREEHE,
B 25 root AP ATLUERX A-Tune 172585103 THAERR B X 14
“letc/atune/tune_rule.conf’ .

SIERHRABRAE © WRFE

% 158 ™




FWQ20240201T_RLO1-4fEARSZ2RIR(ER S V20 (1070) EIEFMH

4.18.4 &I A-Tune

REHRANTE
A-Tune FRENBEAN D HNREARE:
B ENIEL: client 7 server & E|FE—& 28 L.
B DHER: client # server DRIREERRERINES Lo

RIEIRE
1 T TE<, RE A-Tune ARS Ino
# yum install atune atune-engine -y
) 3280 A BRI LRSI IS P I
2 EANHIUEE, FHRITO TS, ¥R A-Tune BF iR, HNENEE, 18
7 SUREZiZL
# yum install atune-client -y
3 HITTHS, RIERELZEMY. GEIEESUN TR, RARERL,
#rpm-qa | grep atune
atune-client-xxx
atune-db-xxx
atune-xxx
atune-engine-xxx

4.18.5 EZE A-Tune

REETE
A-Tune BEBEBE XX “/etc/atuned/atuned.cnf’ FYEZE INHERUN TR
B A-Tune RZSBEMEE, FIREFEHITIEN.
@ protocol: &4 grpc ARZERBIMIN, unix ¢ tcp. unix A7sH# socket
WBEHI, tcp 7 socket BIFIRAF . FAIAA unixo
@ address: &4t grpc RS BIMIIRMILE, BRIAA unix sockete BHEADFHER
IWE, HIECLMIA IP Hidk,
@ port: RE grpc REBMIREHRO, SEEN 0~65535 R EANIHO, MR
protocol BBE = unix, MAREERE,
@ connect: ENEBFIPER, atune FRIIET SR IPFIR, IP HHLLUES
fRFFo
@ rest_host: R4 rest service Byilrithit, 2RikA localhost,
@ rest_port: R4 rest service BIIITIRA, SEEJ 0~65535 K{EMA iR
O, EAIAK 8383,
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@ engine_host: 5%%; atune engine service $&&Ea9HAE,
@ engine_port: 5%%; atune engine service #1&/9i% 0.
& sample_num: RZHIT analysis RIZATRERRREE, BRI 20,
& interval: REHIT analysis IR REFFAHYEIFRETIE], BRIANT 5so
@& grpc_tls: R4 grpc B9 SSU/TLS IEBREF X, BRINFTFB. FRE
grpc_tls /3, atune-adm Sp S EERATNIZFRIKEUATHREEEH A5/
SimEt T :
export ATUNE_TLS=yes
export ATUNED_CACERT=<Z& /i CA EH8812>
export ATUNED_CLIENTCERT=<&F ImiE PE&Z>
export ATUNED_CLIENTKEY=<& P i A8 12>
export ATUNED_SERVERCN=server
@ tlsservercafile: gPRC BRS % CA IEBERRR,
@ tlsservercertfile: gPRC RSBIHIEPERRo
@ tlsserverkeyfile: gPRC ARSSImAAEARR TR0
@ rest_tls: &% rest service B9 SSL/TLS iEHKIEF R, ZRIAFR.
@ tlsrestcacertfile: 4 rest service BIARSS I CA IEBERR,
@ tlsrestservercertfile: R4 rest service FIARSZIFIEFHERF
@ tlsrestserverkeyfile: &4 rest service BIARSZSIHMFARR R,
@ engine_tls: &% atune engine service B9 SSL/TLS IEPRIFF X, 2
INFFBo
@ tlsenginecacertfile: &4 atune engine service F9E P i CA IEBERR,
@ tlsengineclientcertfile: &4 atune engine service I P IRIEHBEER,
@ tlsengineclientkeyfile: &% atune engine service I P imM EAER 1R,
B system 52 system ARGHITHEXNRHUEZERINSHER, BIAR
ERALIRIE THITIES,
@ disk: 17 analysis AIZE R ZREMIXT MR NE S HAITHEEEX
MR REIE R,
@ network: 1T analysis BYFEERENXI AR FHE EHAITR 48
KRBT FEFEE MR
@ user: BT ulimit BXMARBRNEAFRE. BaiR 3 root BF,
B BEER: RIBEBEREXBENEF, BiAKR info &7, BEERBITENE
“/var/log/messages” =,
B monitor 58 NRZBIIRNBRINRENREEEHEE,
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B tuning 52 tuning ARGHITELEMNZTERIINSHER,
@ noise: EEIEERITGE,
@ sel_feature: FHIBLRANSHEEMHZRENFX, RiIAXF,

ECERH 1

HAHBHHHAHHH IR Server #H#HHAHHHHHAHH
# atuned config

[server]

# the protocol grpc server running on

# ranges: unix or tcp

protocol = unix

# the address that the grpc server to bind to

# default is unix socket /var/run/atuned/atuned.sock
# ranges: /var/run/atuned/atuned.sock or ip address
address = /var/run/atuned/atuned.sock

# the atune nodes in cluster mode, separated by commas
#itis valid when protocol is tcp
# connect =ip01,ip02,ip03

# the atuned grpc listening port
# the port can be set between 0 to 65535 which not be used
# port =60001

# the rest service listening port, default is 8383

# the port can be set between 0 to 65535 which not be used
rest_host = localhost

rest_port = 8383

# the tuning optimizer host and port, start by engine.service

#if engine_host is same as rest_host, two ports cannot be same
# the port can be set between 0 to 65535 which not be used
engine_host = localhost

engine_port = 3838
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# when run analysis command, the numbers of collected data.
# defaultis 20
sample_num =20

# interval for collecting data, default is 5s
interval =5

# enable gRPC authentication SSL/TLS

# default is false

# grpc_tls = false

# tlsservercafile = /etc/atuned/grpc_certs/ca.crt

# tlsservercertfile = /etc/atuned/grpc_certs/server.crt
# tlsserverkeyfile = /etc/atuned/grpc_certs/server.key

# enable rest server authentication SSL/TLS

# default is true

rest_tls = true

tlsrestcacertfile = /etc/atuned/rest_certs/ca.crt
tlsrestservercertfile = /etc/atuned/rest_certs/server.crt
tlsrestserverkeyfile = /etc/atuned/rest_certs/server.key

# enable engine server authentication SSL/TLS

# default is true

engine_tls =true

tlsenginecacertfile = /etc/atuned/engine_certs/ca.crt
tlsengineclientcertfile = /etc/atuned/engine_certs/client.crt
tlsengineclientkeyfile = /etc/atuned/engine_certs/client.key

HH R og #HHHHHHHHTHAHH

[log]

# either "debug", "info", "warn", "error", "critical", default is "info"

level =info
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HHHHHHHHHHHEHE monitor #HHH##### Y

[monitor]

# with the module and format of the MPI, the format is
{module}_{purpose}

# the module is Either "mem", "net", "cpu", "storage"
# the purpose is "topo"

module = mem_topo, cpu_topo

HAHHHHHHHHH T SyStem HEH#H 4

# you can add arbitrary key-value here, just like key = value
# you can use the key in the profile

[system]

# the disk to be analysis

disk = sda

# the network to be analysis
network = enp189s0f0

user =root

HHHHHHH R tuning H#ARFHHEHHFH R
# tuning configs
[tuning]
noise =0.000000001
sel_feature =false
A IRIEFEEIE2M A-Tune engine BBEXH “/etc/atuned/engine.cnf’ ,
B] FAECE Tt BA YN R .
B engine_host: &4 atune engine service B9ilfFitit, 2RiAA localhost,
B engine_port: &% atune engine service BlfixBA, SEEA 0~65535 %k
fERAMERO, 2AIN7 3838,
B engine_tls: &4 atune engine service B9 SSL/TLS IERRIFFX, FIAFF
Bo

B tlsenginecacertfile: &%t atune engine service BARSSI# CA IEFERR.
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B tlsengineservercertfile: %% atune engine service BIARSZ IRIEPERF

B tlsengineserverkeyfile: %4 atune engine service FIIRSIHFA AR,

B BHEERE: RIBEAERBENER, BIAA info K5, BEEEITN®E
/var/log/messages

BCER 2

HitHHHHHHHHHE engine #H#HHHIHHH#HH

[server]

# the tuning optimizer host and port, start by engine.service

#if engine_host is same as rest_host, two ports cannot be same
# the port can be set between 0 to 65535 which not be used
engine_host = localhost

engine_port = 3838

# enable engine server authentication SSL/TLS

# default is true

engine_tls = true

tlsenginecacertfile = /etc/atuned/engine_certs/ca.crt
tlsengineservercertfile = /etc/atuned/engine_certs/server.crt
tlsengineserverkeyfile = /etc/atuned/engine_certs/server.key

HH A og #H#HHHHHHTHAHH

[log]

# either "debug", "info", "warn", "error", "critical", default is "info"

level =info

A-Tune BB RIRFIMNEE . EEEXHU'[]"HET, MEEIT—RA
TR ZETERENEN ENHREIFET, MiEEHXNHI7RR[T; ART
FEEEIZ M, WUE—M7R0E, NREEEEEMERFN, WindHEiAg
= “default-default” .

BB 3
[oracle]
process=.*oracle.”

[mssql]
process=.*sqlservr.*
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[atomic-host]
virt=
system=.*atomic.*

[atomic-guest]
virt=.+
system=.*atomic.*

[throughput-performance]
virt=
system=.*(computenode|server).*

[virtual-guest]
virt=.+

[balanced]

4.18.6 }a&h A-Tune
A-Tune RETHG, TEB5HA-Tune IRSAEEFR.
1 AT T 8%, B atuned ARS.
# systemctl start atuned
2 HITW T, &if atuned lRERS.
# systemctl status atuned
3 HRIRERNTEFR, RARSBIHE,

@ atuned.service - A-Tune Daemon
IEd (/usr/lib/systemd/system/atuned.service; vendor preset: disabled)
" ng) since Sat 2019-12-21 19:28:47 LST ?s ago

14856 )

Memory: 132. JI“I
CGroup: /system.slice/atuned.service

94790 /usr/bin/atuned

94797 python3 /usr/libexec/atuned/analysis/app.py /etc/atuned/atuned.cnf

94801 /fusr/bin/python3 -c from multiprocessing.semaphore tracker import main;main(3)

& 4.145 #7 atuned BREBIRE

4.18.7 |A%hH A-Tune engine
HEEEA Al MEXaI08E, FERBDH A-Tune engine RS A BEER.
1 #1780 Fd<, BE atune-engine RS,
# systemctl start atune-engine
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2 MITW T @<, & atune-engine BREZIRE,
# systemctl status atune-engine
3 BRIZERWTEMR, RRRSBEIMI.

[root@ T misc]# systemctl status atume-engine
atune-engine.service - A Tune AI service

Main PID
Tasks: 3
Memory: 182.5
CGroup:

6292 /usr/bm pvthor‘|3 r'u :llltexr—\ /atuned/analysis/app_engine.py /etc/atuned/atuned.cnf
476312 /usr/bin/python3 -c from multiprocessing.semaphore tracker import main;main(3)

4,146 ¥ atune-engine IRENRE

4.18.8 (€A E
BRELUEESHSITRE iR atune-adm A A-Tune I2EMTHEE, &EN
2 A-Tune BEFIRBSHITHEEMER S £

S&isieg
B £/8 A-Tune FEFHA root MR
B atune-adm ZIFRIAR S AEII T atune-adm help/-help/-h s <&,
B ERAZFMEGSTHNEREFIBETENBIBERELT, IREETSHAE
EZRRT, FTEETRSSS P MEMEOS, Fi:
# atune-adm -a 192.168.3.196 -p 60001 list
B define. update. undefine\ collection. train. upgrade RZFHEIZHIT-

B S8R, [IRTEHANE, SRTSRUE, BESHBTFERHRE,
i RR

B <F: list
B e EIHRF L FIZ N profile, LUK HHIA T active IRZRY profile,
B &< atune-adm list
W FERATRA:
# atune-adm list

Support profiles:

A S S +

| ProfileName | Active

ProfileAttr

+ +

==+ +
arm-native-android-container-robox | false
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model_analysis |

o oo o 4
| atomic-guest-tuned | false
static_analysis |

o oo o 4
| atomic-host-tuned | false
static_analysis |

o oo o 4
| balanced-tuned | false
manual_active |

o oo o 4
| basic-test-suite-baseline-fio | false

manual_active |

o oo o 4
| basic-test-suite-baseline-Imbench | false
manual_active |

o oo o 4
| basic-test-suite-baseline-netperf | false

manual_active |

o oo o 4
| basic-test-suite-baseline-stream | false

manual_active |

o oo o 4
| basic-test-suite-baseline-unixbench | false

manual_active |

o oo o 4
| basic-test-suite-baseline-fio | false

manual_active |

o oo o 4
| basic-test-suite-baseline-Imbench | false

manual_active |

o oo o 4
| basic-test-suite-baseline-netperf | false

manual_active |
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e o S +
| basic-test-suite-baseline-stream | false
manual_active |
e o S +
| basic-test-suite-baseline-unixbench | false
manual_active |
e o S +
| basic-test-suite-speccpu-speccpu2006 | false
model_analysis |
e o S +
| basic-test-suite-specjbb-specjbb2015 | false
model_analysis |
e o S +
| big-data-hadoop-hdfs-dfsio-hdd | false
model_analysis |
e o S +
| big-data-hadoop-hdfs-dfsio-ssd | false
model_analysis |
e o S +
| big-data-hadoop-spark-bayesian | false
manual_active |
e o S +
| big-data-hadoop-spark-kmeans | false
manual_active |
e o S +
| big-data-hadoop-spark-sqll | false
manual_active |
e o S +
| big-data-hadoop-spark-sql10 | false
manual_active |
e o S +
| big-data-hadoop-spark-sql2 | false
manual_active |
e o S +

SIERHRABRAE © WRFE % 168 T



FWQ20240201T_RLO1-4fEARSZ2RIR(ER S V20 (1070) EIEFMH

| big-data-hadoop-spark-sql3 | false |
manual_active |

o oo o 4
| big-data-hadoop-spark-sql4 | false
manual_active |

o oo o 4
| big-data-hadoop-spark-sql5 | false
manual_active |

o oo o 4
| big-data-hadoop-spark-sql6 | false
manual_active |

o oo o 4
| big-data-hadoop-spark-sql7 | false
manual_active |

o oo o 4
| big-data-hadoop-spark-sql8 | false
manual_active |

o oo o 4
| big-data-hadoop-spark-sql9 | false
manual_active |

o oo o 4
| big-data-hadoop-spark-tersort | false
manual_active |

o oo o 4
| big-data-hadoop-spark-wordcount | false
manual_active |

o oo o 4
| cloud-compute-kvm-host | false
model_analysis |

o oo o 4
| database-mariadb-2p-tpcc-c3 | false
model_analysis |

o oo o 4
| database-mariadb-4p-tpcc-c3 | false
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manual_active |
o oo o 4
| database-mongodb-2p-sysbench | false
model_analysis |
o oo o 4
| database-mysql-2p-sysbench-hdd | false
model_analysis |
o oo o 4
| database-mysql-2p-sysbench-ssd | false
manual_active |
o oo o 4
| database-postgresql-2p-sysbench-hdd | false
model_analysis |
o oo o 4
| database-postgresql-2p-sysbench-ssd | false
manual_active |
o oo o 4
| default-default | false
model_analysis |
o oo o 4
| docker-mariadb-2p-tpcc-c3 | false
model_analysis |
o oo o 4
| docker-mariadb-4p-tpcc-c3 | false
manual_active |
o oo o 4
| fileserver-vsftpd-download | false
manual_active |
o oo o 4
| hpc-gatk4-human-genome | false
model_analysis |
o oo o 4
| in-memory-database-redis-redis-benchmark | false
model_analysis |
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e o S +
| latency-performance-tuned | false
manual_active |

e o S +
| middleware-dubbo-dubbo-benchmark | false
model_analysis |

e o S +
| mssql-tuned | false
static_analysis |

e o S +
| network-latency-tuned | false
manual_active |

e o S +
| network-throughput-tuned | false
manual_active |

e o S +
| oracle-tuned | false
static_analysis |

e o S +
| sap-hana-tuned | false
manual_active |

e o S +
| sap-hana-vmware-tuned | false
manual_active |

e o S +
| sap-netweaver-tuned | false
manual_active |

e o S +
| storage-ceph-vdbench-hdd | false
model_analysis |

e o S +
| storage-ceph-vdbench-ssd | false
manual_active |

e o S +
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| test_service-test_app-test_scenario | false |
model_analysis |

o oo o 4
| throughput-performance-tuned | false
static_analysis |

o oo o 4
| virtual-guest-tuned | true
static_analysis |

o oo o 4
| virtual-host-tuned | false
manual_active |

o oo o 4
| virtualization-consumer-cloud-olc | false
model_analysis |

o oo o 4
| virtualization-mariadb-2p-tpcc-c3 | false
model_analysis |

o oo o 4
| virtualization-mariadb-4p-tpcc-c3 | false
manual_active |

o oo o 4
| web-apache-traffic-server-spirent-pingpo | false
model_analysis |

o oo o 4
| web-nginx-http-long-connection | false
model_analysis |

o oo o 4
| web-nginx-https-short-connection | false
model_analysis |

o oo o 4

BB 385 Active 7 true 7 24 B 8 5E 9 profile, B3], 7B E924 57 8 EH profile /2
virtual-guest-tuned, ProfileAttr 7 manual_active, Zm & FapZ , 1 model_analysis,

oAl Al 1Rg; 9 static_analysis, 2% Al analysis-static HjiR# )
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S ARERHENKL

B &<$¥F: analysis

IaeidR . RERFLRARITHIEHITAEEEIRG, FHITEMMIL.
B <91 atune-adm analysis [iEI]

B SE05RRE:

% 4.14 analysis 235 A

8% {3
--model/-m R Bl ErRE,
--characterization/-c | FEREIABMRELHIT IR, F#ITEIRK.
B ARG
€ HITWTaS, FEARIANERHITNAIR,
# atune-adm analysis --characterization
€ HIT TS, FRRIANERFEITRAIRG, FHETEMMRK.
# atune-adm analysis
€ HITWTER<, E£ABINZGINERH#ITN AR,
# atune-adm analysis --model
/usr/libexec/atuned/analysis/models/new-model.m

BXRIGRHEMRL

B < analysis-static

B e BESOWARKLE, H#HTEMK.
B <1 atune-adm analysis-static [3EI]

B =#5EA

# 4.15 analysis-static 233i8H

--characterization/-c QBESIMARFNEH, FFHITEM
B ARG
€ HITWTa<, FAFBSITIRIRIIRIRFAZHAITIR.
# atune-adm analysis-static --characterization
€ HITUTa<, EFAMSIIRIRGIRIRFAA LR, HF#ITE K.
# atune-adm analysis-static

BENXIRE

A-Tune AP EXHESIFMRE, EXFHENIRERENOT:
1 A define 83 E X — TR FHY profile,
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2 H collection 85 &L FARY N Y R e84
3 A train RIS EIREL,
HLF: define
B IEeER: AMAFEEXMNATS, RXRNAY profile LI,
B &< atune-adm define
B FERARHG
1 BT TS, FHE— profile, EHM, service_type MR
test_service, application_name B9 #R/9 test_app, scenario_name
B2 ¥R test_scenario, LIKIAYECE X493 example.conf,
# atune-adm define test_service test_app
test_scenario ./example.conf
2 ZEMTARABRRE (UTRMUTIERNE, ESE) “example.conf’,
W AIH1T atune-adm info 85 < /5EZ EHR profile EUWAIHEH,
[main]
# list its parent profile
[kernel_config]
# to change the kernel config
[bios]
# to change the bios config
[bootloader.grub2]
# to change the grub2 config
[sysfs]
# to change the /sys/* config
[systemctl]
# to change the system service status
[sysctl]
# to change the /proc/sys/* config
[script]
# the script extention of cpi
[ulimit]
# to change the resources limit of user
[schedule_policy]
# to change the schedule policy
[check]
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# check the environment
[tip]
# the recommended optimization, which should be performed
manunaly
#<F: collection
B e XEUSEITHNAZNSBEREERBERUMEERZNZ TR
BES, HRBRENEREEFS csv BXRVEEXHF, EARERIIZHE
ANBURE,
LLIPZ2R
W Lo SmHRFTA perf. mpstat. vmstat. iostat. sar.
W CrU ZEHETIRZFFEENS 920, B#77 dmidecode -t processor 7 & CPU #E,
B <18 atune-adm collection
B SRR
% 4.16 collection i A

s ik

~filename/-f | £EBIBTFINZR csv XER, 9 ZFR-BFE1E.csvo
-output_path/-o Y csv XHFRITFINERE, TIRHEEITRE,
~disk/-b W =iE1TR SEPRE ARV, 90/dev/sdas
-network/-n W EiE1TRERBIMSEEO, 40 eth0,
—app_type/-t R SN AR, ERIIZREHER AR
~duration/-d | W EiE1TEYRELUERNATE], BaF, BAIAES 1200 #),
—interval/-i REHIENETE)EIME, 248, EAERN 5T,
W ARG

# atune-adm collection --filename name --interval 5 --duration 1200
--output_path /home/data --disk sda --network eth0 --app_type
test_type

HLF: train

B IEEERA . (ERARENIIEFEITREMNIISG., INENEDRERMNFHER
IR, TG =H s,

B <18 atune-adm train

B S

& 4.17 train S5 ER

-data_path/-d FRRENIZRFRERRY csv XA B Ro

SIERHRABRAE © WRFE % 175 |



FWQ20240201T_RLO1-4fEARSZ2RIR(ER S V20 (1070) EIEFMH

¥ 3L

-output_file/-o ISR L RYFTIR AL,
B ARG WITUOTHS, £ data BRTE csv XHFERIIZRN, B

HRAYFTIES new-model.m EFE model BER T

# atune-adm train --data_path /home/data--output_file

/usr/libexec/atuned/analysis/models/new-model.m
B<F: undefine
B IheEiER: BIBRAF BEXHY profiles
B <18 atune-adm undefine
B ARG RITOTHS, WEREENXHR profile,

# atune-adm undefine test_service-test_app-test_scenario

&if) profile

B <F: info

W IhEEHER: EEXNA profile BB,

B <18 atune-adm info

B FRARA): RITINTHS, EF web-nginx-http-long-connection B9 profile
AP

# atune-adm info web-nginx-http-long-connection

*** web-nginx-http-long-connection:

#

# nginx http long connection A-Tune configuration
#

[main]

include = default-default

[kernel_config]
#TODO CONFIG

[bios]
#TODO CONFIG

[bootloader.grub2]
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iommu.passthrough =1

[sysfs]
#TODO CONFIG

[systemctl]
sysmonitor = stop
irgbalance = stop

[sysctl]

fs.file-max = 6553600

fs.suid_dumpable=1

fs.aio-max-nr = 1048576

kernel.shmmax = 68719476736

kernel.shmall = 4294967296

kernel.shmmni =4096

kernel.sem =250 32000 100 128
net.ipv4.tcp_tw_reuse =1
net.ipv4.tcp_syncookies =1
net.ipv4.ip_local_port_range=1024 65500
net.ipv4.tcp_max_tw_buckets = 5000
net.core.somaxconn = 65535
net.core.netdev_max_backlog = 262144
net.ipv4.tcp_max_orphans = 262144
net.ipv4.tcp_max_syn_backlog =262144
net.ipv4.tcp_timestamps =0
net.ipv4.tcp_synack_retries=1
net.ipv4.tcp_syn_retries=1
net.ipv4.tcp_fin_timeout=1
net.ipv4.tcp_keepalive_time =60
net.ipv4.tcp_mem = 362619 483495 725238
net.ipv4.tcp_rmem = 4096 87380 6291456
net.ipv4.tcp_wmem = 4096 16384 4194304
net.core.wmem_default = 8388608
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net.core.rmem_default = 8388608
net.core.rmem_max=16777216
net.core.wmem_max =16777216

[script]
prefetch = off
ethtool = -X {network} hfunc toeplitz

[ulimit]
{user}.hard.nofile = 102400
{user}.soft.nofile = 102400

[schedule_policy]
#TODO CONFIG

[check]
#TODO CONFIG

[tip]

SELinux provides extra control and security features to linux kernel.
Disabling SELinux will improve the performance but may cause
security risks. = kernel

disable the nginx log = application

B profile
FFERIEEEZEEMESR profile,
< F. update
IheEtER . BEH profile FERBMUIEF A new.conf FEINRE,
S atune-adm update
ERARG: BT TmS, BB test_service-test_app-test_scenario
#Y profile fL£15179 new.conf,
# atune-adm update test_service-test_app-test_scenario ./new.conf

#iE profile
W &$F: profile
B IhEEiEiR: FohEUE profile, EHEAT active K&,
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B 5<1&=: atune-adm profile

B S¥HEA: profile B&% list (s EIRE R

B ARG BT THS, BE web-nginx-http-long-connection XJ[ZAY
profile it &,
# atune-adm profile web-nginx-http-long-connection

[B:& profile

B 2$F: rollback

B IEEER: ELRYFINEEE I RANYIBEE,
B <18 atune-adm rollback
|

fERRBG
# atune-adm rollback
ST
B 5<F . upgrade
B IIEEER . EMAKREIEE
B &< atune-adm upgrade
B S35 DB_FILE RRFAVEIEEXHERR,
B FERA: WITIO TR, BEEEMA new_sqlite.db,

# atune-adm upgrade ./new_sqlite.db

RAEEES
B 55$F: check
B DEEER: KERSKLEIN cpu. bios. os. MEHFEE.
B &< atune-adm check
W ERRA:
# atune-adm check
cpu information:
cpu:0 version: pc-i440fx-4.0 speed: 2000000000 HZ cores: 1
cpu:1 version: pc-i440fx-4.0 speed: 2000000000 HZ cores: 1
system information:
DMIBIOSVersion: rel-1.12.1-0-ga5cab58e9a3f-prebuilt.gemu.org
OSRelease: 4.19.90-2106.3.0.0095.up2.uel20.x86_64
network information:
name: ethO product: Virtio network device
name: ethl product: RTL-8100/8101L/8139 PCI Fast Ethernet Adapter
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name: docker0 product:

S¥AAN
A-Tune RETREENBHERES, REALREMSHIARE. 146E
ENBERERE, MAMBEARMEENEIVNE,
B &<F: tuning
B IhEeiER: EREENTIE XGXNSHHITHSTRINER, ISR
o E TH&MR.
B 9 atune-adm tuning [i%£10]
W) 3288: BT SR, FEAEW TR
W FEiEH) yaml BLEX 1 ELHETEH KE T atuned RS THI
‘Jetc/atuned/tuning/” 5=+,
B EFindIyaml BEX HEERETHHIKE T atuned EF iHFEER Fo
B SRR

& 4.18 tuning BEEIR

8% fik
--restore/-r & tuning LILBIRVHIMRECE,
--project/-p IBEBEMEN yam| XHHYINE & .
--restart/-c ETF AL RARERH#ITIAML,
--detail/-d FTEN tuning .S 2AVIFAE Bo

BN 385 L@EEEHt, p BHEEERAMHTEEHASTIEEZTE yaml X1t
PROJECT_YAML 2 & i yaml BEE X,
W fEi7RA

£ 4.19 ARS5R yaml X5

BCEiREA 8WHIR NEEHE
project I E &, FRER -
startworkload | fFAMARSS BY /S ThE AR, FR & -
stopworkload | FFEMARS BIE LERIZS, FRIEH -

RABMIERRE, BFRHIEF
IRAIE R, —RERIE, BMIE
maxiterations | fUREEZ , LA RELGF, BFF | EBE >10
THEEK. AP BIIRIEIR MR
W EHEHITERE,

FERATHSHINKZIES. object

object - -
) RETES N TE.
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% 4.20 object A& AH

BCE 5 EA -3 £
name FIRASEET, FRIER -
desc FIRASEHER, FIIER -
get EHSBERRIZA, - -
set HESHERMA, - -
needrestart | SHENEETREERZ IS, ¥z | "true", "false"
SRR, BEIZHE discrete. o .
type continuous MMER, WNVEHE | WE || dlsc.rete ",
R TSN continuous
ZBEINE type 79 discrete 58! int. float,
dtype BECE, BRIz int. float. e string
string S8,
SHIKEEE, UE type /9 — BREEX, B
scope discrete B dtype A7 int. float, =5 BEEIZSH
5% type 79 continuous B4R, =R $ElEs
SEED K, dtype A int T float | EHL/Z
e oy | PrEEX
BEETE scope EXSEEZ MY _— RAFRBEX, B
items WZ8{E, dtype A int 2% float B =5 BEEZSH
35 Bi5EE
" e . RAFRBEX, B
options fﬁfﬁﬁ? PR | mm | mEmemn
B5EE
& 4.21 B iR yaml XHECE 15 EA
ECERH BCE 5 EA S8R NEEEH
mMB&, FESRSIH
project X R A & S RY FRER -
project LA,
"random",
"forest",
engine EREZE, FRI & "gbrt",
"bayes",
"extraTrees"
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AcEiReA SWAR NETBHE
iterations BRERTE A >=10

random_starts FEALIE AR BRI <ijterations
SHEREE, BTEE
SRR, ZBEONE,
SEIERRY, BTFEE
feature_filter_cycle %iﬁﬁ%’_ iZ%%&gEé ®A -
feature_filter_engine
£,
SRSHHERINERR
8, ATEESHEE,
feature_filter_iters | Z&¥E & it -
feature_filter_engine
£,

RS EHEESTEE 1Y
SRS, BT

S, e
<olit_count EESHEE, REME| . _

PN
==

"th"

4t
&
i

feature_filter_engine

feature_filter_engine
£,
benchmark M gE MR, - -
M BEMIR L IEAR
evaluations evaluations EcEIIFS - -
TR,

& 4.22 evaluations B & A

RE SR
name | SEHIEARATR PR :

get FREX 4 BB TG 45 R AR 2, - -
L RIIERIER, positive R

" iti u,
type &/IMUEREE, negative RREAN | & ,,pOSI I\./e "
S BT LA, negative

weight ZIERBINEB L. it 0-100
threshold | ZIefrBVE&{RM4EREEK, BRI BPFRisE

W fEERA
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@ R yaml XHERERG:
project: "compress"
maxiterations: 500
startworkload: ""
stopworkload: ""
object:
name : "compressLevel"
info :
desc : "The compresslevel parameter is an integer from 1 to 9
controlling the level of compression"
get : "cat /root/A-Tune/examples/tuning/compress/compress.py |
grep 'compressLevel="| awk -F '=" '{print $2}'"
set : "sed -i 's/compressLevel=\\s*[0-9]*/compressLevel=$value/g'
/root/A-Tune/examples/tuning/compress/compress.py"
needrestart : "false"
type : "continuous"
scope:

2Mint"

name : "compressMethod"

info :

desc : "The compressMethod parameter is a string controlling the
compression method"

get : "cat /root/A-Tune/examples/tuning/compress/compress.py |
grep 'compressMethod="| awk -F '=' '{print $2}' | sed 's/\"//g""

set: "sed-i
's/compressMethod=\\s*[0-9,a-z,\"]*/compressMethod=\"Svalue\"/
g' /[root/A-Tune/examples/tuning/compress/compress.py"
needrestart : "false"

type : "discrete"

options:
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-"bz2"
- "zlib"
- "gzip"
dtype : "string"

@ EFH yaml XHEERG:
project: "compress"
engine : "gbrt"
iterations : 20
random_starts: 10

benchmark : "python3

/root/A-Tune/examples/tuning/compress/compress.py"

evaluations:

name: "time"

info:

get: "echo 'Sout' | grep 'time' | awk '{print $3}'"

type: "positive"

weight: 20

name: "compress_ratio"

info:

get: "echo 'Sout' | grep 'compress_ratio' | awk '{print $3}'"
type: "negative"
weight: 80

B ARG

€ HITWTER<, #H1T tuning B
# atune-adm tuning --project compress--detail
compress_client.yaml
€ BITW TS, RE tuning IBBIRVYIIRECE . A, compress /9 yaml

XA E &R
# atune-adm tuning --restore --project compress

4.18.9 HMRir)eA

BEEN “A-Tune EREE" =75,
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5 BSRRLER

5.1 PAM

PAM BIET#EHGAIERESR (Pluggable Authentication Module--PAM) , &
RARRIZ TG INEE, £ F B LU 5 7 N AR R IR N TRV IAIEAR IR
HEMRRILNAY, ARAEENNAERMEREEL, MMERGRIES]. 4
FMAREINENL FAIAERNERGIS N RER Z BIAEXIRIL, FrLAN A
FFa] LUEIE PAM API, RAEM(ER PAM IRHMSHERITNRE, MATETH#
XENEREHT,

5.1.1 BREXH
PAM BEEX 4K E] “letc/pam.d/” BERT. W TFEFR, F—FMLRE
J&i\ FHMREHIRIE. BZVRRERER. FOINRRERSE,

ost mysqll# cat /etc/pam.d/system-auth

# User changes will be destroyed the next time authconfig 1is run.
required pam_env.
required LEL Fal110CL so preauth audit deny=3 even_deny_root unlock_time=60
sufficient
sufficient
sufficient st_|
[default=die] pa & 1 audit deny=3 even_deny_root unlock_time=60
sufficient : aill authsucc audit deny=3 even deny root unlock time=60
requisite pam_succeed 1 1
required pam_deny.so

account required pam_unix
account required fail
account sufficient

account sufficient

-account [default=bad s
account required

regquisite am_| .s0 try first_pass local_users_only

ffic 1 shadow nullok try first_pass use_authtok
sufficient
required

optional

pam_unilx.s
pam_sss.so

5.1 PAM XA RHI

5.1.2 fiRER
Linux-PAM BEOFIERER, [SIARKKREMAENES, ENIR: IAEE
i# (auth)  IKSEIE (account) . RIFEHE (session) MEH (password)
B, — M LEAREE ST, EfRIRFERRA PAM ERIAR, EBANT:
B auth: ARMNAFRNSHHETIR. 0 BTAFPBAZRL, HFHAFE
& root &,
B account: MKSHBMMEMHITE, 1. BEEATFER. BEXIRK
FAF#, 32 root AR B AFEXNMERIRERS.
B session: AREXAFERAN, RAFRYGEMEHITHNIEE. : R
ERER. APEIBNITHSXH. ERXGRSAF.
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B password: EAAFEEREM. W: BXAFERE,

5.1.3 EHRid
PAM {EREHIARIC R IEF I BT R MERBR EE,

B required: RREMEEMERITAFHNIIERY, tHEZFREEREBRIT
e, PAM 7R [EISEIR(E B XEFEMIE N T AL P RIEWR M- MEIRIEL,
MR AP IR, FiAEREB=IREIRINE S

B requisite: 5 required ), ERMBXMELRREIRK, NILZlER B
ERFIREIRY, RRLERKK, MABHTREEEGENEE

W sufficient: REFMR—NAFBEITXMERVIIE, PAM £517L31 %13k [0]
EERINEE (BMERIEARR fail 7, WEIB fail ERZEE) , 1BiTH
RREINEREF. EENESEREMEFER requisite 3 #E required =HIFR
&, WARBHIT. MREIEEM, sufficient BIYERF optional 48[E.

B optional: RREMEARITIEERRRIGIERK, LATFRAFZEZNARERE
HAARSS, —ARR[E] PAM_IGNORE(ZES),

5.1.4 BIRERER
EREREFHNERAARRNUE. SEREBREFEARESE
“letc/security” , FILAHIMEARRNEE P, EERREEFRHITEE
EEHAER. XRHATFESMERTWARRRER, &HEHT ARMITERE.

5.1.5 BRERRNE

pam_limits.so
B R RERSJRERFAIRMET pam_limits.so BRZREFIRIR, ZIRE
RN FEBENEERRFIAFA RIEIEPNEZIMAFARZRIERBE . BRI
BT ECE limits.conf SEMXTAF. ARPARERNAKZRIRHITHEMR
&, MMBERAFPMEFRESEMZIENER. REFHNRRDICER
RENEKH#AITHEC
BEEXH: FERSBREEFRAEPAFPFZIREFINEEXHE
“letc/security/limits.conf” .
B IDhEEA
1 AT TeR<, IR,
[root@localhost pam.d]# useradd test!
[root@localhost pam.d]# useradd test2?
[root@localhost pam.d]# passwd test!
Changing password for user test1.
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New password:

BAD PASSWORD: The password is shorter than 8 characters
Retype new password:

passwd: all authentication tokens updated successfully.
[root@localhost pam.d]# passwd test2?

Changing password for user test2.

New password:

BAD PASSWORD: The password is shorter than 8 characters
Retype new password:

passwd: all authentication tokens updated successfully.

2 BT TS, EEEEXH “/etc/security/limits.conf’” =ifINg0T~Fr
THAR, REIAF testl ERE SSH ARSS 238T AR KEREE,
[root@localhost pam.d]# vim /etc/security/limits.conf
testl hard maxlogins?2

3 ERIM—aMIRAN L, A SSH EZEANARS [, N TEFR, ATUES
FAERMRimEZFIRSHR. SERF=1H, {27 “Too many logins
for ‘testl’ ” (8, TiEER ssh fkSB2:.

5.2 ssh ZE3EMR

pam_cracklib.so

B iR RERSBIZERFIRMT pam_cracklib.so BIRITBEFRERAEHN
ZIEHITTEEME, ZEREENEREX A ZE85a M #H T,
BMOEMRGIBAFREBEXEBENKE. EXENHEE. AREF—RERA
SEHEREHEHNEREE, HEAXNBFREEHTERERK, BIXARL
ZRIEE, HESRARPERRARNHITES, BIX pam EREXEEX
B, AU —ENERZBERE,

B E/AEm

* 5.1 SHIER

210 $i8A
retry=N | EXER/EREZERELMES, BJUAETIRBKEL.

difok=N | EXFHEBFHREDENANFHESIBERETE, BR2WMEH
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3T B8
ZHE 12 U ENFRHS5IREHRARN, ZHMEERRIER

minlen=N | EXAFZBENHERNME,

dcredit=N | EXHAFZBHHNHIEDEE

ucredit=N | EX B RPZEREHHIELDE

lcredit=N | EXHAFZBBHANIE/DEE

ocredit=N | EXHFZBHHNHIEDEE

R 3¥85: 2% credit=-1, FFELE—THIER,
W Ihaellid
1 AT Ta<, ERREXHE&EIE pam_cracklib.so BIECE.
[root@localhost pam.d]# cat passwd
#%PAM-1.0
# This tool only uses the password stack.

password  substack system-auth
-password  optional pam_gnome_keyring.so use_authtok
password  substack postlogin

password  requisite pam_cracklib.so retry=3 minlen=8 difok=3
[root@localhost pam.d]#
2 BMAFERS, /A 12345678 5 123456 #1TZ5 M,

[root@localhost Desktop]# passwd
FF root MEH .
E55:

HEE: IFEEL/REL
EHHES: ‘J‘EFf"‘I%
&

1R 381%

[ 322
@E&}
ﬁ.‘f’c]

5.3 {22l

pPam_access.so

B A RERSJ[BIEERFTIRMT pam_access.so IRRLIMARER IP
PR, ZAZIRE BN THEEFEASIRIBEN R (BEEBENBZE FQDN).
IP it A A P LI mAYIA TS, LSRN E AT TARIEIZIERAVAE
ELEEESC1¢§E)J&EO

B EEXH:. RERSSBREFAATRAFLPERINEIRFINEEXXHG R

“l|etc/security/access.conf’ . ZEEEXHEET =1MFE&, BINE. B

FiipRAER, B “7 R
® EF—FE: PR (permission) , “+" RRIEFNE, 7 RREBLE
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YIS

€ E-NFE: BF (user) o EXTHRP. 4, UKFER ‘@ RTHE
AEEN LEREEIBFAME—FEN ERNARBF,

® E=NFE: ipiRkiES (origins) o BXT RXEIARIBIENBZFR. 1
BIR. KimR T,

B IhsEN

1 AT T a<, SIENIAR testuserl,
[root@localhost pam.d]# useradd testuserl

2 17 sudo vi /fetc/pam.d/sshd &<, TEECEXHFHRIMNITIT,
account required pam_access.so

3 17 Vi Jetc/security/access.confir<, FEXHFRFMABNT:
#AFF P testuserl M IP #31E9 192.168.100.6 BYEAIZIZE R A
+:testuser1:192.168.100.6
#HELEFH P testuserl M IP 3k 192.168.100.20 By EMIZIZE R4
-:testuserl:192.168.100.20

4 7£ 192.168.100.6 Y& im, FRAF testuserl. LA SSH AXEBERIZIZE
M, BRERANARF testuserl ITEERI.

5 1£ 192.168.100.20 BY& %, AP testuserl. LA SSH AR ERIZIEE
M, BRERAERKK,

pam_time.so
B R RERSJBIRERKDPIRMET pam_time.so ERILIAFERETE]
BIFRH], ZARIREBETHEENER B Rz A P EiEE N EEE R RS,
B REXH: ERAGERSF[RERENAFRE=M, 81F tty 5. sshER
FRAMEREERAN. RIBERAXNARE, WEHNEEXHTT,
& /etc/pam.d/login: tty ERAXNEEXH.
@ /etc/pam.d/sshd: ssh BERANMERE X1,
@ /etc/pam.d/lightdm: BEFERS AWEE XK,
Hrh, [RHEIBRPERTEINEEXH N /etc/security/time.conf,
W IhEENE
1 AT Ta<, SIENIAR, testuserl,
useradd -m -s /bin/bash testuserl
2 EXiRARE, tiE/etc/pam.d BR o
3 7EEEE X4 login # sshd £ “account requisite pam_time.so”,
WEZITAREIRFS ¢4 , IREEIITAR, MIEINZHNE,
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4 17 sudo vi /fetc/security/time.confis<, EXERRMIMTARAS,
#BR & testuserl 1£ 18 =~22 =R EELL login AR ER RS
login;*;testuserl;!Al1800-2200
#PBRH! testuserl 7£ 18 m~22 R ARBELL SSH AR EBER RS,
sshd;*;testuserl;!Al1800-2200
B 3485: #4177 date 7S, B RAFH T 18:00-22:00 B, EFLEZITETEL, FTX#TT date

B, 1EIZETEE,

5 EFIM—E18E L, 1 18:00-22:00 BY[EIERA, @1d ssh FiZ. &Itz

RS &R X .

pam_pwquality.so
B BAR  ZIRRE libpwquality 121, B FRNZREEEFEIKENZRIEER,
B EEXH  NEERIEEBERERIZIER, 7T “/etc/pam.d/system-auth”
# “/etc/pam.d/password-auth” MECEXHH, BEEINTHRS.
password requisite pam_pwquality.so try_first_pass local_users_only
retry=1 enforce_for_root
BB 3745 retry Zig BEEIBAS, EZRELEN\EBHEIR, TUELS SR N, enforce_for_root
FIT root B IR EEHGH TG & B IS IEHIA & o
ZIERERANZERENEEXH N “/etc/security/pwquality.conf” ,
ZIERE REE R 5.2 Fimo
& 5.2 BHEIER
8% fid
minlen=8 ZIEKEARNNTF 8 i,
EVFBEHF. KEFE. NEFHMNEMFRFXULFRF
PRy =32%,
dictcheck=1 | FBRFHIE,
usercheck=1 | EINREHEERFLE, WREEIZE,
FHIGEMERFTHNACE, BIAMER
“/usr/share/cracklib/pw_dict” .
enforcing=1 | ZRHIUEEFIERNA 8818 & K.
MR 385 BB EBHIFLIEIZEIEN, 182 pam_pwquality.so SH7TEBETHEIXHEEN, K
#1717 man pam_pwaquality 77, Zi57E B BHILESH,
B IhsEN
1 AT Ta<, SIENIRAR test,
sudo useradd ‘est

minclass =3

dictpath =
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2 ERIERE, YIREIER/etc/pam.d To

3 £ B B X % system-auth # password-auth F £ 2 “password

requisite pam_pwquality.so” , HIAZITRIKE RS

FELWITARSE, MIMANZAR.

€ THITHHRSUWT:
sudo vi /etc/pam.d/system-auth
sudo vi /etc/pam.d/password-auth
RIEMERRIRNBU T
password requisite pam_pwquality.so try_first_pass
local_users_only retry=1 enforce_for_root

# o IR

4 17 sudo vi fetc/security/pwquality.confen<, FINMTREA:

HEREZRE R/ NEN 9
minlen =9
5 #1117 sudo passwd testdi<, HiE passwd FRLEER
BEARF test NE .
WY 2585
TRERS: HEDF 9 MER
passwd: #£TELEIZIEHEIR
R 3785:  “unioni12#” FFFE minlen=9 BIEFIEREIER, TRLTISER,
BARF test NE o
WEY S
SN BE:
passwd: FREMSHIIESHEEEMINE.
BB 3285 “unioni2#s” F& minlen=9 BB FBERSHIER, FXMTIREE D,

pam_deepin_pw_check.so

W #5R: ZIERE deepin-pw-check 121, BFHNZHBEERTAIE

ERB&,

B ffEXH  NETERIEFERERIZIER, £7E “[etc/pam.d/system-auth”
# “/etc/pam.d/password-auth” HECEXHH, BN THRS.

password requisite pam_deepin_pw_check.so try_first_pass
local_users_only retry=1 enforce_for_root

BB 3285: retry ETICEEA, B NESHNEIGHIE TIES 2 %#, enforce_for_root

Fein root B IR EE G 1T & &L RS HII &,

ZIERFTE RN ZIERISMEEE XM “/etc/deepin/dde.conf’ , ZAlE
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A fERBFIRECE IR 5.3 Fko
# 53 SR
o iR
STRONG_PASSWORD = true 2 R,

PASSWORD_MIN_LENGTH =8 ZREKERNTF 8 i,

PASSWORD_MAX_LENGTH =511 | ZRiEKEFRKTF 511 i,

VALIDATE_POLICY =
1234567890;abcdefghijklmnopqr
stuvwxyz;ABCDEFGHIJKLMNOPQ
RSTUVWXYZ;!"#S%&' () *+,-./:;<=>7?
@M\ _ {1~

Y XRE, ®RRAGFE NEF
&, AEFHE. fFSEMEE,

VALIDATE_REQUIRED =3 B3 VALIDATE_POLICY HHy 3 FhEEY,

BB FEEAATET 4 INEX,

PALINDROME_NUM =4
- YN & abcddcba, MAREEIKEMII,

WORD_CHECK=1 BRFHNE, BEAFESFHIAD,
MONOTONE_CHARACTER_NUM ,
0 N N FBELF TN,
CONSECUTIVE_SAME_CHARACTE .

- - FoEREFATE T,
R_NUM=0

FHOEMERFHVEE, AINER

DICT_PATH =

“/usr/share/cracklib/pw_dict” -

FIRST_LETTER_UPPERCASE =

AENEeFFKE,
false

B IhsEN
1 AT T a<, SIENRAR test,
sudo useradd test
2 E&LimFRm, YREIER/etc/pam.d o
3 £ B B X % system-auth # password-auth £ “password
requisite pam_deepin_pw_check.so” , i\ iZITRIEE TR S 47,
MREBLAITHRE, WIINZARS
¢ EERITHHSUWT:
sudo vi /etc/pam.d/system-auth
sudo vi /etc/pam.d/password-auth

& FEIEMSERNRNBNT:
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password requisite pam_deepin_pw_check.so try_first_pass
local_users_only retry=1 enforce_for_root
4 17 sudo vi /etc/deepin/dde.confir< , EXHHEREFIMNMWTRE:
#HENZLR/NMEN 9
PASSWORD_MIN_LENGTH =9
5 #1117 sudo passwd test#i <, HiE passwd FRREER
ERARF test BWER .
WHY BEhS:
SN Bi5:
THHEE: BEKEREDT INFR
passwd: £TELEIZIEHEIR
BB 3285 “unioni2#” F4FE PASSWORD_MIN_LENGTH = 9 HEFBAEBSHIER, TAERETIE
EE,
ERAF test WED ,
WEY S
DN A N
passwd: FIERNS ML EELSMINER.
BB 385:  “union12#S” 7F& PASSWORD_MIN_LENGTH = 9 BB FBEESA9ER, AR TIEE

5.2 iptables

5.2.1 #HR

iptables 2 Linux EI2RARIZE IPv4/IPv6 FIEELTIESZ M4 NAT M98
S1TI R, 2 Linux BHMERFNEEHMERS, iptables TRBITERPS,
FEZIZESHIN,

5.2.2 ThEEMid
1 MNELAFRMELR,
modprobe ip_tables
modprobe iptable_filter
2 AT T <, BIEMMIEA (192.168.100.20) ping ARZS 2%
iptables -A INPUT -p icmp --icmp-type 8-s 192.168.100.20/24-j DROP
3 MITITEaS, BIESMRENRO (22) BYAEL,
iptables -A INPUT -i eth0-p tcp--dport 22-j DROP
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5.2.3 B2
SIEARSFSRIRIERFBINER T RLEBA AR iptables,
1 K root BRBINERARSR,
2 &R HE, H17 iptables-save i<, 2RI TRAEIAR iptables #EN,
[root@localhost pam.d]# iptables-save
# Generated by xtables-save v1.8.1 on Sat May 23 03:16:15 2020
*filter
:INPUT ACCEPT [23498:16150128]
:FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [15403:3768018]
COMMIT
# Completed on Sat May 23 03:16:15 2020
# Generated by xtables-save v1.8.2 on Sat May 23 03:16:15 2020
*security
:INPUT ACCEPT [23498:16150128]
:FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [15403:3768018]
COMMIT
# Completed on Sat May 23 03:16:15 2020
# Generated by xtables-save v1.8.2 on Sat May 23 03:16:15 2020
*raw
:PREROUTING ACCEPT [23498:16150128]
:OUTPUT ACCEPT [15403:3768018]
COMMIT
# Completed on Sat May 23 03:16:15 2020
# Generated by xtables-save v1.8.2 on Sat May 23 03:16:15 2020
*mangle
:PREROUTING ACCEPT [23498:16150128]
:INPUT ACCEPT [23498:16150128]
:FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [15403:3768018]
:POSTROUTING ACCEPT [15403:3768018]
COMMIT
# Completed on Sat May 23 03:16:15 2020
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# Generated by xtables-save v1.8.2 on Sat May 23 03:16:15 2020
*nat

:PREROUTING ACCEPT [0:0]
:INPUT ACCEPT [0:0]
:POSTROUTING ACCEPT [0:0]
:OUTPUT ACCEPT [0:0]
COMMIT

# Completed on Sat May 23 03:16:15 2020

5.2.4 X

B lroot BRBMERAYS, TXHAHE, 1T iptables-restore a5, M
—MNEFERXHHRE iptables.

B 17 iptables-apply 5<%, F# iptables,

B 17 iptables-save i<, ERAESZH iptables MINHHEEEREEE R

5.3 Nmap

5.3.1 #hiR
NMap (Network Mapper) =& Linux THIMEFBEMIRIRTAEE®E, SR

ITEfRRRERMIE AT NLE, UMANANERRS IP IRICRAMMLE EF

BRLE TN, URABLENIRMBAARS (BENBEFZMMAER) « LR

SIEITEMHARERSR (BERTER) . Bl MERTARERNIRD SRS/

Kig, EXRALWEAEEGMIEHETENTIA, 4, EEEIMMENESE.

BIERSALKITRI, UREMENMIRSHIET. NMap ZOTHEEWT:

B EHLI (Host Discovery) : BF A BEIRENBE L TEEIRTE (Active),

B %O (Port Scanning) @ AFHEBEN LHNHORE, TERESEHAK
(Open) . %I (Closed) . iFiE (Filtered) . KiIJE (Unfiltered) .
F|i2LIE (Open|Filtered) . xi|iZi& (Closed|Filtered)

B kAU (Version Detection) : FAFiRAIEmO _EE1TRIN AIERF AR,

B RERFZUN (OS detection) @ AFIRGIBIMNBNRIERALE. IRAH
S IGERE,

W BAAEE/IDS #18 (Firewall/IDS evasion) : nmap 32 % Fh 5l S8
AIE. IDS M RRANE, EFREMREEMNANRR. MEsXEiE
5 E (Fragment) . IP %% (IP decoys) . IP fA%t (IP spoofing) . MAC
Hihkfa%E (MAC spoofing) &,

B NSE f0Z<5|2 (Nmap Scripting Engine) : TR ENIAI. wmORHE.
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ARAUN #RIERGOUNFINGE, AT LIARRY BEKRBIINEE, 40 web 3.
A R AF.

5.3.2 R

I root BF#4T dnf install nmap <, %% nmap.

5.3.3 IhgeiMit

1 Mlroot AR BMERARS, X HAAE, RITOTHS, PEEVRERE
B9 TCP 1%,
nmap -v /localhost.localdomain

2 AT T ER<, #HTHWE SYN 13, ANZHBESS TEINNIRERSR
it
nmap -sS -0 scanme.nmap.org/24

3 AT T Er <, FENLIERER 100 & EHVFEREETT Web ARSS88 (w0 80) ,
HEEIR M B R X RNIR SR E EHE S T
nmap -v -iR 100-P0 -p 80

4 MITUT RS, 34 4096 ™ IP it HEIR Web ARSZ23, WL R L Grep
N XML 18R Fo
nmap -P0 -p80 -oX /tmp/pb-port80scan.xml-0G
/tmp/pb-port80scan.gnmap 192.168.100.20/20

5.4 Auditd

5.4.1 #HR

Auditd 2— Linux [RZHR TLXE2HFITRALE. FitRARHERSSS
BRERALRBRANEEARED, TEHITEBXIXH. BR. RARR. &
KIAAHITHREZENIER. RASERBILZTENRIEME TN, £ER
NBITAWEITIER, WEHITREBIEMNE (L
5.4.2 BRzb

Audit BREZBEIAT: 1T systemctl start auditd.service &%

5.4.3 RBEXH
HITTFIPHE : TREGEIRSF[IEERAP, FIPHEARIEHIHEREE A
REITEE. ZTIFHEEERINMEREXY, 2AAMEEREENMUAE.,
B FitIfIREEEXNH: ERERS[ERERAR, MREEXHHNREN
“letc/audit/auditd.conf’ .
B FiHHNEEXH: ERERSS[ZERAP, MNEEXENEBERN
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“/etc/audit/audit.rules” , BFARIEES SN ERERE X 4P HITENE
RZFIN, ERERSZSIJIJRERAF, FiHINGERER auditctl FE2RFIE
FEITRAEEAMEITER, i FERIMNSY/etc/crontab #1757,
F#HHIEE key }J CFG_crontab, AENBEHITHER, BAESSUTHAT.
@ REm<: auditctl-w /fetc/crontab-p wa -k CFG_crontabs
& #Bm<: auditctl -W /etc/crontab-p wa -k CFG_crontab.

5.5 sysctl

5.5.1 #hiR

“Iproc/sys” BRTEHREAZSHNZESE, HAEIIUERRBITR#HIT
B, BEREBNBAIEM. “[etc/sysctl.conf” B2— A FHNTIEEETT
R Linux 240320, ©8E—% TCP/IP MR EMAERFENSLKIED,
BERAZSERAEN. LHEiR, “/proc/sys” THZX 4 SEEXH
“sysctl.conf’ FTEFEENNXR,

5.5.2 Ihgemidk
1 Mroot HFBMERARSR, TLXHAE, 1T sysctl-a ai%, ETRFBEEHA
BRHNAZSHE,
2 1T “sysctl-w =4 @<, BNAZSHE, AANSHRIREERUT:
B kernel.randomize_va_space: F¥I&EREFILFENHEITTA.
B net.ipv4.tcp_syncookies: F3RPBALE SyncFlood B,
B net.ipv4.tcp_fin_timeout: RTHARSS 2 ENXFIERER, socket fR¥F
£ FIN-WAIT-2 SRZSHY R ABY 8],
B net.ipv4.tcp_max_syn_backlog: F/x TCP = RiBFEIIMERIES SYN
BERFINERKE,
B net.core.somaxconn: EXARFPEF—NinORANERATIFNKE,
B kernel.kptr_restrict: 2&EHIM/proc/kallsym FIEMIZEOE TR (TEN)
IZ R = REVHIE,
B vm.mmap_min_addr: {8 #IE@E mmap Bl ERN&NEMNARE
Hhhk, LB S TR E) = £ M S R L 2,
MR 2785 xtTEB9ZB 1S, HiT cat proc/kallsyms 55, BIRTAIZIFSEMALE)E Tkt T
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6 RS{BELETR
6.1 sysstat

6.1.1 #iR

sysstat 2 — MM RS MR MEN T A, tbin CPU FRZXE. EEMMLE
BHHE, WENIDHhXLERAMEHE, G THMAARSTERET, BF
BARAREBITEE. RELBTRSHRINVENEIF. sysstat MEBEERN TR T:
iostat TH: £t CPU EREMERBFITHNEVEIRE,
mpstat TH: EHLESEERBIE,
sar TH: fAaRWE. REFEFEERFERNES.
sal TH: ARKREHEEESRAZDSEEI—IITHENXGHH. ER
B I RIES TR cron KiE1T,
sa2 TR: ARIEEXRNAFEREEENSREENREF. ERN sar Fi
I HETR, E@iE cron RIFAA.
B sadc TH: ARRERADSEE, KKERNSIES N\— 1 Z#HEIR X4,

EWBIE sar TENER,.

M sadf THE: B/ sar B0 S0 ERN R,

6.1.2 R sysstat TH

yum install sysstat-y

6.1.3 BB ¥

B BHEEENXHA “/etc/sysconfig/sysstat” .

B sa f sar WEREUIRBIAMRTERRIE A “Ivar/log/sa” , FERES, AIUER
“letc/sysconfig/sysstat”’ ECE X 4HY SA_DIR ECE D,

6.1.4 TR

sadc TR

sadc TEEMIE “/usr/lib64/sa)” BRH, ZTEIEHIES E— 4
xR, MMBEEETEWIEAS, WEA sadf TARETR. EXRIHERE, N7
man 8 sadc <, AIEFEHMELESHNRESE N,
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comment 1 [ -D 1 [ -F1[-f10-t1°0-v1T[-5{keyword [,...1 | ALL | XALL } 1 [ interval

command
It writ
3 ~t3ndard ate le { bel ase 3 le : ady ex , sadc will over-
t 1f it from a prev1uua month By de adc co 3 t of the data available from the kernel. But there
Al )optlon l metrics, fer which the relevant opt10n~ must be explicitly p d to sadc to be collected (see option
-5 below) .

The standard tem activity daily d%t% file 1s named D unless option -D is used, in which case its name
where YYYY WM for the current month and DD for the current day. By default lo-

ar/log Yet it is possible to specify an alternate location for it: If putfile is a dlrectorv
ead of a p131n f11el then it wlll be considered the directery where the standard tem activity daily data file
L be saved.

when the count parameter is not specified, sadc writes its data endlessly. when both interval and count are not speci-
fied, and option -C 1s not d, a dummy record, which 1s used : rtup to mark the tlme when the counter
restarts from 8, will be written. For example, one of the
data file by the command entry:
Jusr/libi adc -
The sadc command 1s intended to be used as a backend to the sar command.
The sadc command only reports on lecal activities
C comment . . . ) . )
when neither the interval nor the count parameters are specified, this option tell adc to write a dummy record
containing the specified comment string. This cemment can then be displayed with option -C of sar.
Use saYYYYMMDD instead of saDD as the standard system activity daily data file name.
The creation of putfile will be forced. If the file already ex1 and ha format unknown to sadc then 1t will

be truncated. This may be useful for daily data fil created by an older version of sadc and whose fermat 1s no
longer compatible with current one.

6.1 man 8 sadc BRRfAI

sar TH
sar :]::Jéélfjfi§§§§115115§§ ;§%-<IL (:FD LJ Eﬁii*ga'z:j],LJ\§§5(]J§§ ) ]Eii-tI 1=l\llfz§§E§2311/LJ\31L:7]'<0 Wéiféégffﬁiﬁ
RE, BiTmanlsarm<, IEEEMEZESHMNEE N,

Linux User's Manual
r - Collect, report,

Al [L-B1I - F [ MOUNT ] 1L-H1I [-pl[-qll
cu fae 110 -vI1T[-v - 1 [ --dec={ @ | 1]2%}1 [ --dev=d
--help 1 [ --human 1 1 adc 1 [ -I{ int L | suMm | ALL }
keyword [,...]1 | ALL Y} ] [ -n { keyword [,...] | ALL } ] [ -i4{10] LAEEL

[ filename 1 | -[0-91+ ] [ -i interval ] [

DESCRIPTION
The sar command writes to sta
The accounting tem, base ali E informat the apeclfled number
of times spaced at the 1 ] secand: rval parameter 1s set to zero, the sar command d
plays the average statistics for the time since the system was started. If the interval parameter 1is HpElelEd without
the count p then repor re generated continuously. The collected d 1
lag, in addition to being displayed onto the screen. If fi
daily data file (see below). By default all the data a

and writes to standard output records previous saved 1n a file. 1s f1 : either the
¥ lag or, by default, the standard s E y daily data fil al ble to enter
2 etc. as an argument to sar to display data of that d ago. For example, -1 will point at the
tivity file of yesterday.

Standard system activity daily data files are named saDD o

the current E D . They are the default files y

plicitly specified. W se 1te data to files (with 1ts option -o), L YYYYMMDD 1f option -D has
been specified, else 1 11 . When used to display the records previousl ] file, sar will Tlook
the m recent of saDD and and it.

Standard system activity daily da files are located in the /log/sa directory by default. Yet it is po

i
ecify an lternate WQCatlon fcr them: I1f directory (1 d of a p]aln file) is used with options -f or -o then it

Without the -P flag, the ¢ al ] atistics, which are calculated

averages for values expr d d . : a given, the sar command reperts
activity which relat ] ] ] If -P ALL is given, the sar command repor tatistics
hi ach indi al Ell 0ffli S50r5 3 + displayed.

6.2 man 1sar &RRAl

iostat TR
iostat TERTERAS CPU RS, BRISENELER, AR imAmE,
1T man jostat &5 <, EJEEE?@E%%%&&E(—%XO
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1ostat - Report Central Processing Unit (CPU) statistics and input/output statistics for devices and partitions.

SYNOPSIS
iostat: [ el -d1[-h1'l-k]-m][-NIT-s11-t1T-VIT-x11-%x1T:-=21T--dec= { ]
ID0 | LABEL | PATH J UID | ... } 1 [ -0 JsoN 1 [ [ -H ] -g group_ name ] [ --human 1 [ -p [ device [,...]
vice [...1 | ALL 1 [ inte [ count 1 1]

DESCRIPTION
The iestat command 1 d for monitoring tem input/output device loading by observing the time the devic re active
in relation to their average transfer rat The 1ostat command gener tes reports that can be used to change tem con-
figuration to better balance the input/output load between physical dis

The first report gene ¥ > 1 command provide tistics concerning the time since the tem was booted, un-
less the -y option 1s 2, this first report 1s omitted). Each subsequent report cover

the previous report. All statis re reported each time the ieostat command is run. The report cons

row followed by a row of CPU stati s. On multiproce tems, CPU statistics are calculated

among all processors. A device header row is displayed followed by a line of tistics for each device that

ured

The inter parameter specifies the amount of time in seconds between each report. The count parameter can be
junction with the interval parameter. If the count parameter is specified, the value of count determines the number
generated at interv seconds rt. If the interval parameter is specified without the count parameter, the
continuol

REPORTS
The ilestat command generates two types of repor the cPu Utilizatien report and the Device Utilizatien report.

U utilization Report .
The first report generated by the 1ostat command 1s the CPU Utilization Report. For multiproce
CPU values are global averages among all processors. The report has the following fermat:

Suser
Show the percentage of CPU utilization that occurred while executing at the user 1 L (application).

snice
Show the percentage of CPU utilization that occurred while executing at the user level with nice prierity.

Show the percentage of CPU utilization that occurred while executing at the system le (kernel).

6.3 man iostat 2R

mpstat TR

mpstat TEFEE AT ZRERRAFE CPU R BAZXRMNSAIT, mpstat
WA INEER, A-P RIEEW CPU, BAMESEH ID M 0 FFiERY, PROC X
HRARTEER, RANERT, RABKHEET proc X &ES., EXIHRE,
1T man 1 mpstat &<, AIEEHMEZESHRES

(1) Linux User's Manual

mpstat - Report proce

SYNOPSIS
mpstat [ -A 1 [ --de [ -ul [ -v1I[-1{keyword [,...1 | ALL } 1 [ -N { node list | AL } 1 [
i [ count 11

DESCRIPTION
The mpstat command 1 to standard output activities for each available processor, processor @ being the first one.
Global average act i mong all processors are reported. The mpstat command can be used both on SMP and UP ma-
chines, but in the latter, only global average activities will be printed. If no activity has been selected, then the de-
fault report 1s the CPU utilization report.

The 1interval parameter ecifies the amount of time in seconds between each report. A value of 0 (or no parameters at
all) indicates that processors statistics are to be reported for the time since system startup (boot). The count parame-
ter can be specified in conjunction with the inter parameter 1if this one not set to zero. The value of count deter-
mines the number of reports generated at inter art. If the interval parameter 1s specified without the count
parameter, the mpstat command generate 1

s option equivalent to specifying -n -u -I ALL -N ALL -P ALL

--dec={e | 1]2} ) .
Specify the number of decimal places to use (8 to 2, default value is 2).

-T { keyword [,...]1 | AL }
Report interrupts statistics.

2 keywor are CPU, SCPU, and SUM.

U keyword, the number of each individual interrupt received per second by the C C s displayed.
are those listed in /proc/interrupts file.

wWith the SCPU keyword, the number of each individual software interrupt received per second by the CPU or Cl is
displayed. This option works only with kernels 2.6.31 and later. Software interrupts are those listed in
oftirgs file

With the SUM keyword, the mpstat command reports the total number of interrupts per processor. The following vz
ues are displayed:

CPU
Processor number. The keyword all indicates that statistics are calculated > s among all proces
sors.

6.4 man 1 mpstat R
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sadf TR
sdaf TETEZM Z#HHISCHEHHIEEN sar FRUREMEUE, HIUZME#E
TET. X IRRE, HiTmanl sadff<, AIEEHMEZESHNRES X,

SADF(1) Linux User's Manual SADF(1)

sadf - Display data collected by sar in multiple formats.

df [ -c 1 L] o-p -r -x 1 [ -H 1Il-h1[-T]-t]-vull-v]I[-0ppts [,...11101-P{
cpu_l | ALL } : ] [ hh:mm[: 1501 =6 [ hh: mm [ ——dev— dev list 1 [ E Is_1 [ --iface=
iface 11 r_options 1 [ ainterval [ count 1 1 dataflle | -[e-9]+

DESCRIPTION
The sadf command 1s used fi ying the contents of data files created by the sar(1) command. But unlike sar, sadf
can write i1ts data 1 ’ ts (C XML, etc.) The default format 1s one that can easily be handled by
pattern proc ands Lik k e optlnn -p). The sadf command can also be used to draw graphs for the various
activities co ¥ < (Scalable Vector Graphics) graphics in your web browser (see optien
-g).

The sadf command extracts and writes to standard output recerds saved in the datafile file 1s file must have been cre-
ated by a on of which compatible with that of sadf. If omitted, sadf the standard
activity data file. It 1is & 1ible to enter -1, . as an argument to sadf to display data of that

ago. For exampWe, -1 will point andard E L yester

The standard 1v1 1 1 amed s ) current year, MM for
the current month %nd DD fur the current dsv df w111 1uuF for the most recent of d and use 1it.
default it is located in the fvar/leg/sa directory. Yet it possible to specify a lternate for 1t

d directory (instead of a plain file) then it will be considered

activity daily data file 1s located.

and count parameters are used to tell sadf to select 2C0 e apart. If the count
the records saved in the data file

All the activity flags of sar may be entered on the command line to indicate which activities are to be reported. Before
specifying them, put a pair of dashes (--) on the command line in order not to confuse the fl with those of sadf. Not
specifying any flags selects only CPU activity.

Tell sadf to display comments present in file.

Convert an old system activity binary datafile (version 9.1.6 and later) te current up-to-date format.
ollowing syntax:

sadf -c old_datafile = new datafile

6.5 man 1 sadf 2Rl

6.1.5 ThakiMik
1 £ sadc WERFAHSEE, LLEERSVWKRE—R, HIRE S RHBER,
#E:@J_ﬁ\? A-'-EE’JKFFO ﬁl_ SarI ;E*E%zltbﬁlj'lklu\o

adc 1 5 record_1
t.localdomain) 2020506 5245 E 64_ (4 cpu)

snice
0.

6.6 sadc IRER IR, FBE sar ERERANRS
2 CPU A AR EH, SMIREN—REIE, HIRELS5 R,

ost.localdomain) 20202F06 5 24H _aarch6a_ (4 cpu)

Hlowalt L s1dle
0

oo
0.00 100.00

E 6.7 sar 3REX CPU FIRXE
3 BEMERENEULER, LIRS L DHIM—RK, RS K
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]# sar -n DEV 1 5
.4.0.0036.uel20.aarch64 (localhost.localdomain) 2020406 524H _aarched_ (4 cpu)

rxpeck/ xpck, xk txkB/: X X b s1futil
0 [} 0

.8
sifutil
06.68
0.00

sifutil

sifutil

6.8 sar IREXMLZ IR EHFILIE.

6.uel20.aarch6a (localhost.localdomain) 20204£06 524 _aarch64_ (a cpu)

avg-cpu: %user %nice %system %1nwnt ssteal  sidle
0.14 0.0 o8 o 3] 51

6.9 iostat &2/= CPU FIA=
5 it SRHEBBRGRE CPUO FIFE,

.localdomain) 20205065248 _ 54_ (4 cPU)

%irg al % sgnice
0. .80

%gue %gnice
.00 0.0

wnice 1 %1 ssteal % %gnice
ee 0 .0 0 ¢} .00 0 0.00 1

snice i %s Ssteal Sguest Sgnice  sidle
0.00 e. 8.88 [¢] 8.00 8.ee 1ee

susr  Snice ai i 5 ssteal %guest %gnice
: 6 [ ¢ 0.0 0.9

%iowait & t eal %guest S%gnice %idle
.80 .00 .60 100.

6.10 mpstat 4tit CPUO B9FI A=
6 MZRTEYH B HIESHPIREX cpul BIGEITEIE,

~1# sadf

%iowait
%steal
%idle
Suser
%nice
%~ya(un\ 0
Siowait
bsteal
%idle
%user

iowait
%steal
%idle

C cpul %iowait
pul steal
UTC cpul sidle

6.11 sadf $2EX cpul M4 EE
6.2 top
6.2.1 #iR

top Z Linux RPN — N ESIRI#HIEEES, R — I XAEANNARER.
ERNLAA#HITRREVEE, iEEEMERDNEHIZY R, @5 EEE
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GEMESEE 20

6.2.2 ﬁ:"iﬁé’&
ELIHRFE, BE root P 1T dnfinstall procps-ng procps-ng-help

(//Ve/é‘/fqbfi?ffprocps-ng-help) &% procps-ng # procps-ng-help I
#8., ST, iTmanl topi<, AIEEHMESZSHNRESE N

User Commands

ay Linux proc

-hv|-bcEH10S8s1 -d s -n max -u|U user -p pid -o fld -w [cols]

The traditional switches *-* and whitespace are optional.

DESCRIPTION
The top program provides a dynamic real-time view of a running system. It can dis
a list of proc or threads currently being managed by the Linux kernel. 0 0
hown and the types, order and f information displayed for proc are all user configurable and that configura-
tion can be made persist

The program provides a limited interactive interface for proc manipulation as well as a much more extensive interface
for personal configuration -- encompassing every aspect of its operation. And while top is referred to throughout th
document, you are free to name the program anything you wish. That new name, possibly an alias, will then be reflected
on top's display and used when reading and writing a configuration file.

OVERVIEW i
Documentation
The remaining Table of Contents

OVERVIEW
Operation
Linux Memory Type
. COMMAND-LINE Options

UMMARY Display

a. UPTIME and LOAD Averages

b. TASK and CPU States

c. MEMORY ge
/ Columns Display
CRIPTIONS of Fields

. SUMMARY ARI

. TASK AREA
1. Appearance
2. Content
3. S1ze
4. Sorting

d. COLOR Mapping
5. ALTERNATE-DISPLAY Provisions

6.12 man 1 top £
REABIUT:

4. INTERACTIVE Commands
L

ted below brief index of commands within categories. Some commands appear more than once -- their meaning or
scope may vary depending en the context in which they are

q, 5, T, W, 2z,0-7

w

Up, Dn, Left, Right, PgUp, PgDn, Home, End

& 6.13 top REX <A

6.2.3 ThEEMiX
KU root BRBMERRS, EXRME, HITtop i<, ERHAERISLR
Ko
BT zHE, abte;, BT zH#, BH L6,
B ZT N#E, LLPID BIARDBIRAFRFIRTEES &R
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W ETP#E, LLCPU SARKNRI
B T mi#, URESRARX/N
W T 3R, EERARTHG,
W RET

& ERREFE

=H

FFHIF#HIZIRR,
FH5#IEY &R

=H

1:28, 4 users,
1 running, 15
8.1 ni, 9

4905.1 free,
3071.9 free,

COMMAND
Tightdm B 120332 66838 0 2.9 Tightdm-deepin-
Tightdm o 893184 88 5580 0 anboar
root ] 472 o 5 ] 0. X
root 0 : 3 0 0. ystemd-journal
root B 0 : 0. firewalld
root 8 547984 354 : : Tvmdbus
root 0 7 0 3 5 0 0 tuned
root 0 0 0 .13 NetworkManager
root
root
root
polkitd
root
root
lightdm
root
root
root
root
root
root
root
root
root
lightdm
testuse+
testl
root
root
testl 6 183104
testuse+ 0 183104
lightdm 0 117568
root 0 182
systemd+ 0 0 23104 12800

.0 us,
6814.1
3071.9

6.15 top Bt

& %0 cpu RN,
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ni,
4904.7 free,
3071.9 free,

PID USER PR
2047 lightdm 20
root 20
2 root 20
root [
4 root
6 root
root
9 root
0 root
root
2 root
3 root
root
5 root
6 root
3 root
9 root
6 root
root

rait 5 -20 = o o o 8.8 o0 % ~kblockd
24 root 2
5 root

6 root
root
29 root
0 root
root
3 root
4 root ).
root 0 -20 8 0 0 0.0 8.0 0 00 writeback
6 root 20 0 8 8 ] 6 @ 8 kcompactde
root 2 5 0 md
root
9 root
6 root

& 6.16 top Z/nizER CPU ERAHF

6.3 iotop
ERERSB[RIERSAP, EALEM top Y i/o BT,

6.3.1 #i

iotop ¥ E— T HARIEMER 1/0 FAKREN top 2T, iotop AES
top HBIMMAA REEOD, HPEIEPID. AF. 1/0. #HIEEHEXEE, Linux
THI 10 éfEi-I-IEJIJ iostat. nmon FRXZHEREFAIT B MEEFEEBENR,
MRFBENES MHZEZWNMEMER 10 89, AJLUHATT iotop S H#1TES.

6.3.2 BENE

ERIFERE, B root AP H#1T dnfinstall jotop iotop-help (17 e hgH
777E iotop-help) sr< %% iotop M |otop help ¥ €1, 5EpkfE, 11T man 8
iotop <%, AIEEHMESSHNE
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i1otop - simple top-like I/0 meniter

SYNOPSIS
lotop [OPTIONS]

DESCRIPTION
infoermation output by the Linux kernel (requires 0 5 3 L
d stem. At least the CONFIG_TASK_| CONFIG_TASK UNTING, CON-
| UNTERS options need to be enabled in your Linux kernel build configuratien.
iotop displ for the I/0 bandwidth read and written by each process/thread during the sampling period. It also
displ the percenta e of time the thread/process spent while swapping in and while waiting on I/0. For each process
1 priority (cla evel) shi

In addition, the total I/0 bandwidth read and written during the sampling period is displayed at the top of the inter-
Total DISK READ and Total DISK WRITE wval s el al read a E e and kernel

thre 2ds on the one side and kernel block device sub m on the ether. While Actual DISK READ and Actual DISK WRITE
ent correapondlng bandwidths f ctual disk I/0 between kernel block device subsystem and underlying hardi ]
Th y not be equal at any gilven moment of time due to data caching and I/0

kernel.

Use the left and right arrows to change the sorting, r to rewv the sorting order, o to toggle the --only option, p to
toggle the --processes option, a to toggle the --accumulated option, g to quit or 1 to change the priority of a thread or
thread(s). any other key will force a refresh.

--version
Show the version number and exit

-h, --help ) )
Show usage information and exit

-0, --only
Only show processes or threads actually deing I/ instead of showing all processes or threads. This can be dynam-
1cally toggled by pressing o.

-b, atch
Turn on non-interactive mode. Useful for legging I/0 usage over time.

-n NUM, --iter=NUM

Set the number of iterations before quitting (never quit by default). This is mest useful in non-interactive

6.17 man 8 iotop ERRA!

6.3.3 ThEEiMidk
1 Lroot HRFBMEBERAYR, %I 1 FE, 1T iotop &<, BRALKHIR
1/’51]-%% |/O E,J *EE,JDLE—_Hk/L,\o

DISK FEA![I
DISK

serialize 18

8% [rcu (hed]

6.18 iotop EREEER /0 SLEPIRES

2 PIREIRIG 2 FE, T TSRS, WHEHITEIRE, Lix 1P iotop KR
,L,\J—E'_f;um'”" THRNEIRE,
cd /home
dd if=/de|//zero of=bigfile bs=1M count=5000

3 UREILE 2 B, BITUOT6HS, WHEBTIRIRE, Kig 19 iotop R
/L.\p‘—H—_I-AUL/—J_”/_ TR RIRIRE,
cd /home
dd if=bigfile of=/dev/nullbs=1IM

6.4 lsof

6.4.1 #iR
Isof (list open files) B—MFIHHRIRACITANXHNIR, BIXHF
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IRA] LA R E AR, &R LUR R S EEMEEY, sEhmEsitni (TCP) A
AP #ERDIX (UDP) EEF S, RAERaHNENARERF D 7T — X4
HRTF, ZRXGHHERTANAREFSEMIRERAZENZERHB T ERZEO,

Isof sTARIXMAINT: EEXH. BR. WEXHRFHIXHE. FHRIRE
X, (REHZERE. BEE/aREE. SR, WEXHF,.

6.4.2 TR

17 lsof | less i<, BIIERHNEXW T,
COMMAND: #ZrIR R,

PID: #iZARIRTTo

USER: #HIZFRE®E,

FD: XHHERT, NARERESXHERTFIRAZX .
TYPE: {38!,

DEVICE: 8EMENET,

SIZE: IR/

NODE: &5 = (XMHE#E FMHRR) o
NAME: FTH X8I Z R,

6.4.3 ThsEMhid
B 117 lsof -u username @<, FIHENBFPITHNXHER,
R 388 -u AT u BSLRE user BI4ES.
B 17 lsof -c apache <, FIHENERHEZEFMITANXHES.
B 17 lsof -c mysql-c apache <, FIHZMHZITANZIXHEER.
B 1T Isof -u test-c mysql&<, SIHENAP UNRENHIZFAITHRSH
ESH
B 17 lsof -u Yrootdn<, FIHBRT ENFFIMIRITHRISHE R
BN 385 N PMFELRFE 2R, BRRET RTINS,
B 17 lsof -p 188, FIHENHIZESEFAITANXHER.
B 17 lsof -p 1,238, FIHZMHIZES XM HER.
B 117 lsof -p 1185, FIHBRT EMHIES, HHESHITHANXHER.
B 17 lsof -i i<, FIHFIBERNMEKEE,
B 17 lsof -i tcp <, FILFRE tcp MEZERER.

6.5 psmisc

6.5.1 #i
psmisc @— MEM proc XHFRFNNRHEE, MAR—NREHNBRER
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ZERILNGEE, RENEFNTRAT.
% 6.1 psmisc 1RIEIZF A
B 2L
pstree ETR—MHEREM,
pstree.xll | BR— L%ﬂﬁ, EREED pstree H—M RS,

fuser AN ERFRIRGHIZ,
prtstat FTEN— P HIEERZIHE B
killall B HIZE R kil #12, BFIBIEITHHEIERZ—MES,
pslog e & #HIZRY S A1 HERF,

6.5.2 HENA

ERIEFRME, 1T man pstree/prtstat/.. &<, AIEEHMES
B Xo
6.5.3 Thetimidk

AT pstree -n -p &<, WEARHIZR pid KNHEFE, BRI,

o

HNHE

—{auditd}(1291)
dbus - daemon (1318) —{dbus - daemon} {1488)
NetworkManager(1311)——{NetworkManager}(1395)
{NetworkManager}(1426)
dhclient(1553)

ogd}(1394)

ogd}(1397)

tkit-daemon}(1428)
{rtkit-daemon}(1429)

sksd}(1364)
udisksd}(1431)
d}(1549)
d}{1561)
systemd-logind (1336
chronyd(1338)
ance(1339)—{1rgbalance}(1340)
storecond(1343)
Lvmdbusd(1457) ——{Lvmdbus d} (1564)
{lvmdbusd}(1568)
{1lvmdbusd} (1569)
tuned(1483) ——{tuned} (1899
{tuned} (1
{tuned}(1

gssproxy{1491) —1{
_Eft
{polkitd}(

polkitd(1495)

6.19 pstree BRI
6.6 procps
6.6.1 #iR

procps-ng B@—MEM proc XERZENNMHE, MAZR—TRMEHNAE
F. ZEMWNRHEE, RUNERINTRAT.
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3+ 6.2 procps-ng B BB EERAR B

B 4
slabtop | SEBYERAHZ slab cache £ 8.
skill RE—MESEHIZ,

vmstat | IREXFHIE. REF. T Rio. &R HEM cpu BFERNER.
watch | BEIERNBRITEANER, #A2RETHIET.

free ETRRRP I ARAFNEFERRNGE,
pwdx |IRE—MHENHFILEER
snice | RE—MESHIREHERS,
sysctl | IBITEHMEARZE L,
pgrep | IREBILACRYIATAR AT I H YL HENEITRIIHIE,
top ALY B R RSP HZRRE
ETR—TERS, SERAYFINE. RABLKETT ZKMNEL
HAARRBRTZVTMEARPE,
w ETEERT RS, UREEMMT L0
tload | FIEEXGER X ERAKNTIINH,
pmap | IRE—MHZNAFIRET,
ps RS YRR IZAVIRER,
pkill FRILE A AR EE IR Y Hana T,
6.6.2 BT
ELImRFR®E, 11T dnfinstall procps-ng-help &%, &% procps-ng-help
(1R e W 727 procps-ng-help) €. 1T man slabtop/pgrep/...th<, AI&E
EHMEZSHNREE X,

6.6.3 TheEMik
17 pgrep I 5%, B 1 SEMNHENRNEME,

uptime

6.20 pgrep 1EZRHIZRAI
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6.7 e2fsprogs

6.7.1 Btk
e2fsprogs @—™MER proc XHRFZEHNURHE, MAR— RN AR
F. REMWNRHEE, RUNERITRAT.

7+ 6.3 e2fsprogs BRI ER

i Wi
e2undo BEW ext2/3/4 XHFFE%H undo log,
dumpe2fs | 38 super block £BY1=E dump Zl stdin.
resize2fs | JAEE ext2/3/4 X RGER~T,
e2fsck ext2/ext3/extd X R AN EEF.
mke2fs B ext2/ext3/extd XHFR 4,
eddefrag | extd X RGHEHEIEEF,
filefrag EFRIEEXHERIE R,
lsattr Xt ext2/3/4 XERFFENEIEFHITER,
fsck.extd | extd XERFEOBE—MRIENGR L,
fsck.ext3 | 1% Linux B9 ext3 XHHEZES,
fsck.ext2 | ext2 XERFOE—MRIENGR L,
e2image | ¥ ext2/3/4 RAEXHEIREI XA,
badblocks | XEERIEZEICEIRZRIR,
debugfs | ext2 XHZHRXEAFRETLE,
tune2fs AR EE ext2/ext3 XHRANXGFRASHIZERF.
logsave | RF— 1 EnTHRHE—MEEX .
e2freefrag | 7E ext2/ext3/extd X4 RFIREH F IR (B)ED,
chattr Xt ext2/3/4 X RGEENEEHHITED,
mkfs.extd | BIEE— extd XHRS,
e2label %7 LABEL,
mkfs.ext3 | BIEE— ext3 X4 &R S,
mkfs.ext2 | BIEE—1 ext2 XHRS

6.7.2 LR

ERIHERE, H1T dnfinstall e2fsprogs e2fsprogs-help (1% e lk P77
e2fsprogs-help) <, &k e2fsprogs # e2fsprogs-help &, 11T man
e2undo/eZimage/...8 %, BIBEEHMESZSHNEE X,
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6.7.3 ThEEMid
17 tune2fs -c 30 /dev/sdal ip<, REBERAFNEX G R FET BICH
R
[root@localhost yum.repos.d]# tune2fs -c 30 /dev/sdal
tune2fs 1.44.6 (5-Mar-2019)
Setting maximal mount count to 30
[root@localhost yum.repos.d]#

6.8 strace

6.8.1 iR

strace @— &2, I, KITF—ENIR, ERZITAEAIUREH
EHRITHNARRARMFIZWNES. SHESFEHNEFISEN, KBEBF
SEXTIRERNZSIER, BERRRARIHREFLZE,

strace NEREIEMNAZMBRIT—MEENHS, ERRENGSHITER
[FELRH, EHSHITHNIIED, strace RICRMBTHSHIZNAE RS
R, URiz#iEmzREINFREmNESE,

6.8.2 BLN4E

LIRS E, 1T manl stracets<, AIBEEHMEZSHNEAE X

STRACE(1) General Commands Manual STRACE(1)

- trace system calls and signals

SYNOPSIS

strace [-AcdffhikgrtttTvvxxy] [-I n] [-b ] [-e expr]l... [-a column] [-o file] [-s strsize] [-X format] [-P path]...
[-E ¥ 1=

[
[-p padl... { -p pad | [-D] [-E var o [-u u~ername] command [args] }

1 [-e exprl]... [-0 overhead] [-S sortbyl [-P pathl... [-p padl... { -p pad | [-D]
ername] command [args]

DESCRIPTION
In the simplest case strace runs the specified command until 1t exits. It intercepts and records the system calls which
are called by a process and the algn37~ which are received by a process. The name of each system call, 1ts arguments and
its return value are printed on standard error or to the file specified with the -o option.

strace 1s a useful diagnostic, uctional, and debugging tool. System administrators, diagnesticians and trouble
shooters will find it invaluable fo lving problems with programs for which the source is not readily available since
thev do not need ace them Students, hackers and the overly-curicus will find that a
1 E 5 alls by tracing even ordinary prog programmers will
wappen at the userskernel interface, a el examination of this

nd attempting te capture race conditi

Each line 1in the trace contains the all 2, followed by 1ts arguments in parentheses and 1ts return value. An
example from stracing the command "cat /dev/: 3

open("/dev/null®, O_RDONLY) =
s (typically a return value of -1) have the errno symbol and error string appended.
open(®/foo/bar®, O_RDONLY) = -1 ENOENT (Ne such file or directory)

Signals are printed as signal symbol and decoded siginfe structure. An excerpt from stracing and interrupting the com-
| frdw B

no= sIuINT s1_code=SI_USER, si_pid=...} ---
NT +++

being executed and meanwhile another one is being called from a different thread/pro then strace
y top ve the order of these events and mark the ongoing call as being unfinished. when th
will be marked sumed.

6.21 man 1 strace R
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6.8.3 ThEEMid
REx Is S ARFAIBRAE o

G £
.preload", R_OK) -1 ENOENT
0_RDONLY | 0_CLOEX )
> ze=78271, ...} =
78271, PROT FEAD MAP PPIuATE 3; O] = foffde 320080

8
a"...

960 0
MAP PRIuATE|MAP DENYWRITE, 3, 8) = exfffd 1¢]
PROT, READlPROT WRITE, MAP PPI”ATE|MAP_FI£ED|MAP_DENTHHITE, 3, 0x20000) = Oxfffde

_IFREG|07 z 0
PROT_READ |PROT_EXEC, MAP_PR 'ATElMAP DENYWRITE, 3, 8) = exfffd 880
131872, PROT_.EADIPROT WRITE, MAP_PRIV ATE!MAP_FIKEDIMAP_DENYHHITE, 3, 0) = oxfffde43sooce

TEIMAP DENYWRITE, 3, 0) = oxfffdedld B
MAP_PRIVATEIMAP_FIxEDIMAP_DENYHRITE, 0x160000) = exfffd

\8"..., 832) =

| }

EAD |PROT_| , MAP PRIVATEIMAP DENYWRITE, 3, 0) = oxfffdedofo

972, PROT_READ|PROT_WRITE, MAPipPIJATEanﬂiFI |MAP_DENYWRITE, 3, 0x70000) = oxfffde4l70000
=0

/L1bdl.s0.2", O_RDONLY]

832

e
MAP_PRIVATE |MAP_DENYWRITE, 3, @) = exfffdedecoeoe
ROT_WRITE, MAPipPI”ATE|MAP7FIHED|MAPinEHYWRITE, 3, 8) = oxfffdesn

. :
L, 213336, PROT_READ|PROT_ MAP PRIJATEIMAP DENYWRITE, 3,
mmap (@xfffd 00, 131872, PROT_| EADIPPUT WRITE, MAP_PRIV ATE!MAP_FI D|MAP_DENYWRITE, 3, @x18000) = exfffdeds

6.22 strace IRER s a2l

6.9 ltrace

6.9.1 iR
ltrace 2—MEAEHIER , AIEERM ZATHITIEE s < RIZBMICRoISE
ERMESEZEBERE. ERESHITERAERREREZHEIXH LFER,

6.9.2 HTNE

ltrace B—MUETTIEE T BEEIIBRHNER. EE8AHIERBERITHTE
FEANSSERAURZIRZEBIES, EXRRTMIESHITEHRERRITHR
AR, T strace BIEA+2 ML

ERiER@E, 1T dnf install /trace ltrace-help (1K e i # 77 7F
[trace-help) %, &% ltrace 1 ltrace-help €, 11T man /trace®<, |
EEHMESZSHNEE X,
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LTRACE(1) User Commands LTRACE(1)

NAME
ltrace - A library call tracer

SYNOPSIS
ltrace [-e filter|-L] [-1]--library=library pattern] [-x filter] [-S] [-b|--no-signals] [-i] [-w|--where=nr] [-r|-t|-tt|-ttt] [-T] [-F pathlist] [-A max-
elt 1 [-C|--demangle] [-a|--align column] [-n|--indent nr] [-o|--output filename] [-D|--debug mask] [-u username] [-f] [-p pid] [[--]
mand

ltrace -c [-e filter|-L] [-1]|--library=library pattern] [-x filter] [-S] [-o|--output filename] [-f] [-p pid] [[--] command [arg ...1]

ltrace -V|--version
ltrace -h|--help
DESCRIPTION
ltrace is a program that simply runs the specified command until it exits. It intercepts and records the dynamic library calls which are called by the
executed process and the signals which are received by that process. It can also intercept and print the system calls executed by the program.
Its use is very similar to strace(1).
ltrace shows parameters of invoked functions and system calls. To determine what arguments each function has, it needs external declaration of function

prototypes. Those are stored in files called prototype 1 ee ltrace.conf(5) for details on the syntax of these files. See the section PROTO-
TYPE LIBRARY DISCOVERY to learn how ltrace finds prototype 1

--align column
Align return values in a specific column (default column is 5/8 of screen width).
-A maxelts
Maximum number of array elements to print before suppressing the rest with an ellipsis (" . This also limits number of recursive structure

expansions.

--no-signals
Disable printing of signals recieved by the traced process.

Count time and calls for each library call and report a summary on program exit.

demangle
Decode (demanqm Tow-Tevel symbol names into user-level names. Besides removing any initial underscore prefix used by the system, this makes C++

fun lable
Manual page ltrace(1) line 1 ( ress h for hel,

6.23 man ltrace R

6.9.3 IheElik
1T ltrace /s 5%, ERIRER Is RFEIEBAMRITIE To

mmap(ﬂSYS(nll 2586930, 1, 2, 3, 8) 0x7f6306116000
3) 0

N ., 0x80000, 2

> "/USl’/lllﬁl/l(’(a‘le/el17 C ., 0x80000, 00 3
c8110) ]

1, 2, 3, 0) 0x76307436000
]

2

"/usr/1ib/locale/en_| ., 0x80000,
"/usr/1ib/locale/en | U ., 0x80000,

0
0x716307435000
0

/1ib/locale/en_| U ., 0x80000, -

/1ib/locale/en | ., 0x80000, 00 3
c8110) ]

1.2, 3, 8) 0x7f63073e2000
0

2

10ct1@SYS(1, 0x5461, 0x7ffd4b5c8360, 0x556c73eaf010) -25
ioct1@SYS(1, 0x5413, 0x7ffd4b5c8430, 0x556c73eafd10)
0, 00)

, 0x8000, OX556c73eafo10)
08000, Ox556c73eaf010)
234Cent0S -AppStream. repo
ent0S-centosplus . repo
Cent0S
Cent0S-Debugin fo. repo

Cent0S-Extras. repo
Cent0S-fasttrack. repo

Cent0S-Vault. repo
)
close@sYs(1)

roup@SYS (6 <no return ...>
ited (status 0) +++

6.24 ltrace BREx Is a5l

6.10 dmidecode

6.10.1 #LHA

dmidecode B 7E Linux THRRNBEXEHEFEENIT R, dmidecode EE
SMBIOS/DMI tri, HiatHivE S 81E BIOS. R4, ik, IER. AE. &
FEE,
B DMI (Desktop Management Interface, DMI) FAREEBIKNEERASEE
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NEERS, DMI 5 EMRENIE ™1&EER SMBIOS MSEaIFEITE F#H1T.

B SMBIOS (System Management BIOS) RFiIRFAFKHIEE LUITERE
TrmEREEMEERRENA—IE, SMBIOS #1 DMI R HE1TIIES A
Desktop Management Task Force (DMTF)2EMF M ARIFA, Hb
DMIIITiEA FEANFEFIRERSA,

6.10.2 RETIE
ERERSFIRIERAET, FMABELLE dmidecode, H&RE, 5L root
RAPRERES, H1Tdnfinstall dmidecode %, IRIBIRTHWAN ‘Y o

6.10.3 TheEMK

B Llroot HRFSMERAS, TR ImAE, 17 dmidecode -t bios 5,
BRI 2 RA 4 bios AXEE.

B $#71T dmidecode -t processor &<, BIRIEREAS cpu HXES.

B $#17T dmidecode --type 7#<, EIAIERAKEEFER,

6.11 cockpit

6.11.1 ¥R

Cockpit B— 1M RZEBHFRNET web WEIBTH, RABERTUMIT
EINFHEEE. WRECE. RERE. EEFRFES. B Cockpit iRIERA
97y Web Blim5RE, AIABMMERI(]H GNU/Linux iR554:, B— IS
TERERSEZANAREETIR, FEZ2NEMA Cockpit AIKIERNEE,

6.11.2 &3 Cockpit

1 FUTUITE<, %3 Cockpit B,
yum install cockpit-y

2 PITUTE<, BoiiRSHIEEFVIE B,
systemctl enable cockpit.socket--now

3 AT TE<, XEIBA AR,
systemctl stop firewalld

6.11.3 fiEA Cockpit

g%
1 $TFRNSE8S, TEiAbAZrhEIN https://IP:9090//5, % “Enter” #i.
2 i\ root HFPHVARF B,
L7
B cockpit EEET RE U LT 9090 7%,
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B U TEARRATH, LS HERBES.

BE5528: localhost.localdomain

6.25 cockpit ERFRERA)

FHmE

FRAESBTIFAENNRAES, ATUER CPU. RFE. BE, UARWE
BYfERRIT.

Q #x
2
[ cpPU [fc3 i (2]
o 1Py 2% RAM 2268 7R R o 2N o #0 N ']
o "
5 S 3 1328/ 88,
R g 153§ 0.06, 5 43§:0.03, 15 5§k 0.01 o] 40GBER — 0 0
[ /boot 867MB FA
B efn e
= .
e Ve Jmediajroot/UnionTech0S 07RO
BOMB
=n bus 133M8
473m8
RS 400MB
LHIRE
Lig
. == o
6.26 cockpit FREETENRARBE
AMWEIEAEN
—_ o
1 BFMTEMRNEN EAE,
et N om- @ -
localhost.localdomain ;&fTe UnionTech OS Server 20 BB v
© BEBR: 2022664236 083108 KE 10755244 F pts/2
A velcome to UnionTech 0S Se
2R gidz] BB
. na
% — ErCt 56520 16520
"
TERENGRIER EERBHAES

6.27 BEE LAENRIZRA
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2 B “FEREN o

om- @
localhost.localdomain i&{7% UnionTech OS Server 20 =R
© BEBR: 202268230 08:3108 KE 10755244 F pts/2
A Welcone to UnionTech 05 Server 20 @

2R () AEER BE
ng =
i — w3368 nsgs EZen)
BEE 6% E
i
0
TESEIGLER BEBFHAES R

El 6.28 FIMRIIEEN (1)
3 WARISITENR IP thibsigE, BE HBM .

ARIFTEN

EZ
AUREG. P A, FIEAE sshy/ U

mra |

nS, SHERAPEE

- -

6.29 NS EEN (2)
6.11.4 IhRElRIR

Ryt
1 HREFEHEN, A7 "R TEEEIVNEFES. ARHES.

6.30 cockpit RZTIE
2 BEEHER, UEERANBEHEEM PCHIREEE.
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@ Authorized users only. ALL activities may be monitored and reported ] ‘

6.31 BEEMHER

System Information

22 oer BOS i Development il OVIE
Dashboard 8 v aching Bi0Sversion 000
5 s sosdate 0150206
@
w4
PCI
R
2
s U P Hostbidge Redat ne
sidge Redhat
R srdge Redhat
Machines srdge Redat i
o dge Redat inc
age Redat inc
"5
andge Res it inc
18 endge et n
it Redhat nc
e urtoscsi 004000
o]

6.32 ERALER

BE
Cockpit KAEER A NIEIR. BEE. FRFAAENDE, AAUEHXZER
FHFRIRAHITD LR,

08:55 /usr/1ib/sySt criical and sbove ce:3: Invalid URL, ignoring: ninfod(8) systend
A 08:14 Failed t0 Stal rrorand sbove systend
A 07:20 [usr/Lib/tmp{ o above: 1 Unknown user ‘firebird’ systend-tapfiles
A 02:09 Failed to star Noti systend

A 20:07 Failed to startTontaKecache systend
A 19:15 Can't find sendmail at /usr/sbin/sendnail, not mailing output anacron
A 07:58 Failed to start dnf nakecache systend
A 07:19 [/usr/1ib/tmpfiles.d/firebird.conf:1) Unknown user *firebird’ systend-tapfiles
A 01:54 Failed to start dnf makecache systend

A 19:51 Failed to start dnf nakecache systend
A 19:47 Can't find sendmail at /usr/sbin/sendnail, not mailing output anacron
A 07:43 Failed to start dnf nakecache systend
A 07:19 [/usr/Lib/tapfiles.d/firebird.conf:1] Unknown user 'firebird’ systend-tapfiles
A 01:39 Failed to start daf makecache systend

A 22:37 Failed to start dnf nakecache systend
A A 19:35 Can't find sendnail at /usr/sbin/sendnail, not mailing output anacron
) A 07:26 Failed to start dnf makecache systend
B A 07:18 [/usr/lib/tupfiles.d/firebird.conf:1] Unknown user ‘firebird" systend-tnpfiles
A 01:22 Failed to start dnf nakecache systend

A 22:20 Failed to start dnf nakecache systend

6.33 cockpit BED

=1k
Cockpit AIAEHEEBREANIREEE, KMIATUEFFMHERN Journal
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A&, UEHTTHEHFNEE. ARNEHEE— T ERTERNAIIKE, &7
fEDIE AT LUENEL. ABTUE. MR —REBENEN DX, EXHEEMEIE RAID 1%
&. THFEE,

AEGE

REEH

o)

BURE

6.34 cockpit IFEEIE

4%

£ ‘ME UE, TUEIRNTMERENRREERNE, ErI AR
BAMRRTIR, ATUXNR-RHITHERE. HiE, UNEE VLAN. 2EHMF,
FLR] LUHITYRIBIR(E. R TERIZMEERT Journal BERER.

Q #3 Kops Rk Kops $EcH
o]
Dashboard . | i i
R4 -
R
X

#0 BN | FNA | WA | N VAN
#E

E-1d (23 Rz e
&
= —
oVirt Mach o =) :
L]

E0

.
L £H 23 Rz E 1L
IR

6.35 cockpit EEML

oVirt Machines

6.36 cockpit AT E ML
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ER AL
SRS IEHIEN S KM M, FBARAEITHEIE A BFE cockpit
PHTEIRIRME, EEMWRERSTH L FENPLME KM EB.

" Host Cluste Templates No ovirt connection Reload!
oz | Virtual Machines |:|
R4

8%

##fiE

(2]

oVirt Machines

A

6.37 1£F cockpit EIREINM

£ “WS” TIEF, STLURIN. Bk BIFRRSKA .

el 2ol

6.38 1R cockpit EEERLHK

uos e
22

BPa

we O BSBEER O

Bk W

R EE HSHRHE

) [emen | msze BRF 2022595218 HES

BN SSH B

BEXMKF NIRRT

& 6.39 fE/ cockpit BIEAF
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AR5
RSEWHMT 5 MK Bin. RAMRS. BEF. HHBNRE.

localdomain
Q gz A4S BE ERT  HHE R
75
s oz ]
B3
sccounts-daemor Accounts Service BT [ =m )
M
[3a] alsa-restore Save/Restore Sound Card State KIEfT 85
L&
alsa-state Manage Sound Card State (restore and store) FIET B5
ra
the anaconda installation program KIEFT B
s
i Anaconda NetworkManager configuration REF L]
anaconda-noshell Restrict Anaconda Text Console RET B
SELinux
anaconda-pre pre-anaconda logging service FIET B
OpenSSH server daemon FIET B5

6.40 fEM cockpit BIERRS

BHRS 2, AUNEHITTESHERRE, fINER. XH. BAS

ws
® BT EHE 20nEcATES fasas
© BafFE

BE

r-lookupitarget, dbussocket, systemd-journald socket, basic target

6.41 fFH cockpit EIRRRSEBE

Rl
FIUEEE kdump FRSTFRE XA, ALK BRI ESHMIE.
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root@
serverl
Dashboard

BT

6.42 f#A cockpit BEIE kdump

R ER
Cockpit AIR{EEHM EEAZ LA HANIRRANER, B TR AEAIEN,

Loading available updates, please wait.

PIREfE

RIFEH

6.43 {5 cockpit BIRIR{E B

EzF
NAREFERERAAT Cockpit FIIMETGIXR, XEERMELERFRS
HNEGERE o
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P E

REEEH

vd:}

6.44 HIB cockpit MNZEIN

—\ﬁ
Cockpit RERMEFRLRIRAITES, XERNTATLURETRTE Web RE
MZimz Bl BB, AJLUIRERITESS, RIFIFESE,
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root@

serverl

root@server!:~

K

Dashboard welcome to 4.19.90-2010.2.0.0

as of time

i E

oVirt Machines

LT
iz
LUHIRG

£

6.45 £/ cockpit ZEiE T HAHR

Diagnostic Report
#d cockpit BYIZUIIREThEE, RILARIERE RS sosreport, FEBILL
THEIA M,

root@
serverl

ERFEETISHES

R fE

RIFEH

RZFS

BHfiiRE

6.46 fEF cockpit BIIZRFRISHIIRS
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SELinux
B] LLA3E Selinux BIFF B X FRES,

ZFES L SELinux BZA.

6.47 {EF cockpit lEIERL selinux BRAKRS

6.12 ansible

6.12.1 #ig
Ansible 2—m A RizEEC TR, &I Ansible B] ASCIEAE B i,

T s TIRIMNTERR. BOAAKIR, KM THERRRE. HEZFST
E. EZTTITEFEE, ansible EETHRIRTIER, ansible AF&BEH#HE
ZREMEES], ansible RIRHE—MEZR, &I ansbile FTE1THRRSIIM EE
EMIhEE,
B AR

€ ETF Python A%, BIAET ssh thilizHIFrIET R, ZFZH A

¢ ETERUIE, AETFERER,

O TEHMAFTELRERFE, FTRUEARS, ERFELRE

python3-simplejson,

@ SIEIHFMBEFHE SElinux, EEZRE python3-libselinux.

B ENSEES: http://www.ansible.com.cn/index.html

6.12.2 RIFXEBAIIIRSFAF

B ZZr LpnshEE 2 E A yum TR
B EXERERSJBIRIERS

B ARGIARFZ SElinux.
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6.12.3 REXTIG
WATWI T E<, &3 ansible &,
yum install ansible-y

6.12.4 RIEZITIR
HIT T &<, &% python3-simplejson €,
yum install python3-simplejson -y

6.12.5 Ansible id &
1 EF i, WITW TS, S SSH REZAXT,
[root@localhost ~]# ssh-keygen -t rsa
2 TS, BIAHRIIRITH,
[root@localhost ~]# ssh-copy-id -i .ssh/id_rsa.pub root@=#Zi7 IP #i4f

6.12.6 Ansible BYfEF
Inventory €[5 %

BB} 345 Inventory /2 Ansible BEEZHISELIIMEXIE, Bil7ZHE Jetc/ansible/hosts” F. 7Fi%
X, TLEXZEN, tBaTLUEXENIA, LU EVHITER, [BFY, FaLEX hosts
X, XWWHRHATELE, #FIEESH “Inventory 8/ .
B EEMNIT:
¢ L[BEEAAREAR, EEVIRIZFHFENBM IP #illk,
€ FANERA 22 mOERNEEREHO. NREATIERINERD, WEER
FHNBIRE IP #ik 7 fFEA E = s O #H1 TR,
@ hosts X2 B FTR1E.
W EEEE:
[web]
192.168.1.2
192.168.1.3
[test]
www.zabbix_test.com:8090
[database]
oraclel.com
oracle[2:5].com  ##[2:5]F/% 2~5 Z[BIMNFRE L=, BI&R = oraclel.com.
oracle2.com---BIFFEEM
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Inventory T

B HRIT TS, RXY web £AHPRY 192.168.1.2 EHIRIE, &id--limit SR
EENREE
ansible web-m command-a "systemctl status sshd"--limit
"192.168.1.2"

B RITIT <, R¥F192.168.1.3 EH1R(E, & IP #utfRE FHHE
ansible 792.168.1.3-m command-a "systemctl status sshd"

B BT, R34 192.168.1.0 MEEENIE/E,
ansible 192.168.1.*-m command-a "systemctl status sshd"

B HIT TS, MEABEIA hosts SXKHFARBIERE EN#H1TIRE,
ansible all -f 5-m ping
BN 385 ping 7EXBFT ping 1B, HTEHHARIERSEHE) ping .

B HITUW TS, JIHFE web HRABRE EN.
ansible web --list

6.12.7 Modules BYfER
IESNBEAR R FrEE 289, Ansible xﬁﬁ*ﬁﬂh_ﬁlf’lfo?‘*ﬁ":"? 0%, Ansible
HETZMERBITHIT A, RITREEZ TR, BHARRINTEAR:

command IR
command BRIREZZEENNITR S, FXIFEE. EEMAZF shell BV4FE,

+* 6.4 command ERE FEIHEIA

8% iR
chdir EHITRSZEl, SIEIZBE R
creates — M HER, UXPNIXEEE, WiZaHaSATHIT,

executable )ik shell K17, HEEAITHBITRZT,
free_form= ZWITH Linux 35, —MfEH Ansible B9-a SEAE,
removes —MXHE, SXPIXEREFE, Wiz HIT.
BB 785 R TR S, B EE B E T 2T, i BB shell 4, 140 [root@localhost ~J# ansible

all -m command -a "mkdir Jopt/uos”,

shell 3R

shell IRIREIEEENHITHR S, AT REBZEZEEND Shell #i2, A5
7£1% Shell F#TF—1F Shell iZ176 <. Ml command EFERNKXFIZE, EHF
Shell 1%, WEE. EERF. fla0:
[root@localhost ~]# ansible web -m shell-a "echo uos"
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[root@localhost ~]# ansible web-m shell-a "echo uoser >./uostest.txt"”

copy iR
copy IR T EFIEE ENXHFEIZZENBIEEME,
%65 copy MABASKIT

8 g

EBEZA, BEXH&ED, SHXHasNEER. &
PENEIN: yes 1 noo

content BTFER “src” , AL ERSTEIEEXHFNE,

IR, FREXHEHRNTEENNENRRER, WRE
XHER— 1 ER, BAZBRELXHNENER,
directory_mode | #&!3I1ZE B RAINIE, FRIANRFREAR,
MRERENERZXMN, BERBRE, NRIGEAN yes,

backup

dest

force NsEHIEE; WRA no, WREIHBIFRENBERUER
FHEEXHN, 786, ERIAA yeso
group ROZABE X/ B RBVARZM, FRIRIEE'chown's

mode NiZeRBXHHE R, 00644 F#ixEl'chmod's
owner RIZIRE XM/ B RNBFPNEIR, FimiEE'chown's
recurse EHEERPHMENS.

others FRE M file #RIRBRYETER A LATEX B,
WEFIZIRZ VIR, ATLIESHEITERE, ekl
SRR, NREEE—TER, ERREEES, T
src MiERT, MNRBEZER /7 KEE, WREFIBRERN
NE, WREEER 7 RERE, WEEBERERNED
RAEEHES], EMTF rsync,

B0

[root@localhost ~]# ansible a//-m copy-a 'src=/root/test.txt
dest=/opt/uos’

[root@master opt]# ansible 192.168.1.2-m copy-a "src=/root/test.txt
dest=/opt/uos/ mode=0440 force=yes"

hostname iR
hostname R FEBITZEN EREN R,
& 6.6 hostname &R &% EH

g P
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¥ 137
name IEBEENR.
540
[root@localhost ~]# ansible 192.168.1.2-m hostname-a "name=uos"
yum #iR

yum BIRETF yum #HlE, IHTEENEEREFE.
R 6.7 yum BRBHIHA

g R
ame BFE2W, AJU®H ERAS, HREEME,
MERIN A = H RS

SRANIE R B HITRIIR(E, present REFR TR
state=present|atest|absent | F &, latest R RRERMRANIEFE,

absent RinHHEF o
disablerepo £ yum TR, IaRNZRENCER ID,
enablerepo £H yum REH, IeiRtERENCER ID,
conf file yum BITRNEREX M, MAEERARIABE
B B
disable_gpg_check=yes|no | 25 B AR MRININEE,
fBugn:

[root@localhost ~]# ansible web-m shell-a "/usr/bin/rm -rf
/root/test.txt"

[root@localhost ~]# ansible web-m yum-a "name=httpd
state=present”

service &R
service RIRAREIBITIZ TN EAIARSS
& 6.8 service EIREBEHEA

8% fhiR
name W EIEAIARSS B,
state=started|stopped|restarted | sHEEEBEN. XHAHER.
enable=yes|no KRB RS BB,

WMRIETE T enabled FHERETN, ME

level
funleve EXIEBLEETT BT T B EIEE,

fFlan:
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[root@localhost ~]# ansible web-m service-a "name=httpd

enabled=yes state=started"

user &R

user IRRTERTFERBITEFN EHNBFKS,

R 6.9 user {EIRSEIHEA

8% fiak
append NRE yes, MELX AP RIM—1H,
comment ARG E AP KPR (BHRR “GECOS” ) o
createhome BRIFIZE N no, BNHBIEKFHEBERFEFERN,
BABFeIZEEER.
force 45 “state = absent” —{£fEAE, 1795 “userdel

--force” —#¥,

generate_ssh_key

A yes BY, EpkRiEART, EMEAN, REMR A
XHFMAIAX . FEZEER ssh-keygen 15U R
1R, A% authorized_keys X1,

group WERF XA, EEEAPAZTR,
aroups REZMHE, HIRE N groups="BIB3E, AP EM
FHLSMIFRE HB PR,
home ALUERRERFHNEE R,
MRE “home =" —ERFEAMNIEEN “yes” , M=
move_home RERAFNEEREDIEENER (MRERE
) o
name= B, MIBRSIEEKAE P RIRTR,
non_unique (A1) H5-uEm—ERN, ZEMARIFRAR
- ID BN AEME—E,
password (AIi%) KAFPZEIZE ALINEE,
H5 “state = absent” —#2EAE, 1T/5 “userdel
remove —-remove” —#%,
shell ARG E R shell,
ssh_key_bits AR IEE B IR SSH AL

ssh_key_comment

(B13%) EX SSH ZfARER,

ssh_key_file

(AI%) $5%E SSH BIANH R,

ssh_key_passphrase

IRE SSH ZIANE, MNRLHRMHEN, SSHE
ARERIAEE T,
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8% fiak

(R]i%) 3IEE B AR AT SSH ZEARIZEEY, RTAAY SSH
A AV EUR T BEAREN LRSS,

state KPR EMNIZIEE. & “absent” B, MIBRA KA,
BB, BHIEEAN “ves” &, BERAFPEA
RUkF . MERAFP T EBULIZE,

uid aLEFEMIGERFE “UID” o

MRARE, “always” SEMZ, 'on_create'R
SAFMEIEBIN AR IEERE,

ssh_key_type

system

update_password

fBgn

[root@host01 ~]# ansible web-m user-a "name=uoser system=yes
uid=1000 group=uoser groups=uoser shell=/bin/bash
home=/home/uoser password=DuPy_9ton"

cron iR
cron 1&EIR#E AR E R ITITRIES.
7 6.10 cron HERESEHER
8¥ fhiR
MR yes, BATRBRZBESHITEMD, EHHNEBRERE
“backup_file” &,
cron_file | SNRIETE,IETE cron.d AL, AR E N FEF Y crontab,
day TENZIETHAMNELR (1-31, *, */2%) ,
hour | T{EMNZizTTRY/NEY (0-23, *, */2%F) ,
job WITE L, MR state =present NAKE,
minute | TEMNZIETT—72% (0-59, *, */23%) o
month | TEMNZZ{TH—1A (1-12, *, */2%) ,
name | crontab & BEH/IIRER,
present (REERMANM; 7, BNREIBRSMBUBRERE
shitb ERSESS) , absent AMIBRERES,
user | crontab RIZ{EERRIEERF,
weekday | TERNIZIZTHER/L (ARERESH 0-6) o
B0
[root@localhost~]# ansible a//-m cron-a 'name="modify time"
minute="/3 user=uoser job="/usr/sbin/ntpdate 0.uos.pool.ntp.org"’

backup

state
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LIz
B name: JEBIESHIE T, WEETEITESHTERE
W minute: #%#, hour Z:h8f. day Fx. month %75, weekday 7 Z48, EN1E
UEBH
B user: FEEOMHESFIMEG1 A HIERTESFo
B job: EEHIABFELHSHIAE,

script £3R
script #RR A REZ TR ITAS AR,
3 6.11 script RS AH
8% {30

creates —MXHE, SXPIXHEFTE, WiZsaTA HIT.
free_form= A ARER IR

removes MIET R ENXHR, HEAEEN, FEBTITSE,
B0
[root@localhost~]# ansible a//-m script-a "/root/test.sh"

6.12.8 iR

Ansible EEEOERF
B Inventory f/: Inventory 2 Ansible B2 HEEMNEEX S, HYTAH
2 Hosts SXIEMITHRE, BRIATEIRTE “/etc/ansible/hosts” . 7f hosts X1t
F, B EFRALRIZE. Ansible 831 Inventory RENX ENM DA,
AILLEENX “hosts” XHREEEN, @LTE ansible f7 < H{E R IET-i
8--inventory-file 3k#5E “hosts” X4,
& 6.12 Inventory FRE S

8¥ iieA
ansible_ssh_host SSH B#rENRA S IP #it,
ansible_ssh_port SSH BfMimO (BRIARE 22) o
ansible_ssh_user SSH BRERANAFRE (root)
SSHINEFRERER (BRIAZ none, X2
ansible_ssh_pass L2, ansible th#EFEA--ask-pass
WIS ER SSH keys) o
ansible_sudo_pass SSH IAJERY sudo AP EIZRES,
Ansible connection ansible z#% %% transport #l%, ansible
- R AMERRIVEREI N, EELREF
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8% 7L
local. ssh. docker. paramiko (ZXIAZE
smart, tURLEEBEERE)

ansible_ssh_private_key_file | SSH IAMEFR{ERRIFATE (BAIARE none) o

in SETERA BIR RS shell K8 (BAIAR
sh) , BRIEFIGEN
ansible_shell_executable 52IAHY sh R
B, BNWERNIZIGEX NS, RRIAMER
T, 8821 sh shel IFBXE Fiz1TH,
AR LS E A csh T fish shell,

ansible_shell_type

ansible_python_interpreter

FH_ER python f#fE28 (BRIAZ
“lusr/bin/python” ) .

MNRARZHA python FEHIBEXIER, BT LL
_interpreter FERAXNSHCRIEE MRS E (W
“/usr/bin/ruby” ) , EXIARE none,

*

ansible_

Fla0: 1T cat fetc/ansible/custom_host &<, BRIITRS,
[uoser]

master_uos ansible_ssh_host=192.168.1.2 ansible_ssh_port=22
ansible_ssh_user=uos ansible_ssh_pass=123456
ansible_shell_type=sh

#master_uos: FEHZ

#ansible_ssh_host:  E# IP it

#ansible_ssh_port:  SSH ¥z

#ansible_ssh_user: SSH ERERAMBF S

#ansible_ssh_pass: SSH EREANAFZEH
#ansible_shell_type: @< FrfER shell

Edzapr

ansible -i /fetc/ansible/custom_host all-m shell-a "whoami"

Ansible EHd

Ansible-doc: Ansible-doc Fi3RZ 1 ansible #ERSSRIBEER, EMTF man
. WS MEREEIFMRIRERARNARGINA, &AM T,
ansible-doc [options] [module:----]
@ FIHSZHRRIRIR,

[root@localhost ansible]# ansible-doc -
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¢ EHAMKERNER,
[root@localhost ansible]# ansible-doc ping

B Ansible-playbook: Playbook 2 ansible BFEE. BEMEBEWIETT S
NT R, ETENGEETIRINFNTHES FRY playbook X4 SCINEE AL IE
£55. playbook HYMALIBERTE , YAML XHHIY B2 B E A.yamlZH.ymlo
& ¢)& playbook.yml X4

mkdir -p /etc/ansible/playbooks/
cd etc/ansible/playbooks/
Vi playbook.ym/
€ TEURRNBRESEIES:
https://github.com/ansible/ansible-examples
& £/ playbook.yml
ansible-playbook playbook.ym/

B Ansible-console: Ansible-console 2 Ansible JAFPIRREN—HRXERXT
B, BF 17 ansible-console AL K A& 5x E A Ansible REMIAGR L
[root@localhost ansible]# ansible-console
[WARNING]: provided hosts list is empty, only localhost is available.
Note that the implicit localhost does not match ‘all'

Welcome to the ansible console.

Type help or ? to list commands.

root@all (0)[f:5]S help

Documented commands (type help <topic>):

EOF

alo

al0_server
al0_server_axapi3
al0_service_group
al0_virtual_server
accelerate

aci

aci_aaa_user
aci_aaa_user_certificate
aci_access_port_block_to_access_port
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aci_access_port_to_interface_policy_leaf_profile
aci_access_sub_port_block_to_access_port

6.13 xl1lvnc

6.13.1 #iiR

x1lvnc BEMRMLEITE (VNC) REHBIEF. EATFNTIERFinEIAE
X Window =& x11vnc MEBIHTEANBNEIZIAR, HiFEHIE X RS2
ZHXUERENR. XERFATUMBFECHNE EREEIT BN SES
Internet RIZHIE 2HI X11 £@&E (KDE. GNOME. Xfce %) o x1lvnc iEmILL
HI83F X11 Mg i, FINNERGLFHEBNTEEES <. iPAQ. Neuros OSD.
Linux 1=HI &%1 Mac OS X B2 27

xllvnc EE X 24 ThEE, AFAFPIKEIRREBHER Unix AR AR
15, EXEFATF@EIT RS SSL HBiEHTEZRIRI, EXEMH SSL Java VNC
EENNERF, EFEBRT XA Web FNBNR2IERE, H1F VeNCrypt
SSL/TLSVNC &£38),

6.13.2 RIKWBR

RIS
B RABERET DDE KMo
B RAF USRS E BEEAM yum R,

LRI Server i

1 ZFAHEE x1lvne AIRATH TR R,
yum install xZZvnc

2 AT TS, BIEER, (8ik)
x11lvnc -storepasswd

6.48 BIEEEE x11vnc S
3 MITW TS, BeBIAKEIFREO,  (FiE)
Vi /usr/lib/systemd/system/x11vnc.service
BB 388 x11vnc BEili0% 5900, HRAEEZEELOGEEH /B M,
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6.49 x1lvnc RS BT HHERINHDO 5900
4 AT T <, REFNENARS.
systemctl daemon-reload
systemctl start xIIvnc.service

systemctl enable xZ1vnc.service
5 MITITE<, XHIBAAE,
systemctl stop firewalld

RFIZIZIHIRE P i

LI
B LTFAIRZENGIE UOS TUR, w#E T A Remmina 778 #1T5 B,
W FZZEFE4 Windows, 18 FE#H# L% tigervne, vncviewer Fixfe T EH# 1T IF

1 1T T <, L Remmina &,

aptinstall remmina
2 IIEEREARSS Ao
3 £ “RBEIE® H, ITAERFIE ‘remmina” 5, BEELAN 47

El R ® Remmina ZiESmE O «
RDP ~
G v | A k2588 @ fF =EER
H01mm,

6.50 remmina FRINIEIZERZIFE
4 1 “MY” THIFHE A, %R “Remmina VNC & , 7 “BRSS#|;” i
AEPrR ip HERARS SN “BRR]” 1 “AREWR 5, 245 “EE .
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MREHIGE <2 - o x
&7 B
54R
i | [l Remmina VNC v|
2
B I -
chise
BFP& root
BREE ssecssscee
B8R HEE (321D ~
&R 27 (S8 -
BEmRst -
ETGE(C) REEAZAE BE(S) EiE RIEHEES)

6.51 remmina BREIEEZIFHAER

9:58

2023/10/20 B F

“\

8

6.52 remmina FINEZIZIZEEME

6.14 TigerVNC

6.14.1 #LiA
TigerUNC 2—M L= 4ae. BTEEH UNC (BIAMSKITE) - I:,E—ﬂ‘
Fin/fRS52BN AR, fiTRAPTEEERNAER. TigerVNC 27T
T 3D MANSAN FRIEF PR RVIERE, TIRE T SRS M IR TLS DD"“IjJFJt.o
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6.14.2 TigerVNC 2338

RIS

B 242524979 AMD64. ARM64. LoongArch64. SW64
B RAEPELLLET DDE 3¢ MATE £H

B XFime] LARTH ping BARSS i

AZE Server i
B = Server inB4%3% T DDE KERY, 57E Server it iTUI T HE:
1 AT TS, AMimOMEt, (LbRLURM “5901-5910” XialRyis
BRES AFIHITAE, BAEIBUKRNAE, )
firewall-cmd --zone=public --add-port=5901-5910/tcp --permanent
firewall-cmd --reload
2 PITWITER<, IKE VNC BRSZ23BHIARZER,
vhcpasswd

6.53 I&E VNC BRSS9 17 255
3 AT RS, FB VNC lRSZB8iARmEa, (tAUFRmA 1 fF#E
IME, BREBULFNE, )
vncserver : 1

6.54 FFR VNC RS SRE035 1RO
4 BT T @<, &PFIELL “/root/.vnc/xstartup” , BRENREUT
B

Cp /root/.vnc/xstartup /root/.vnc/xstartup.bak
vim /root/.vnc/xstartup
MR 3585 TEE9SEEIFIE xstartup BB A EES,
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6.55 Server if; DDE S xstartup {8ERHNE
unset SESSION_MANAGER
unset DBUS SESSION BUS ADDRESS
export XMODIFIERS= Rim=fcitx”
rt GTK IM MODULE=fcitx

rt QT_IM_MODULE=fcitx

mate-session

6.56 Server I MATE S xstartup 8RR
5 TS, BEFE VNC lRSB2:891E 8.
vncserver -list

6.57 TEFE VNC IRSBMIEE
6 (Ak) FRB—1HEY VNC BRSS 28151 o
(1) ITWT RS, XFABHBM VNC fRSE|[iFRIHRO. (L UIXEE
FEEmA 1 AGHEITNEA, BEEIEUSLFNE, )
vncserver -kill : 7

6.58 XHBEF/EAY VNC AR5 2315105 O
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(2) BITATHS, ABR—NEHH VNC IRS&8BiARm, (L UFBin
O 2 AF#EITNER, BEEREIRUSEFREE, )
vncserver :/

6.59 FFiE—NHTRY VNC ARS5 88145195 O

2B R Server i
B i57F Client igHITUI T H &
1 AT T e, FTAREERRH.
vhcviewer
2 FIEEBERAEP, WA VNC RSS2:8Y IP #iibAiA10)im O S , 1809 “VNC
BRS53RAY IP eht: B BRY VNC IRSBBiHiPMAS"

VNCEE%: ZRAT - X
VNCARS38: 192.168.122.253:) |
| ®F. | | omE || mm

6.60 I VNC BRZ38887 P #intF0if e)in 05
3 N UNC BRSZ23RiG RN, B2 “RBE , BIAHNTEERZREH,
VNC TAIE = b

B e | |

| omE || mE

6.61 HiN VNC BRS3 28RV 1) %05
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localhost.localdomain:2 (root) - TigerVNC = a x

gy - |ome s> |=-@1009 - &

6.62 iZi2i%HE DDE £HE

localhost.localdomain:2 (uos) - TigerVNC — a %

root ByE R

1]

[ElgEs

6.63 IZIZiERE MATE £MH

6.15 BAEMIEWET A com.uos.staticana

6.15.1 #LiR

WBEPTTRERE, BHREMNRSSIIMEFEZESR, ALFZHTEREEE
. ZENVHGEERSHNNIARERIE., BRISBMIERETE
com.uos.staticana B] LURIR#IRTT B BB IRS RIMERRE BT WIFIE. BcE
XMHER. RSER. BAIRBE. RIGHESES, BRELEHIMEEEMIE
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&, RAEEHERR, ZTREEEER. RAALR. HRAR.

6.15.2 fERAE
ZITRERINERERIER, BEH/opt/uosstaticana/, FRAAGZEWT:
BB 3785: 5818 S8 10xxal10xxe EHEH 4513745, B9 1070e,

HIRAB=
ALHINRHE pandas #l openpyxl UITUI T s SR 4L :
pip3 install pandas openpyxl
ALHU0&H com.uos.staticanna MITII Fan L ITRE:
yum install com.uos.staticana.report com.uos.staticana.base -y

— R

sh Onekey_collect.sh 10xxa|10xxe

6.63 —EUNELUE
BN 385 3 6.70 (TH70, HILETFHIEN 10700 MEIEEHH 1060e 153% 10706,

Lkl e o
sudo sh collect_orig_data.sh 10xxa|10xxe #H SRR i
sudo sh mk_debuginfo_report.sh 10xxa|10xxe #i{$EiFiX{ES
sudo sh mk_rpmlist_report.sh 10xxa|10xxe #ISEIR+ETITR
sudo sh mk_rpmconf_report.sh 10xxa|10xxe #USERRE {2 7i¥E
sudo sh mk_rpmdiff_report.sh 10xxa|10xxe  #UfEIN {4 Ei¥H
sudo sh mk_service_report.sh 10xxa|10xxe #UiSE service {HE
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HiEER

W &£ T E R ERINERETABFARS H B
/opt/uostaticana/{origdata,report}i&E T, WM ARUTBEZEERFRNLEER
FHEMERAFRRENFIRR T ENEHMYBRES,

7 AppStream fEFB5M

7.1 AppStream 7143

BERR, SMRAFRERESEENEN— N EBRE, RN, SMFE
BHEHFIERAFRANEANEa AP RIF—EN API/ABI 2E M.

FEARBEME &R, MRSSFEIEGNFLE API/ABI
ERKNENERFHEE. XEREEERRNKIEMN A ITEARPILEFES, ™
X—[a) @A) L& AppStream iXFhER{E 5 & A TR,

EHEARF, ORI EWKIE BaseOS. Update #1 Everything =N E
HTEEEH. AppStream BTEXNEAM_ESIN modular B8, XMERUEE
FATFRERZBES . TEEELUKR web IRSBN—RFIBXUETAE, H
FXERHE IR M % Bl AR,

7.1.1 BZXES

N 2. AERERTHER/ NS,

W R BREANES, RR—MBEET. BRPNFEOR—EmE.
MREAN £ 17

B RERRN—RE, B—RIEREERNREaRAAR. §I0E
it API/ABI #E. MEMBRHAERTEIRA,

W RS BRI E LR ESER B BRI RS,

7.1.2 BRAR=F ZiENXHR
B FA—&RRETUNE—RITHRIEHEZ R
B AR UBFENEIThR.
7.2 AppStream ¥E®<

£ AppStream =1, #EIR{ER module-spec #1THiiR, module-spec H=
ZBEARY, t&IU A name:stream/profile (BB RB/ER) . 1TEBETE
stream # profile WIERT, FSEHERRINN. FEIENZE, HTEFR
BHERERE ZIARY stream F0 profiles
B BT

dnf module <command> [ 3%&IR | <&%>...
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£ 7.1 dnf module &5

BIREY
dnf module install <module-spec>...

B
Wi
RERRPEIEL,

dnf module update <module-spec>...

EHE B ARRRAVR TR B

dnf module remove <module-spec>...

T BRIEIR profile S # 4R # AY
B, HKIETE profile BY, #BERFA
B profile PRI E,

dnf module remove --all
<module-spec>...

7E remove MIEM £, #ZERFAIE
RN ER, wEAHHNEMNE
IR IR R BN ER S W
BRo

dnf module enable <module-spec>...

FERIRIETE profile WERI A,

dnf module disable <module-name>...

fERRPAAE R A Ao

dnf module reset <module-name>...

EERMERANRTS.

dnf module provides <package-name>...

IR EEE BRHFIERIR,
B EREARIRR,

dnf module list [--all] [module_name...]

FIZRIRBVFR B RS

dnf module list --enabled
[module_name...]

FIZEARIR PR S R AT

dnf module list --disabled
[module_name...]

FIZEARIR PR ER R R

dnf module list --installed
[module_name...]

FIEEEIRA B R ERT.

dnf module info <module-spec>...

FTENERBVIFAE R

dnf module info [--profile]
<module-spec>...

SFTENEIRBVIF 4R profile 52

dnf module repoquery <module-spec>...

FIEERPE B RRNFE R A
128

dnf module repoquery --available

HI 2R IR AT R €,
<module-spec>...
dnf module repoquery --installed
POQUELY FIAS BRI B R,
<module-spec>...
B 175
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€ 117 dnf module list &<, FIESFRAEERLR,

7.1 FHFRE R BER
& 17 dnf module provides p/p-common &% , &% php-common
BRIIEHR,

7.2 iR php-common EAIIEIR
& #17 dnf module list php <, FIZ% php EREFAE

7.3 FIHFRE php f&R7R

€ 77 dnfmodule info php &<, &F php ERIFAES.

7.4 BF php BRIFHERS
€ 1T dnf module info --profile php &<, &E php EIRK profile 15
Bo
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7.5 &F php 1&ZHRH profile 52

& #1717 dnf module enable php:7.26<, {F8E php &R 7.2

7.6 {EF php:7.2 &R

¢ 17 dnf module repoquery php @<, &% php ERERE AR E,

7.7 &% php BREBARFHE
& #1717 dnf module list --enabled php&<,EE php EIRPBE BB

R,

7.8 & php tRREBHENR
& 17 dnf module install php:7.2/devel 5%, T%t php EIR, 5N 7.2
Y devel MERFEEHFIEE,
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7.9 L%t php:7.2/devel FFAEME

& #1717 dnf module list --installed php &<, &F php RIRHPBERERN
Iz
/Lo

7.10 &5 php BRELZENH
€ 17 dnf module reset p/p @<, 1F php BERIRE BRINKE

7.11 & php BIREIERARTS
& 17 dnf module remove php &<, Tk php ERBHE,

7.12 HFHEREMN php RPN E
€ 517 dnf module remove --all php 5%, k& php IERFEIE,

7.13 HIHEREN php HIRPNFIEE

& #17 dnf module disable p/p &<, 2R php EIRBPBFTE .

7.14 2R php BRABFFER
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8 EMIMLEE

8.1 #hiR

ENEREE—SYIERS R/ LI LUETZ BN, BES & BN s
TARINEER S, FREEMVIEZYIENIA CPU. MEM. 1/0 HIRE, EM
Mz EIREEREN. SERSIRIERF LT AMD64 F1 ARM64 Z2H5HY KVM
RIMEA Y, RS virsh <2 virt-manager B2 LR EEEBEIWLo

8.2 KVM+Libvirt+QEMU E#ifk

8.2.1 RitRFf

W EENBFAYIEN.

B YRR O_ER IP kA DHCP 75 TV3REY,

W ARORAFHEME, BEMM-EFHEE bro L.

8.2.2 REEMLANL
1 AT TER<, RE kvm EHMEAH,
yum install gemu * libvirt virt-manager-y
2 AT T &<, BR edk2 A, (REIVEEM, ZEFEF—HF, )
# AMD64 %% edk2-ovmf
yum install edk2-ovmf-y
# ARM64 22 %% edk2-aarch64.noarch
yum install edk2-aarch64.noarch -y
3 1T TER<, Bob libvirt IRS.
systemctl start /ibvirtd
4 PITAN T, BEh cockpit ARSS
systemctl start cockpit
5 MITIMTE<, XHIBAAE,
systemctl stop firewalld
6 ECE M bro,
(1) FTFFXSE2S, TEMUEAZAREN https://IP #131E:9090, H1E#EZ “Enter”

g, WA root BFRIAFPZMEZE,
BN 3585; sE I EEEEEL IP MU EH A SEFEI ] 1P Hth
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PR5328: localhost.localdomain

8.1 cockpit WERIE

Tocal
Q
BE
BE
]
" Bk BRI |
B OEHE
18 20 amge || ma | wmm || wmvian
et
&6 s He e
R
#as
o el SAH
RS
xaE
IR e

8.2 cockpit FUMILEEIBINEE
(2) & “BW XXXER, WA “‘br0” . £ WA XFEF, DEYIEN
MO, EFTEERELTA ‘BA .

Idomain

ERBIHY (STP) O

i

8.3 FRINKAHT br0,43E 2l enpl125s0f0 M+
(3) MIFECERNEIUEREERABETEIILELR,
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OFEHE

8.4 BEECEBIMH bro

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

B3 (DHCP) 65

EOMR

8.5 BERMIE bro, EEYERKO

8.2.3 EHIH XML idE

Libvirt TEXRA XML BRI AHER— N EPAMAE, SFEEMTIR R,
CPU. RTF. BiEE. Wk, Bir. BEF, AP rEIEREEXMF, XEM
HITEE, 28N AXMLEEXAHE I TENE X, ESAP TlEMTEE.,

domain #ll name %8

B domain: BN XML EEEXHWIRTER, BFEREEZITILEMVIA
hypervisor WZEE, B type RnEIMEH domain BIEE, EMEAE
B kvmo

B name: EMNVEIR, EPVBIEA—IFRFE E—DEN LBIEMILE
MAEEEE, EMWBFBABEF. FB. 7. “=7 . < 41,
BAZHEHFHNFNE, BEMNBTREE 64 NEF.

vepu 1 memory iRPA

B vcpu: EMBIEIZHE,

B memory: EHREFEHARD. B unit BFIEERERM, BEERIFKIB
(210 F73) . MiB (220 &) . GiB (230 F¥3) M TiB (240 1) .

B cpu: EMBEEE
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€ E! mode: RREM CPU MR, host-passthrough FRREM CPU
AIZEMFN4FME S EVRIF—, custom RREIN CPU FIZEMANIF 4B
Itt cpu FtEIEH,

& FitE topology: Jo& cpu NFTEH, ATFHEREN CPU EXXBIATH
4, FrtE topology FIE M socket. cores. threads 933 T &
PMEBZ D4 cpu socket. 1 cpu socket FEE L DN RIEIZD

(core) « BMRERZOEBZDNEBLIZE (thread) , BYHENIE
B, B=FBEFERRETEM CPU I

€ FtE model:7tE& cpu BIFITEH, EH mode /9 custom BT F iR CPU
AIKEEY,

@ FiuE feature: 7TE cpu IFTE, H mode 7 custom BT FHEARE
—ISMREREB . Hd, BM name RRIFUMBTIR, B policy ®
X4 ERETE I SR RS,
force: FTaEFIEEEZAFE, TiLEN CPU RSz 4F1%.
require. FTEREZEHE, HEN CPU RZENZFEFH A hypervisor
AEZFHEIZAFIERT, SR EIALR K,
optional: FRTNZFHENFEREE RS ENM LIZF R FEREE AR,
disable: ZAz454%,
forbid: ZMZ4FM, HENZRAZIFMEE IR EIATRK.

devices BB
I XML BEEE XX ER devices TR EEINEE, BIEEFMHEIEE. W

®igw. Btk BIrF, ATNEBNMAEERBIENZSE.

XML EBEXHER disk TRECEFiEiReE, disk FWRIEMINE 8.1 FiR,

BRFREMFTERBIEIR 8.2 Fimro

% 8.1 TE disk WERBEY

TR RiE qX RIEERAZ N
B block: ®Ri&%E,
type B EIREMEN BRI, W file: XHFI&HE-
B dir: BRERE

disk :
W disk: W&, (EHA)
device | IEEEZMAEWMNBEZEMEN K. | B floppy: HE,
B cdrom: &,
% 8.2 wE disk NERFTENEMIA
FtR FRBEI N IR1%5AR
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Frk FRBEIN | e300
W file: IR file K8, EAWNNXENT
2RERR.
B dev: I block 28!, EAXNMENIK
ERREENR, | e
o W dir: 3R dir 28, BABRFEREER
5 disk TEWEM AR o £
source type” SRR e RERREZ. )
ey B protocol: FERARIMIN.
M name: rbd BERBR, BXA
“Spool/$volume” ,
B host name: mon ik,
B port: mon ALK,
B type: HEENRKAWNER, EHE “raw’
M “qecow2” , FELS source B —
o
| e o = I 3 [ io“: B & I? {fﬁiﬁ, % “native” #l
driver . threads” %I,
B cache: WM cache IR, BEIA
“none” . “writethrough” .
“‘writeback” . “directsync” %,
B iothread: IEE N SECHY 10 41,
B dev:IEEHENZEIZE SRR, 70 SCSI.
SATA. USB XB B LKERAMLIMA
S T dea-p], IDE XBRIGHFMEBERFRZS
target . 1579 hd[a-d].
MBI 2 LEMIRE - . .
B bus: IEEMEZENER, BIUNE
“scsi” . “usb” . “sata” . “virtio”
FHE,
boot i;:;;gf;wﬁ B order: JERBENEITE.
RTNEEERRE
readonly BiE, ENEARE |
DU EEIMAIEER, 18
EEXRRLESFER,
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interface i
EMWAPHMEIEEER, HEM “type” RTEMM-ENEI, HER
{EF5 “ethernet” . “bridge” . “vhostuser’ &, THELL “bridge” #z{
REEMN-RAGINBEF TR AR N E S,
% 8.3 inteface Frt&ENiAEA

Fk FREIN BEREX
address: 157 mac ititit, EREE,
REAM R BY 21151 S
mac A -EBY mac P
target [EimE AR =&, dev: BIENFim tap 1&&FAIZF.
bridge: 5 bridge 2XBX&ER, &
& & RE AN & f5 o
source & BN = S im SR A
= S
boot | SN IPIRAIBEAR | o e memm .
e =PI
t > brid 2 I\ PR
model | EREMA Eagzem, | YPe Pridge RAMFRERA
virtio.
.o == 5
Jirtualport — type: EEFH OVS M5, EEREN
openvswitch,
name: IXEHZFR, BEEYEA vhost,
dri IRIRTHIEERY,
river REMEEE: | eues: WEREAIIH,
controller %P8

WA xml @1 controller RIn— 1Rk, —NMEHISs LBE T LUER

— P HEMEHIBRHIRE

B E type: THIBZNERY, RRDELE, FHNERE “pa” . “usb’.

“scsi” . C“virtio-serial” . “fdc” . “ccid” .

B E% index: ITHISBMIRENY, RNITHZENELE “bus” K5 (RSMO
Fig) , AILAfERETE “address” jTEHER,

B E% model: THISSEREMY, RNITHBHVAKES, HeEENESE
HIZZEE “type” WIEMEX, MUXAKRENIEBNK 8.4,

B 7 oZE address: AKERITHIZIEEHE S LENEPIER R B type
RTIGEHARLR, FHEESR “pci” . “usb” . “drive” ., address
B type KERE, WEHNEMHLAR, BA type BHENREZEET
address B4 IES &K 8.5,

B F7t& model: IEHIZZRFESHEIR. BY name ATFIEEEHIZZAGFE
SHEFR, MR ITZE controller FHIEM model IR,
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& 8.4 controller B4 type % FEVMEM model BUEX X F

type RiffHE  model Rit{E VL
pcie-root PCle IR T =, Bl PCle i B TITHIZR,
_ _ HE— slot, AILUEH PCle IRFEIT
pci pcie-root-port 2

pcie-to-pci-bridge | PCle ¥ PCI #iz 28, al#E#H PCl 1&&,

ush ehci USB 2.0 =88, AJ#EZL USB 2.0 1%,
nec-xhci USB 3.0 =488, BJ#HE USB 3.0 1%,
wcsi Jirtionscs virtio 258! SCSI 1=HI28, AILUEHIRIG
&, WE. AES,
. _ . _ virtio REIBRITHIZR, AIEFH B IRE,
virtio-serial virtio-serial
a0 pty &0,
# 8.5 address TERENGEXE THEM A
A type [R1EE aX X3 Btk IR 1%
B domain: PClig&MIES,
B bus: PCli&&EM bus S,
#nt3E A 59 PCl i | B slot: PCli&#&MBI device S,
, Ht, FRRiZi&%&7E | B function: PCli&&EHR function
P PCIMARMEHIE | S,
HAE, B multifunction: controller 7Tt&
Ak, 'EFHRB multifunction
IhEE.
i{ﬂiﬁ;‘gﬁi}j\a l\JSB e B bus: USBi&&H bus S,
usb i, RRREEE B port: USBi&&EM port S,
USB B4 H I E,
Hiht KB N7 6E1% | B controller: 8 EFTBITHIZS S,
drive #iuht, RRFRERY | M bus: R&EWHM channel S,
MR H2S, RRETE | M target: TEfEIRE target S,
BEPE, B unit: F#g&E lun S,
HEeBReH

PRiFfEIRE. MEIRED, XML EECEXHFFIER

AU EXETENE RS %o

B serial:
pipe. fileo

$BIRE. Bl type BFis

FEEE—EHMIMNILE,

EBOXE, BREMEN pty. tcp.
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B video: EXig&E, B type RRFEMFIGERE, ARM64 R ERARBMEEN
virtio, AMD64 ZR#g@E A EI4EE N vga 5K cirrus, F7tZ& model &R
video WFtH, ATFIEEEMFIZELE, £ model TEH, type B4R
vga RNECE VGA KB EF; vram BMERREFKR/, BBIAA KB, I
0. 25 AMD64 ZRMIEIMMECE 16MB BY VGA EEWE R, XML RHIWIT,
Hepvram BEAREFKRD, BAEIAA KB,
<video>

<model type='vga' vram='16384"' heads='1' primary="yes'/>
</video>

B input: HHIEE
& EM type: IEEHHIRE LR, ERABEMEN tabe. keyboard, H5I%F

TRHIZRENEFIR. B2,
€ EM bus: EEEHNEL. EREBEMEN USB,

B emulator: EIASFR R,

M graphics: BEIfZi&&.

& Ef type: IEEEFILERE, EHEBMEN vnc,
& Ef listen: I5EMIAAY IP ik,

8.2.4 Hifg&
1 AT TR, BIERIGE X H.
gemu-img create -f <imgFormat>-o <fileOption> <fileName>
<diskSize>
T f5l: qemu-img create -f gcow?2 uos-image.qcow?2 100G
LLIp7 2
B /mgFormat. E&RER, BKXIER raw, gcow2 &,
B fileOption: XHET, HFIREHEGAIIIFL
W fileName: XHE#o
W diskSize: #EEA)
2 FREX xml X4 B2 “EIMH XML X3 SREXCIZEEIIEY XML X4,

3 FREX ISO iR1&f5, B 1SO HBEXXHM XML XHFRER—BR, #FEEIHE,
vm_name. FEHIEZINH]E o

R 285 [ 8.6 HEIKE KM, EHIETER iso FIEBIE gcow2 B1T/ELIRIE,
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8.6 SIREMHFABX RS
EEEM, FHEEEN “EBHNEE" .

8.2.5 EMIHEE
libvrit A3 virsh ss L HITREMNERE, ZAENBEX G SIESFAPER,

el E DI

B HRITOTHRS, EXFANWEM. TREXE, EMNLTFXARS, H
WEE— domian L4, BEA=EEM. uos.xml XHEMAR, iEER “10.2
A XML XX &
virsh define vos.xml

B AT THRS, SIB— MRt ERY. TRelEE, BT IEITRE
virsh create vos.xml

BEHEEHAN

HITI TS, BalEl. HEF, vm_name 53 uos.xml A7E X BIREIMHL
ZIFEE ID, (ZHXRA virsh define 859 E XIFAWEIANE, FERITIS
B, )
virsh start vm_name

XHEIEEIMN
WITU T o<, BoIEMIRYIRE, &XVKKrI{ERERS X,
virsh shutdown vm_name

S5 15X A R $RAA

virsh destroy vim_name

EREHIN

virsh reboot vm_name

RERBNNEITRE
WITUN T <, REMNBISITIRSEERIX 4.

virsh save vm_name vm_file
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P8 PN
WITIN TS, MEIMVIEE S RE I
virsh restore vm_file

EEERIN

virsh suspend vm_name

PRER g2 A

virsh resume vm_name

KA SHER BRI

virsh undefine vm_name

ERSTNESNTIER

virsh list

ERFIBRIEDIN

virsh list --all

FERENNNEERRES

virsh dominfo vm_name

EREPNRFREES

virsh domiflist vim_name

EREDINEEHFIE

virsh domblklist vim_name

&E vepu ™MK

virsh vcpucount vim_name

EREDIRIGERS

virsh domblkstat vim_name

RSN 1/0 LR A CPU FHIEER

virsh iothreadinfo vm_name

ELGREEDINIEE

SIZEIMWE, AP el LUBAEIANBECEE R, FRAE LB UEIMACE.
EERENEEG, INEMNEEXHSHIFAK, HEEMVIXA. EERE
. FERITHGLTUWT:
virsh edit vim_name
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8.2.6 ZFREMIM
7 Host M _LRIRTEEMILGE, AP ILUEE VNC thilinizE R EI EM
M, HWEH#ITREIRE,
1 ZEVNC BFUR, (TEAHLLEHIT)
B 415 UOS KRERERA: BRITHN THISHITRE,
sudo apt install ¢jgervnc-viewer
B Windows #FR%: BENNTHHENIESHITRLE.
https://www.realvnc.com/en/connect/download/viewer/windows/
2 ITW TS, EFEEPWIERR VNC im0, (7 Host £#1T)
virsh vncdisplay vim_name

8.7 BEid ENEZEMNAFERR vnc IO S
3 I vnc BRIREE, AT IP AR OS, A8 “EWN IP:EOS ",
B# “Connect’ .

VMNC Viewer: Connection Details = *®

VNC server: [l&E.lﬁB.l.ZDD:ESl

Cogmeme | [ e ) [seeres |

[ Cancel H Connect /l

8.8 £/ vnc EEEZEIMUN
1 AT TR, FlimE.
firewall-cmd --zone=public--add-port=5935/tcp
BB 3785: fE£F vnc BF s REBXTEWBIIIBNIE, o 75 A G A NN 125 TR T
OMIIE “5900+X” , B X X265 2 P i, G117 BIEIa 077 5935,
2 MAEMNBBAFRBNERL, ERIEMYL VNC #1712
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9:58

2023/10/20 2H8E

8.9 EIM@IT vnc EERIEIMML

8.2.7 EMIN AR

EEX CPU Model

1 EEE AN XML ST B30, T ARGIF, R’ CPU AAMBETNEBERN T custom.
¥ model iIRE AT Kunpeng-920. Z2A7T pmull %,
<domain type='kvm'>

<vcpu>4</vcpu>
<memory unit='GiB'>8</memory>
<cpu mode='custom'>
<model>Kunpeng-920</model>
<feature policy="disable' name="pmull'/>
</cpu>

</domain>
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8.10 BEX cpu mode
2 T TS, BRI, AEMRENE CPU MODEL,
virsh create vos.xm/
3 f£A vnc HE sssh ERFIEMNGE, 1T Iscpu sSEF CPU B S,
Iscpu

8.11 ERZBIEMIIFEER CPU ER

CPU #iitk

1 EB& uos.xml X, XHFRBRFIIT:
<vcpu placement='static' current='4'>8</vcpu>
<cpu mode="host-passthrough' check="none'>
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<topology sockets="2" cores="4" threads="1" />

</cpu>

8.12 {EEUEW CPU EEE
2 AT T <, Bl
virsh define vos.xml
virsh start vos

3 AT TE <, HIT CPU PudEik.
virsh setvcpus vm_name vcpu_counts--config --live
mfl: virsh setvcpus vos 6--config --live
LLIpZ2
B vm_name: EHTEEMHIE o
B vcpu_counts: URERZAZEY FHI vCPU 1°#,
4 TE CPU HE,
B VCPU ¥ &l
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root@localhost:~/Desktop i

8.13 BEIEMHEEE CPUKE
B VCPU T BfE

root@localhost:~/Desktop *

BRI | @ ¢4 v > =@ 1532 - &
8.14 I AREREPIN CPU 8

MEM #Eik
1 FEHWIEY “uos.xml” XHEH, EININ TS,
<memory unit='GiB'>4</memory>
<l--<currentMemory unit='GiB'>4</currentMemory>-->
<maxMemory slots='4" unit="'GiB'>16</maxMemory>
<vcpu placement='static' current='4'>8</vcpu>
<cputune>
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<vcpupin vcpu='0' cpuset='0-3'/>
</cputune>
<numatune>
<memnode cellid='0' mode="strict' nodeset="'0"/>
</numatune>
<cpu mode="host-passthrough' check="none'>
<numa>
<cell id='0' cpus='0-3' memory='4" unit='GiB'/>
</numa>

</cpu>

8.15 ERE B AEFHRIER
2 ITWI TS, BT BREFH XML X,
#vi mem.xml
<memory model='dimm'>
<target>
<size unit='GiB'>2</size>
<node>0</node>
</target>
</memory>
3 AT TE<, BrhEM.
virsh create vos.xm/
4 AT Tae<, HITAFT Bo
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virsh attach-device vm_name memfile
T virsh attach-device vos mem.xm/(
) 285
B vm_name. EHYE#.
B memfile: FEY ZRIATE xml XHo
5 M vnc & ssh ERFEMNGE, HITOTHEL,
free g
6 BEEREKD,
B MEM ¥ &Hi

= root@localhost:~/Desktop *

“!|)“@a |m ¢4 7> =@ 1615 - &
E 8.16 ¥ BAIREA/
B MEM ¥ &E
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= root@localhost:~/Desktop *

@@y - @ ERETIPARNIEN A
8.17  BAEREFARN

DISK #Eth
17 DISK PUBk IV RTIR KU B EMF ERBIZ1T,
1 BT e, BIERIMERLE,
gemu-img create -f gcow?2 extra_disk.qcow2 20G
2 AT T <, SIEHE XML X,
#vi disk.xml
<disk type='file' device='disk'>
<driver name='gemu' type=qcow2' cache='none'/>
<source file="'/uos/disk.img'/>
<target dev="'sdb' bus='scsi'/>
<backingStore/>
</disk>
3 PITWITar<, MHEEFITT &
virsh attach-device vim_name extra_disk_xml_file
1f: virsh attach-device vos disk.xm/
LLIp7 2
B vm_name. EHYE#.
B extra_disk_xml_file: #EH ZHI xml X 1£
4 BEEURER
W EY B8l
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- root@localhost:~/Desktop *

cE@Ey - & = ¢ a » 5| =@ 63, - &

8.18 ¥ BEIHEIEE

W HEETAiE

e root@localhost:~/Desktop *

cE@Ey - 85 |8t a s> =@ 852 8

8.19 ¥ AEHMERESR

PR TR
FATRRPUEIRVEHR ZH R EM R ERIE T,
1 BTN TeR<, BIER-RT & XML X4,
#vi vnic.xml
<interface type="bridge">
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<mac address="22:49:27:44:3F:16" />
<source bridge="br0" />
<model type="virtio" />
</interface>
2 ITW TS, WR-RHITT B
virsh attach-device vos_test vnic.xml
3 BEREMEGE, RITOTHS, BEENEES
ifconfig -a
B K- &80

> root@localhost:~/Desktop +

-'!|)=I®B |@m ¢ @l 7 > | =@ 155 - A

8.20 MY ARIES

B Ny 3aE
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-
- root@localhost:~/Desktop * 35

8.21 M=y BEES

Numa E2E
1 FEEMWUEIRSCH vos.xml AR, IEINEN T EIFREVAERBISE,
<vcpu placement='static' cpuset='0-3,64-67'>8</vcpu>
<features>
<acpi/>
<gic version='3'/>
</features>
<cputune>
<vcpupin vcpu='0' cpuset='0-3'/>
<vcpupin vcpu='1' cpuset='0-3'/>
<vcpupin vcpu='2' cpuset='0-3'/>
<vcpupin vcpu='3' cpuset='0-3'/>
<vcpupin vcpu='4' cpuset='64-67'/>
<vcpupin vcpu='5' cpuset='64-67'/>
<vcpupin vcpu='6' cpuset='64-67'/>
<vcpupin vcpu='7T' cpuset='64-67'/>
</cputune>
<numatune>
<memnode cellid='0' mode="strict' nodeset="'0"/>
<memnode cellid="1' mode="strict' nodeset="1"/>
</numatune>
<cpu mode="host-passthrough' check="none'>
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<topology sockets='2' cores='4' threads='1"/>
<numa>
<cell id='0' cpus='0-3"' memory='4" unit='GiB'/>
<cell id="1' cpus="'4-7' memory='4' unit='GiB'/>
</numa>
</cpu>

8.22 EWl numa EBLE
2 AT T <, Bl
virsh create vos.xm/
3 BEREMMGE, BITOTHS, BEE numa BEER.
Iscpu
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8.23 EMHL numa HELER

8.3 KVM+Virt-Manager+QEMU EE#il{t

8.3.1 RS

W EENBFEN.

B YRR O_ER IP KA DHCP 753 TV3REY,

B AnBIRBHERS, SEMINFHRHEZE bro L,

8.3.2 REEMILAH

BB “8.2.2 REEMMLAHE" &

8.3.3 L&k
1 BT T2, BIEREER.
mkdir -p /uos_images
2 PITW &<, EEXRMBRGRIIHREERER.
scp vos-server-20*.iso root@IP;/uos_images/
5l sep vos-server-20*.iso root@192.168.1.200./uos_images/
R 3288: 1P AR5 IP Hihts

8.3.4 FINEE
Virt-Manager EIf2 (b REZ X9 %1~ Host EH _ERVEIMWN#HITH—EIE,

MRAFES N Host ERET KVM EhME, BRA BT LATE A @1 Virt-Manager
HITEE, BESEBUNT,
1 ITUI A<, BIEEH. (EIMAERE, —HE “Enter” EIA], )

[root@localhost ~]# ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id_rsa):
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Created directory '/root/.ssh'.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /root/.ssh/id_rsa

Your public key has been saved in /root/.ssh/id_rsa.pub

The key fingerprint is:
SHA256:ydhzsfKcVujHaEORVOvrglYxLim1lunlx2Z0dPWngqwM8
root@localhost.localdomain

The key's randomart image is:

+---[RSA 3072]----+

|

|

| +. o

| +.%0 =

| . S.*+0=0.=|

| .0=B=0..0|

| oX*0 |

| A+ E |

| ot . |
+----[SHA256]-----+
[root@localhost ~]#

2 AT T ER<, N AAEIEM Host EH L. (FEHA root FHFHIZERD,)
[root@localhost ~]# ssh-copy-id root@192.168.1.200
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed:
"/root/.ssh/id_rsa.pub"

The authenticity of host '192.1368.1.200 (192.168.1.200)' can't be
established.

ECDSA key fingerprint is
SHA256:610VHXIUXTTmo3m0Seld3DfZOdCMWT7bY9WE3FGvYmss.

Are you sure you want to continue connecting (yes/no/[fingerprint])?
yes

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to
filter out any that are already installed

/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are
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prompted now it is to install the new keys
UOS Server 20 1070e
root@192.168.1.200's password:

Number of key(s) added: 1

Now try logging into the machine, with:  "ssh 'root@192.168.1.200""
and check to make sure that only the key(s) you wanted were added.
3 #T# virt-manager, EEXER, EFE XM > FNEE

ENRAEER

i) [

SREBHN)

EFE(Y) #EH)

XA(C)
BHQ

8.24 virt-manager FIEZYIEEH
4 A% “Connect to remote host over SSH” , H T “BAPR{” XA&{EPiE
A ‘root” . £ “ENMR” XAEFRBANENH IP MG, B EE .

XPHF) @) ZEV) EBH
B =7 I

v CPUEEE

ARINER -

ical-server-single EEERH): QEMU/KVM

BAS(U): | root

—
Baigkn) O |
o . ‘ HC)
= : m —

8.25 EEMREHFAIES
5 BEMGIENEER, JURIZENLERESEDL.
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ENRAEES - g x

XfHF) $HEE) ZH(V) FEE(H)

m enhance_aarch64_202106101005270

rcl.2-update

m t1.2_aarch64_202106161120250

mmmm ~_aarch64_202106081545370

rch64_202106221310400

|,_update_1.2_aarch64_202106221104470

-CODE_aarch64_202106191029180

mm_w_aarch64_202106151021580

El 8.26 EEZAIEEN
6 BHE—EPNE, ATUHENZEIMNERAE.

XHE(F) RBALM) EE(V) KEEEK)

[ 8 - g

8.27 virt-manager EZE MR

8.3.5 (FIi%) RIEREIMIRALSE
1 TEEE, EE GR > EEEE .

ENRSEEEE == X

5(V) FEH)

8.28 VEIBIEEIHERE
2 £ ‘RIS TIEH, BE 4
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" _ ) ) -

MEE(F) 4EE(E) ZEMW ERAH)
+ O 7 b QEMU/KVM 215 = B X
& HFHA)

B&: virbr0

i Bz

HabEah(U): Z5IFE

» IPvd BB

» QoS EBRE

ERE

1 8.29 FRINAEMIMIL
3 IRE “MBBW 5, B2h Wl

ff=2 e A - X
@ IR EIARLE

JIEH PR ER S

R&SEH(N): | uos_vn |c|

@ jRfl: networkl

8.30 JIREIRILE R
4 &8 IP #IBCEREE, BE A o
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Redl=2eh g A

e G E RS

Rﬁiﬂﬂﬁﬁﬁ 1Pv4 it it==(E]
7 BH IPvd MESHESEE X
F&E(N): | 192.168.100.0/24
@ BT PR IPvA RAE HIEE AR, fli:
10.0.0.0/8 = 192.168.0.0/16

F3: 192.168.100.1
s 7
~ EF DHCPw4
Fé4: | 192.168.100.128
g9 | 192.168.100.254

(W =E g

HHE(C) EE(B) (k)

8.31 JEIMMLECE st == 8]
BRI

J@ SRR

FEMFLEER IPv6 it SiE:
CEE IPv6 M =EE X

wae || mam

8.32 JEHLAEEE IPV6 HiHL (A
5 sERECE/G, LI FEFREYRE,
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EEFH

XH(F)
R (V)
default E
&
#wh:
BaE(V)
=

~ IPvAERE
[TE=T

DHCP EE:
=3
} QoS & H

QEMU/KVM EEHEiEE

uos_vnic
virbrl
Bi=i

: M5|SE

uos_vnic

192.168.100.0/24
192.168.100.128 - 192.168.100.254

® mEMS, REAREEEG

& 8.33 ECETTRBIRE AR

8.3.6 GIERRFEFMEXH

1 EEXSH, &EF “WR > BT

xi(F) BEEEl =5(v)
+
&1 HiFF
m BIS(D)
ZAEM(P)

ENRGERS S x
Ean(H)

~ CPUEHRE

8.34 EFERIFIERE

2 7 M WEDR, BE ¥

o}
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e AT - g x
RHF) () EJ(V) ZHH)
+ @7

QEMU/KVM ER#E = K
i3l »
SCHE(F)
& EHE(s)
iR v 62.17 GiB Free / 7.80 GiB In Use
fiis: fvar/lib/libvirt/images
Y [ 35
BaiER): M3ITE
# D] -

&~ K =l BF

o

1 8.35 HrEEIEIFIE
3 REFHEENENE, 85 Wl .

QEMU/KVM EFEE = O 3%
3CHE(F)
EiE(S)y A - »

EREEERENEEER,

gﬂi(N):| | uos| ||

£(T):  dinXFRHFER b

BUE(C) - miRt(F)

o+ & —

8.36 HWINTFfiEitan<

4 EFRFHUNERRERE, 2 ‘TR -
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SCHE(F)

B

HiE | : =hE(S)

AT - X
" default 7
el ol

BHREE(M): | Nvarlib/libvirt/images/uos

BHIC) [=iB(B) FERL(F)

& 8.37 FTAFEECE

5 BLECIENEFMELRTE, RHAMPR “+

+ o
&H

. default

11% 5 _
XIEREER

uos
KirRiRES:

XHHF) HEE EEV) EHH)

QEMU/KVM 558 = O ¥
FfE(S)

AT uos

Fh: 62.16 GiB Free / 7.81 GiB In Use

e Jvar/lib/libvirt/images/uos

®a: B =

BahsenV).  VEISE
oo -

& v K ezl BF

8.38 NTFfE MBI RGAME

6 REFGIANSTSYE, BE TR

JC o
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fE(F) SEIE(E) EE(V) EEBIH)

+ & iH . -

o QEMU/KVM EEREE

e = ATFEE - X%
1% [;ia;:t? tIEEiEE
FRHER

T L
XERRER

EHHN)| | uos
#(0)]  qeow2 -

.qcow?

» SEER

FhtERms
uos's = 62.16 GiB

8.39 WEBEIEH
7 gIEmINfE, LI TERRRYRHE,

QEMU/KVM E4Ei$E L
b
DCEF(F)
FEHE(S)
119, default E=tiie uos
XHERRER Fl 62.16 GiB Free / 7.81 GiB In Use
uos i g
fil: Jvar/libjlibvirt/images/uos
v N [ B33
grEamU): v 3|SR
& + |2
& * K -5 BT
+ | D& =

8.40 BIRFTERREREFMEXH

8.3.7 BUEEEHIN
1 EERER, HF XM > HREMHN .
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ERRATEE

E 8.41 MBI
2 R “FHRENR(1SO BB ESNIR)HEFIRENEXERE, BE A

FEE - x
m SRR ETEE I
EE(0): QEMU/KVM: 192.168.1.200 -
ERMFARERERG

o TN (IS BB  EH ) (L)

U Network Install (HTTPR, HTTPS, or FTP)
O P45 |5 (PXE)(B)

O SANMAHERRE(E)

v EHER
EHIER(V)] | KVM ’
z=(A):| | aarche4 b
EgsssM):|  virt »

BGHE(C) Al (F)

8.42 BEIRASHIRIENFR
MR 3585 #1EE kvm BEE gemu BLEIELFHT vm 1518, 1B5E “SABEBERE .

3 ERELZER ISO BENXENIRERS LR (KTRHLEERRINME) G, B
“-ﬁ-ﬂﬁ” o
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mEEN = K

m “F BT EE AL

Choose ISO or CDOROM install media:

Choose the operating system you are installing:

QT
EGHE(C) [SiE(B) His#(F)

8.43 MEEEFAH 1ISO X

Locate ISO media <@localhost.localdomain> = |
© Recent ¢« B media root d946bda8-dall-480c-bc96-5421aedbaeald m ’ |
gikoms Namae - size Modified
-

Deskeon © uos-server-20-1070e-amd64-build1-20230821-1802.is0 87GE  10:39
& Documents
@ Downloads
71 Music
B Pictures
¥ Videos
Cancel

8.44 FEHFEAH 1SO X
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HrE i - X

m 4 BTN

Cl
@ Can'tfind the operating system you are looking for?
Try selecting the next most recent version displayed,
or use the "Generic" entry.

Red Hat Enterprise Linux 6.1 (rhel6.1)

Red Hat Enterprise Linux 6.0 (rhel6.0)

SUSE Linux Enterprise Desktop 12 Unknown (sled12-unknown)
SUSE Linux Enterprise Desktop 12 SP3 {sled12sp3)

SUSE Linux Enterprise Desktop 12 SP2 (sled12sp2)

Microsoft Windows Server 2016 (win2k16)

I Generic default (generic)

Ulnclude end of life operating systems
Clo—_ .. — — (R

S Cadsoimiaaeia F EE Sechammiat St
i -
(ad a)

o

EE(C) I5iE(B) AnE(F)

8.45 EFBERRIRFRZAR

HEEDAL <@localhost.localdomain> = ¥
SRR

Choose 1SO or CDROM install media:
‘/root/uos—server-ZD-lexe-amd64.isol v HEW).
Choose the operating system you are installing:

Q Generic default a
ClAutomatically detect from the installation media / source

() RB((B) | A#(F)

8.46 5K I1SO $H{&IERR
4 158 CPU MIRER, $&H “Gilt
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A

m AT E L

Choose Memory and CPU settings:

Memory:| 2048 = %

FHFESE 52131 MiB T8
cPu: 2 = &
BEEE TR

HGE(C)

[5iE(B)

it (F)

E 8.47 REEMHAFARN

5 QIEEEEFREEEX TS, Bh Wl .

FEEL

EpFTE I

Y AEIWUS BER(E)
AESEIEEESEE&R)
20.0 — + GiB
62.2 GiB =AU E R

o EES L E R NFR(S)

EE(M)... | fvar/lib/libvirt/images/uos/uos.qcow2

EE(C)

[5i8(B)

Hi(F)

8.48 MLIZE QIR
6 REEMNBIFNMLE, HEDE “EREMEEXER" 5, 24 Tl .

SIERHRABRAE © WRFE

%282 @



FWQ20240201T_RLO1-#{SARSSSIRIERSE V20 (1070) BEEM

R = %
ST E AN

EETIERE b
I2{FZ4: Generic default

TE: mMNEmRE&

FI7E: 4096 MiB

CPU; 2

7=fig:  20.0 GiB /var/lib/libvirt/images/generic-2.qcow2

Y HEREFEENESU)
b SEERE(E)
EH(C) EE(B) FERk(F)

B 8.49 REEMNAN, FRENE
7 AINEE. B, A, BAR. 5S4
(1) AhngEs: £BH%IF 8 USB Keyboard” 5, #F “Sel o

AR E B - - o x

e B s
H£B(T)Y 38 USB Keyboard

TR

{3 crus I BN B
p—— L =

% zisEm 5. By

B scsimzl g © FH 3
@ HO
© Efla
fEE .
USB E#lig#&
PCl =Hlig&E
el
Watchdog
MRS
BEF E
USBEHER ﬁﬂish.mw hd
TPM
FEH 4 AR

- | -

SCSI CDROM 1
NIC :l8:2b:83
& BhHa
& {518 qemu-ga
m Controller USE
ﬁ ControllerViifgi

PEO > » @

e o & b

MEFH_E‘S a0 || w=me (B

1 8.50 MiERRaNR
(2) AINER: XEEE “UNCIRSBR &, BE Rl .

SIERHRABRAE © WRFE % 283 ™



FWQ20240201T_RLO1-#{SARSSSIRIERSE V20 (1070) BEEM

A SR - x & B M
B EfE
B 2t
i £8(1):| | INC R5% R
M =48
{:‘} CPUs ® BA Listen type: | Address - R
= 7 B HAHE): | BRI -
® sisam o O FF #OP): @ EHV) -
B scoigzl o 7 iu =m0 =
® O H g
SCSICDRERS o Ea [CIshow password
NIC :d8:2b el
B e © & BESHY): | B x E
= &*;a b USBTHIGE
2 gEqemugl ° PCl EHlizE
H Controller USE s
B controllervirti W Jatetilog
B wHERyg
= ik
@ UsBEFEm ash.raw ~
o TPM
% FMEEASE
% Panic @i
AR qUH(C) Wiz
& 8.51 EEFEF A ERER
N . =13 Y H ” [T ”
(3) AMWsm:. BSiEF “Virte” 7, 2 ‘Sl o
MRS =4 W £ O X
v %% B in
| B s
- s BEM):|  virtio - -
Dol s o -
2 =
% slsEm = B
B oscoimal o ¥ 20 =
SCSICDROML " o
NiC:dsopggl ¢ ERE
| as % e 1
W = pywe ° USB EHlig&
2 mha = PClIHligE
2 5t qemu-ga| (A
m Controller USB L Watchdog
m Controller Virti &t
= gk
@ uss=mEE I_ash.rawv
& TPM
®  BERAERLS
% Panic &9
(D) BXH(C) =/(F) =

8.52 AR RILE

(4) FINEAINR: HKE%EF “EvTouch USB BISE(IR” 5, 2F “El” -
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AR MR - X = O x

CTesE ] w o
7@ =
#ET): | EvTouch USB EfEifiitk v

M zsies s

€3 ceus -

—— 0 =&
% s|Zam . F= B
B scsimzl | © FH =
scsicoroMy © M
NiCosas0d] & EWE
= I o e 2

% USB I#ligE

R

2 aiqemutl * PCIEHIEE

ﬁ Contmlleru_._ o mE

m Controllervz = Watchdog
W xRS
= BEEE .
@ use=EFEl Lﬁash.rawv
& TPM
b FEIEER S
% e

AMEHD) LG G |

1 8.53 FMEAT&E
(5) FINFEHIZS: %R UEFI 5| SREN, FHIEENHEEEARTTAN “ide”,
B “cdrom” HERLZLH “scsi” BY, FEMILIZE: “virtio-scsi” Y
S8 “scsi HEHIRR” . (£ AMD64 ZEMHEERITHSE, )

generic - QEI FIFENES <@localhost localdomain> -
W FiERE iERE =
B . i b
; B —
|:—| R P4 EB(T): | scs1 -
B sese EHN): | generic & = _ :
BS(M): | virtlo SCSi -
W ceus UUID:  decb7cT8-dTen R
m ws:  exac: B =3
s @ @
b SR ) : i;
B scsimz . i
R ® EHE
SCSICOROM 1 i
® B8
Atk % USBEAIRE
B zos v POTHESE
STHHY Spice EEEFIE nsm
Bl soundiche EREF: KM Im watchdog
= ehs | e i
Seon Bi3E:  Jusr/libexec/qe @& BEEE .
B controlleruseo T Sy é ———
TPM
USB 1 @i
A EfF UEFIx86 64 | o P
usBREREL % Panic B3
Virtio VSOCK
BUH(C) FeAE(F)
FINEM(D)

8.54 FIMEHIRIEE
(6) By USB ¥ kasmR TG, B “MPR” , MIPR USB ¥x %28, (£ AMD64
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MR RERTISE, )

uos - QEMU/KVM
v FARE O mERE

R USBERE1L
R45ER #380:  SpiceVMC
CPUs

nE

S| SiEm

IDERE 1

IDECDROM 1

NIC :50:ae:5¢

Hifirix

B =it spice

B Sound iché

= A

SFOXL

B Controller USB 0

Y USBEAEEL
USBE#82

me TEER

A HNEEFE(D) MIE5(R)

8.55 72 AMD64 Z2Hehlif% USB $% 3%
8 B ‘FHARE , EIWZBEHER, #ANTESISRE.

v FERE | © WERE

] &R Ekigs
RIFER EHF(N): | uos
& crus UUID:  f5980dc3-4b64-4aad-9903-deOccdb0d7dT
i S
b IS )
B scsimE1 -
SCSICDROM 1
NIC :d8:2b:83
B gs
W =79 VNC EREFHE
= EHE EEEF KW
= {5 gemu-ga i aarch64
M = virtio igils: Jusrflibexec/qemu-kvm
B controllerusgo LB | virt .

BB ControllerVirtioSCSI0 ooy

FINELH(D)

UEF1 aarch64: fusr/share/edk2/aarch64/QEMU_EFI-pflash.raw ~

8.56 FHIAZREEIMM
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Install UDS Server 20 (Graphic)

Install UOS § er 20

1]

mmand prompt

8.57 R&E3|FRERA
9 RIFRFALEREMEMING, FER (GHERSJRIERS V20 (1070)
LEFM) XEETRELE,

9 BREMRER

BELRENRERSIJIRIERS V20 (1070) , BAIABLE T E A dnf K
o NTEMMHESY 7. RERALRLEF, BERT CDH. OpenStack
MEZFHEXNREE, ATLUEIER dnf EREEREFENAN, BRTGSMY
dnf 2R, BAl, SIMNIHFRESUT=1:
B OpenStack &
B CDH R
B EER
BB 385 : OpenStack # CDH 1R 1B FTHER T 1050e R 10500 2 [EHI4RF, Ixxxa LR 10xxe

sw_64 FHETZF,

9.1 F3HA OpenStack i& (1070e)

OpenStack E— N FENSHESETE, NAEESNAESRETT E
RN S BRSE. AERERIBERS V20 (1070e) EE T OpenStack
(Train) o

9.1.1 ®3E OpenStack &

dnfinstall UnionTech-repos-openstack -y
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9.1.2 RIFcBUBEE
dnf clean all
dnf makecache

9.2 [BF CDH & (1070e)

CDH R#EF &~ Hadoop RZ D ZHFH—H, H Cloudera £, EE
FI2TEMZSH Apache Hadoop ##, 12T Hadoop B0 AIY EBIEfE.
AR, BT web HAFPREE. RIERSI|IRERSK V20 (1070e) &
B 7 CDH-6.3.2 BfZICVER 15

9.2.1 %%k CDH i& (1070e)
dnf install UnionTech-repos-cdh6-y

9.2.2 RIFicBUBEE
dnf clean all
dnf makecache

9.3 BRE®R

H#hEE (PEARKMERENDE) . (FEARAMENSZZ2ZE) M (F
L ANRHENERIER £X) FAREM MM L, BN A FRFEHEIRSL,
EREEAERMAK. BHPHNNAEEXRIERNETEDRLE, Ak, #ER
SERERSZ V20 (1070) SEREDFRRHERINE, MREARAREM.
EESE UOS £EFEEK.

9.3.1 ¥ GM iR
dnf install UnionTech-repos-GM -y

9.3.2 Rl BiRATF

dnf clean all
dnf makecache

10 FAQ

10.1 S/NZEE R0
RERSFRERARINSLTE fcitx MNE, NREFRFHBRET ibus
NoE, M=SHAMBNEPR, L, FERITO TS BUIENE.
1 T T <, BEEHAERENBRNE,
imsettings-list
- 1: I1Bus[ibus.conf] (recommended)
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2: FCITX[fcitx.conf]
3: X compose table[xcompose.conf]
2 ITEAT A<, PR ibus F fitx BN,
imsettings-switch xxx
MNGEE xxx 102 ibus B & feitxo
3 FHEARE, EMERREIMNE, WMNETHREIAT £,

10.2 ERIM#N XML X%
10.2.1 AMD ZEHRIESIH XML 3ZfF (Legacy)

<domain type="kvm'>
<name>uos</name>
<memory unit='KiB'>4194304</memory>
<currentMemory unit="KiB'>4194304</currentMemory>
<vcpu placement='static'>1</vcpu>
<iothreads>1</iothreads>
<0S>
<type arch='x86_64' machine='q35'>hvm</type>
</os>
<features>
<acpi/>
</features>
<cpu mode="host-passthrough' />
<clock offset="utc'/>
<on_poweroff>destroy</on_poweroff>
<on_reboot>restart</on_reboot>
<on_crash>restart</on_crash>
<devices>
<emulator>/usr/libexec/qemu-kvm</emulator>
<disk type='file' device='disk'>
<driver name='gqemu’' type='qcow?2' iothread="'1"/>
<source file='/uos/uos.qcow2'/>
<target dev='vda' bus='virtio'/>
<boot order='1'/>
<address type='pci' domain='0x0000" bus='0x00'
function='0x0'/>

slot="0x08'
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</disk>
<disk type='file' device='cdrom'>
<driver name='gqemu’ type='raw'/>
<source file='/uos/uos-server-20-1070e-amd64.iso'/>
<readonly/>
<target dev='sdb' bus='scsi'/>
<boot order="2'/>
</disk>

<controller type='scsi' index='0' model="virtio-scsi'>
</controller>
<controller type='virtio-serial' index="'0">
</controller>
<controller type='usb' index='0" model="ehci'>
</controller>
<controller type='sata' index='0">
</controller>
<controller type="pci' index='0"' model="pci-root'/>
<interface type='bridge'>

<source bridge="br0'/>

<model type='virtio'/>
</interface>
<serial type='pty'>

<target type='isa-serial' port='0">

<model name='isa-serial'/>

</target>
</serial>
<console type="'pty'>

<target type='serial' port='0'/>
</console>
<input type="tablet' bus="usb'>

<address type="'usb' bus='0' port="1'/>
</input>
<input type='keyboard' bus='usb'>

<address type='usb' bus='0' port="2'/>
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</input>
<input type="'mouse' bus='ps2'/>
<input type='keyboard' bus='ps2'/>
<graphics type='vnc' port='-1' autoport='yes' listen='0.0.0.0">
<listen type="address' address='0.0.0.0'/>
</graphics>
<video>
<model type='vga' vram='16384" heads='1' primary='yes'/>
<address type='pci’ domain='0x0000" bus='0x00' slot="0x02'
function='0x0'/>
</video>
<memballoon model="virtio'>
</memballoon>
</devices>
</domain>

10.2.2 AMD ZRHBIEHIH XML 3§ (UEFI)
<domain type="kvm'>
<name>uos</name>
<memory unit='KiB'>4194304</memory>
<currentMemory unit="KiB'>4194304</currentMemory>
<vcpu placement="static'>1</vcpu>
<iothreads>1</iothreads>
<0S>
<type arch="'x86_64"' machine='q35'>hvm</type>
<loader readonly="yes"
type="pflash">/usr/share/edk2/ovmf/OVMF_CODE.fd</loader>
</os>
<features>
<acpi/>
</features>
<cpu mode="host-passthrough' />
<clock offset="utc'/>
<on_poweroff>destroy</on_poweroff>
<on_reboot>restart</on_reboot>
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<on_crash>restart</on_crash>
<devices>
<emulator>/usr/libexec/qgemu-kvm</emulator>
<disk type="file' device='disk'>
<driver name='gqemu’' type='qcow?2' iothread="'1"/>
<source file='/uos/uos.qcow2'/>
<target dev="'vda' bus='virtio'/>
<boot order='1'/>
<address type='pci’ domain='0x0000" bus='0x00" slot="'0x08'
function='0x0'/>
</disk>
<disk type='file' device='cdrom'>
<driver name='gqemu’ type="raw'/>
<source file='/uos/uos-server-20-1070e-amd64.iso'/>
<readonly/>
<target dev="'sdb' bus="scsi'/>
<boot order="2'/>
</disk>
<controller type='scsi' index='0' model="virtio-scsi'>
</controller>
<controller type="virtio-serial' index="'0">
</controller>
<controller type="'usb' index='0' model="ehci'>
</controller>
<controller type='sata' index='0">
</controller>
<controller type="pci' index='0' model="pcie-root'/>
<interface type='bridge'>
<source bridge='br0'/>
<model type='virtio'/>
</interface>
<serial type="pty'>
<target type='isa-serial' port='0">
<model name='isa-serial'/>
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</target>
</serial>
<console type="'pty'>
<target type='serial' port='0'/>
</console>
<input type="tablet' bus="usb'>
<address type="'usb' bus='0' port="1'/>
</input>
<input type='keyboard' bus='usb'>
<address type='usb' bus='0' port="2'/>
</input>
<input type="'mouse' bus='ps2'/>
<input type='keyboard' bus="ps2'/>
<graphics type='vnc' port='-1' autoport='yes'>
<listen type="address'/>
</graphics>
<video>
<model type='vga' vram='16384" heads='1' primary='yes'/>
<address type='pci' domain='0x0000" bus='0x00" slot="0x02'
function='0x0'/>
</video>
<memballoon model='"virtio'>
</memballoon>
</devices>
</domain>
M EE: TR xml XIHEBIZEWYIES, EEWTRE, B F libvirt lRZEZH, REES
OVMF_CODE.fd [Eltt, iR libvirt ERATAREHER libvirtd fR5.
#virsh create uos.xml
#ig: M uos.xml BIFEEISEIK
# ® . M fF % K : unable to find any master var store for loader:

Jusr/share/edk2/ovmif/OVMF_CODE.fd

10.2.3 ARM Z249R9 RN XML 32 (UEFI)

<domain type="kvm'>
<name>uos</name>
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<memory unit='GiB'>8</memory>
<currentMemory unit='GiB'>8</currentMemory>
<vcpu placement='static'>6</vcpu>
<0Ss>
<type arch="aarch64' machine="virt-4.1'>hvm</type>
<loader readonly='yes'
type="'pflash'>/usr/share/edk2/aarch64/QEMU_EFI-pflash.raw</loader>
<boot dev='hd'/>
<boot dev='cdrom'/>
</os>
<features>
<acpi/>
<gic version='3'/>
</features>
<cpu mode="host-passthrough'/>
<iothreads>1</iothreads>
<clock offset="utc'/>
<on_poweroff>destroy</on_poweroff>
<on_reboot>restart</on_reboot>
<on_crash>restart</on_crash>
<devices>
<channel type="unix'>
<target type='virtio' name='org.qemu.guest_agent.0'/>
<address type='virtio-serial' controller='0" bus='0' port="1'/>
</channel>
<memballoon model='virtio'/>
<emulator>/usr/libexec/qgemu-kvm</emulator>
<disk type='file' device='disk'>
<driver name='gemu' type='qcow?2' iothread="1"/>
<source file='/uos/uos.qcow?2'/>
<target dev="'vda' bus='virtio'/>
</disk>
<disk type='file' device='cdrom'>
<driver name='gqemu’ type="raw'/>
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<source file='/uos/uos-server-20-1070e-arm64.iso'/>
<readonly/>
<target dev='sdb' bus='scsi'/>
</disk>
<interface type='bridge'>
<source bridge='br0'/>
<model type='virtio'/>
<address type="pci' domain="0x0000" bus="0x01" slot="'0x00'
function='0x0'/>
</interface>
<console type="pty'/>
<controller type="scsi' index='0' model="virtio-scsi'/>
<controller type='usb' model="ehci'/>
<input type="keyboard' bus='usb'/>
<input type="tablet' bus="'usb'/>
<graphics type='vnc' port='-1' autoport='yes' listen='0.0.0.0'/>
</devices>
</domain>

10.2.4 Loongarch ZR4#989EEIMH XML 32 (UEFI)
<domain type="kvm'>
<name>uos</name>
<memory unit='GiB'>8</memory>
<currentMemory unit='GiB'>8</currentMemory>
<vcpu placement="static'>4</vcpu>
<0S>
<type arch='loongarch64' machine='loongson7a_v1.0'>hvm</type>
<loader readonly='yes'
type='rom'>/usr/share/gemu-kvm/loongarch_bios.bin</loader>
</os>
<clock offset="utc'/>
<on_poweroff>destroy</on_poweroff>
<on_reboot>restart</on_reboot>
<on_crash>destroy</on_crash>
<devices>
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<emulator>/usr/libexec/qgemu-kvm</emulator>
<disk type='file' device='disk'>
<driver name='gemu' type='qcow2'/>
<source file="/home/uos.qcow?2'/>
<target dev='vda' bus='virtio'/>
<boot order='1'/>
</disk>
<disk type='file' device='cdrom'>
<driver name='gqemu’ type='raw'/>
<source file="/home/uos-server-20-1070-loongarch64.iso'/>
<target dev='sda' bus='sata'/>
<readonly/>
</disk>
<serial type="pty'>
<target port='0'/>
</serial>
<console type='pty'>
<target type='serial' port='0'/>
</console>
<channel type='unix'>
<target type='virtio' name='org.qemu.guest_agent.0'/>
<address type='"virtio-serial' controller='0"' bus='0' port='1"/>
</channel>
<channel type='spicevmc'>
<target type='virtio' name='com.redhat.spice.0'/>
<address type='virtio-serial' controller='0" bus='0' port="2'/>
</channel>
<input type="tablet' bus="'usb'>
<address type="usb' bus='0' port="1'/>
</input>
<input type='keyboard' bus="usb'>
<address type="usb' bus='0' port="2'/>
</input>
<graphics type="spice' autoport="yes'>
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<listen type="address'/>
<image compression="off'/>
</graphics>
<sound model='ich6'>
<address type='pci’ domain='0x0000" bus='0x03' slot="0x01"
function='0x0'/>
</sound>
<video>
<model type='"virtio' heads="1' primary='yes'/>
<address type='pci' domain='0x0000" bus='0x00" slot="0x02'
function='0x0'/>
</video>
<memballoon model='"virtio'>
<address type='pci’ domain='0x0000" bus='0x08' slot="'0x00'
function='0x0'/>
</memballoon>
</devices>
</domain>

10.2.5 SW ZEHs9EHIN XML 32+ (UEFI)

<domain type="kvm">

<name>uos</name>

<memory unit='GiB'>16</memory>

<currentMemory unit='GiB'>8</currentMemory>

<vcpu>8</vcpu>

<0S>
<type arch="sw_64" machine="core3">hvm</type>
<boot dev="cdrom"/>
<boot dev="hd"/>

</os>

<clock offset="utc"/>

<devices>
<emulator>/usr/local/bin/gemu-system-sw64</emulator>
<disk type="file" device="disk">

<driver name="gemu" type="qcow2"/>
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<source file="/home/uos.qcow2"/>
<target dev="vda" bus="virtio"/>
</disk>
<disk type="file" device="cdrom">
<driver name="gemu" type="raw"/>
<source file="/home/uos-server-20-1070-sw64.iso" />
<target dev="sda" bus="sata"/>
<readonly/>
</disk>
<controller type="usb" index="0" model="gemu-xhci"/>
<interface type="bridge">
<source bridge="br0"/>
<mac address="52:54:00:ad:ae:af"/>
<model type="virtio"/>
</interface>
<console type="pty"/>
<input type="tablet' bus="'usb'/>
<input type='keyboard' bus='usb'/>
<graphics type="vnc" port="-1" listen="0.0.0.0"/>
<video>
<model type="virtio"/>
</video>
</devices>
</domain>

10.3 A-Tune ¥ i)
10.3.1 train <R B LS, BF “training data faild”

AIEEIR
collection s HRE T —FERIFVEIRE,
RRB*

EORERMEIERENKER, BT
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10.3.2 atune-adm ZK;EiEiE atuned BRSS

AIEEREA
B atuned BRS5REBEh, 5L atuned MIAMILRE, BRIMITO TR, KE
atuned lRBEEBEN, FHHE atuned fiiffrbit,
# systemctl status atuned
# netstat -nap | atuned
W BAASERRLET atuned BYIFIH O,
B ZARCE T http RKIE, L EEE
fBRS &
1 R atuned BRSBKREBEN, MITU TS, BohizikS.
# systemctl start atuned
2 $3I7E atuned 1 atune-adm BYARS5 28 £, HATUITER<, AIFMIREHEOE
WKEE, HEA, 60001 79 atuned BIMIFIHROA S,
# iptables -| /INPUT -p tcp--dport 60001 -j ACCEPT
# iptables -| /INPUT -p tcp--sport 60001 -j ACCEPT
3 AR SRIEIRT, HITITE<, MFR http (A8, SXIOIPFRY IP okt
AR#H1T http RIE
# no_proxy=$no_proxy, 404}

10.3.3 atuned BREBEEBTN, T “Job for atuned.service
failed because a timeout was exceeded.”

AIEEIR
hosts XA &R/D localhost BR&,
RS *E

7T “letc/hosts” XAy 127.0.0.1 X—177 M0 localhost,
127.0.0.1 localhost localhost.localdomain localhost4
localhost4.localdomain4

10.4 BRI REYE MR
10.4.1 llvm-toolset TEERE
G=EE ]

1 $1T8%, % llvm-toolset,
dnf module install //vm-toolset-uel20/common
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2 EREMBMTRRNEIRE R,

Error:
Problem: problem with installed package
mesa-vulkan-drivers-20.1.4-2.uel20.x86_64

- package mesa-vulkan-drivers-20.1.4-2.uel20.x86_64 requires
libLLVM-10.s0()(64bit), but none of the providers can be installed

- package mesa-vulkan-drivers-20.1.4-2.uel20.x86_64 requires
libLLVM-10.s0(LLVM_10)(64bit), but none of the providers can be
installed

- cannot install both
llvm-libs-11.0.0-2.upl.module_uel20+13+1b98fcdf.x86_64 and
llvm-libs-10.0.1-2.uel20.x86_64

- package clang-11.0.0-1.02.module_uel20+12+1b98fcdf.x86_64
requires libLLVM-11.s0()(64bit), but none of the providers can be
installed

- package clang-11.0.0-1.02.module_uel20+12+1b98fcdf.x86_64
requires libLLVM-11.so(LLVM_11)(64bit), but none of the providers can
be installed

- package llvm-toolset-11.0.0-1.module_uel20+7+1b98fcdf.x86_64
requires clang = 11.0.0, but none of the providers can be installed

- conflicting requests

- package llvm-libs-10.0.1-2.uel20.x86_64 is filtered out by modular
filtering
(try to add &apos;--allowerasing&apos; to command line to replace
conflicting packages or &apos;--skip-broken&apos; to skip uninstallable
packages or &apos;--nobest&apos; to use not only best candidate
packages)

A gERE

121 R T E M mesa-vulkan-drivers 8§ & mesa-dri-drivers & i T
llvm-libs-10, i llvm-toolset #HIRIBE T llvm-libs-11, X NhRAFREEHTE,
# B llvm-toolset & % #9 llvm-libs & & & mesa-vulkan-drivers =% #&
mesa-dri-drivers FYZ2EE K H,
R &

f£A dnf BY--allowerasing 1%&I, 7 iFMIBRARBVIHE, BIAJIEE L&, AP
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PITO TS, KL llvm-toolset,
dnf module install //vm-toolset:uel20/common --allowerasing
&iE
HZ llvm-toolset HRIRAVEHE, FEEBRHEHEKN llvm-libs, XTBEFEE
BHER G N ELTRIRERY llvm-libs-10 BT 0L, ItEBY, E5EZEA llvm-toolset #&3R,
SAIEHIT dnf history S5 S EIHZE llvm-toolset BIRHNESHKS, RERIT
“dnf history undo” &< 3KEHZ, lvm-toolset, BINZHITU F&H<:
dnf module disable //vm-toolset
dnf history # Z&ifj transno
dnf history undo /transno]

10.4.2 rust-toolset TERE
GZEE ]

1 $iT8F<, &I rust-toolset,
dnf module install rust-toolset:uel20/common
2 EREMBINTRRNEIRER.
Error:
Problem: problem with installed package

mesa-vulkan-drivers-20.1.4-2.uel20.x86_64

- package mesa-vulkan-drivers-20.1.4-2.uel20.x86_64 requires
libLLVM-10.s0()(64bit), but none of the providers can be installed

- package mesa-vulkan-drivers-20.1.4-2.uel20.x86_64 requires
libLLVM-10.s0(LLVM_10)(64bit), but none of the providers can be
installed

- cannot install both
llvm-libs-11.0.0-2.upl.module_uel20+13+1b98fcdf.x86_64 and
[lvm-libs-10.0.1-2.uel20.x86_64

- package rust-1.49.0-1.module_uel20+7+ed636893.x86_64 requires
libLLVM-11.s0()(64bit), but none of the providers can be installed

- package rust-1.49.0-1.module_uel20+7+ed636893.x86_64 requires
libLLVM-11.s0(LLVM_11)(64bit), but none of the providers can be
installed

- package rust-toolset-1.49.0-1.module_uel20+3+ed636893.x86_64
requires rust = 1.49.0, but none of the providers can be installed
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- conflicting requests

- package llvm-libs-10.0.1-2.uel20.x86_64 is filtered out by modular
filtering
(try to add '--allowerasing' to command line to replace conflicting
packages or '--skip-broken' to skip uninstallable packages or '--nobest'
to use not only best candidate packages)

rJEEREA

rust-toolset #&IREK#i llvm-toolset iR, IREEELMEBRAETERE
llvm-toolset #RIRFBIEHEL5 | #2RY,
R &

£/ dnf B9--allowerasing 1&I, SAiFHIFRARBIERG, BIRJIEE RS, B
WITIN T ar<, K& rust-toolset,
dnf module install rust-toolset:uel20/common --allowerasing
&iE

B2 A llvm-toolset # rust-toolset iR, AFEEHRE rust-toolset
MESRKS, REHNTIT “dnf history undo” &< KENE rust-toolset, EINi%
PATIN T ar<:
dnf module disable //vm-toolset rust-toolset
dnf history # Z&if) transno
dnf history undo /transno]

10.5 BiE)E) ARSS 2 E Al

RS 2HEER S DDE REIMEEA systemd-timesyncd.service {E/BY
BEP RS . ATFiZRSES chronyd.service A ntpd.service ZIEARXR,
MREEETLEE DDE KA IRHAR S 28 AE A chronyd.service 5
ntpd.service, iEiERITE “EHPl > REBR > HMEgE” +xiF “BzE
$EE” Fx, BRI chronyd.service 3 ntpd.service IERM M, 3E DDE £
EIRIR AN Kz Ltk ia]

10.6 &L MER)=

LERALTEEKFAESR, MR DDE ERAEBI T EZHNBENR, 5
2 “Ctri+Alt+F2” IREBBINIRE tty2, AEFEABRERBNEEAKPER
&, $#117 sudo systemctl restart /ightdm.service 5 BN E],
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10.7 BB dbus RSB SHREMRATEFEARIE
HES dbus fRS3EY, DDE REAIGESHIMEE, TEAMEFER, LT, 15
¥ “Ctrl+Alt+F2” TREEEDNIRE) tty2 f5, 11T sudo init 58S 1A,

10.8 7ECHEIFIEARGER vi (S EE/var/log/messages B, 1L
Fh3F T ELESin) e

)&
FHEKE CPUR “¥X EF860” ARZ525, WX EREEITEIE
“/var/log/messages” X{H /T, FIREE TN “@\x93\x8e X EF860” , X
B, A viim)d&i <3 “/var/log/messages” X {HRY, vi(m)@m<SIRIEER
INEY “fileencodings” FIxRMEKX=1XAEMT “/var/log/messages” XHHBEIF
fFRiG, 2AM, REREGEEETTERERBEN, KREBITHOXHFRIEZER
“latinl” , ItEBY vi(m) B O T A ERE T messages XHFHIHFXXFR,
R &

EARPEERM “virc” XHHAEFKR “[etc/virc” XHEFEBM—NXXH
WISERVECE, FEEA latinl, AIGER viasLEE “/var/log/messages”
X, B IEEBTRPXFR. &FEHANE vim 85, 151K “vimrc” X,
B AFPAEREE: BRITHNTHES.

echo "set fileencodings=ucs-bom,utf-8,default”>> S{HOME}/.virc
B £25kE: BHRITO TR,
sudo echo “set fileencodings=ucs-bom,utf-8,default”>> /etc/virc
A\ EE: B IBER RIS “Ivar/log/messages” 5, GLUERBRENTEEHHTEITEIRI X
A, B2 “@|x93|x8e & EF860” XS E %5,

10.9 R4tE RiR)HA

10.9.1 firebird BPRE % shell A&

MRELLEMNZ 1021e Hrads, NHE DDE £@E, RARIARLE firebird,
BBttt =i firebird BF. ZBAFHEIAER shell & “/bin/nologin” . 0
RENNRAEETIEREERIZAR, BARERZRAFNESR shell 824
73 “[sbin/nologin” , BILUHITI T an<S1ER vi migss#HT T,

#vi setc/passwd
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10.1 £/ vi fREEESREREUEE AP HNER shell

10.9.2 YfAIIEfAIZE selinux 3

1 BT TS, 1&E selinux 79 permissive 123, HZXIA disabled,
#sed -i 's/SELINUX=disabled/SELINUX=permissive/g’
/etc/selinux/config

2 T T a<S, ERRERS.
# reboot

3 ERERGE, FITH TS, B2 enforcing &3,
#sed -i 's/SELINUX=permissive/SELINUX=enforcing/g’
/etc/selinux/config

4 PITA TS, BREBRIERS.
# reboot

5 HITWI T <, 1E selinux IRAEEELRIREN enforcing 1R,
# getenforce
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10.10 utlpmgr 2/REYAZFRHT Order HAI x

G} 23S
£ yum = dnf B¢ Ih #0 # kernel-hotfix /8 X W % & &/ ,
/var/utlpmgr/pkg_state & Order EIIETRA xo RFH remoe IEERE,

10.1 HEPHT BF list ERRE

10.2 Order B~ x

f@RIME

BT utlpmgr #4b T EETRER MR T S F##HT Order {ERITH|
MEMENFSIE, SEFHAZFRAT BE, utlpmgr TEIREX Order B, E#
Fri LA T €,
dnfinstall kernel-hotfix*
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10.11 perl BIR{ERES HfkHi perl WIFRRA BRIEX M)A

[FIERR
BRERIEH BT perl BN/, KK git FEIZWE EHIZRKH perl
BB AR B ERAIRIR T S =,

10.3 perl EHSTE T BANRLER, SRKGHRATIEE
fBRY5 &
717 dnf module disable 7 S22 A1 perl HXBHERER (XLERE
ESHEERENESSIEET) , HFERENFEH--allowerasing ETARER
ERRHAZIERR perl A,

[

10.4 fEF--allowerasing B =% git
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